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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade 58 &
F5CAB1 A B FH&E (Q33-Q38):

B #33
What are the two options for securing a BIG-IP's management interface?
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(Choose two.)

¢ A Restrict administrative HTTPS and SSH access to specific IP addresses or IP ranges.

¢ B. Limiting network access through the management interface to a trusted/secured network VLAN.

e (. Use the BIG-IP's Self-IP addresses for administrative access rather than the management interface.
¢ D. Block all management-interface administrative HITTPS and SSH service ports to prevent access.

Eﬁ: A\ B
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Securing the BIG-IP management interface is a findamental administrative responsibility. F5 best practices emphasize restricting
who can reach the management port and ensuring that only authorized systems are allowed access.

A). Limiting management access to trusted network segments

F5 recommends placing the management interface on adedicated, isolated, and secured management network or VLAN, rather than
exposing it to production or untrusted networks.

This reduces the attack surface by ensuring only trusted segments have visibility to administrative interfaces.

D). Restricting management access by IP or subnet

F5 BIG-IP uses the/sys httpd allowlist (for HTTPS) and configuration options insshd(for SSH) to control which IP addresses or
subnets can access the device.

By specifying only known administrative IPs or ranges, unauthorized users cannot reach the login services.

Why the other options are incorrect

B). Blocking all management HTTPS/SSH ports

* This would prevent any administrative access and is not a viable security practice.

C). Using Self-IP addresses for administrative access

* F5 explicitly warns against using Self-IPs for management access unless strictly necessary.

* Self-IPs are exposed to the data plane and should not be used as the primary administrative interface.

H #34
When is theLicense Service Check Dateenforced on a BIG-IP system?

¢ A. During system startup
¢ B. Affer editing a virtual server
¢ C. During a software install

EfE: C
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TheService Check Datedetermines whether a particular software version is allowed to run under the device's license.
* When installing or upgrading TMOS, the installer checks theService Check Datestored in the BIG-IP license file.

* Ifthe license date isolderthan the minimum required for the target version, the software installation is blocked.

* This check happensspecifically during a software install, not during routine device operations.

Editing virtual servers or system startup do not trigger this validation.

Thus, the enforcement happensduring software installation.

HH #35
An administrator is in the process of reactivating the license using the interface displayed in the exhibit.

What is the address of the license server to which the BIG-IP device nust be able to establish an outbound connection in order to
use theAutomatic Activation Method?

A. activate.f5.com
B. callhone.f5.com
C. license.f5.com
D. ask.f5.com

EfE: A
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‘When you chooseAutomaticas the activation method in the License , Re-activate screen, the BIG-IP device itself contacts
F5'slicense activation serviceover the Internet.



For successful automatic activation:

* The BIG-IP must have outbound network connectivity (typically via the management interface).

* DNS resolution and routing must allow it to reach theF5 license activation host(the one shown in option D).

* The device sends its dossier and registration key to that service and receives an updated license file in return, which is then installed
automatically.

The other hostnames in the options are not used by BIG-IP for license activation, so they cannot be correct in the context
ofAutomatic Activation.

M #36
In order to configure allowed IP addresses forSSH accessto a BIG-IP device, the BIG-IP Administrator has issued the commands
shown in the exhibit.

Which IP addresses will have SSH access after issuing the shown commands?
(Choose two.)

A. 10.0.0.100
B. 100.0.0.10
C. 100.0.1.10
D. 10.0.0.256
E. 10.0.0.254
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From the exhibit, the administrator perforns the following actions:

* Displays the current SSH allow configuration:

torsh list sys sshd allow

allow { ALL }

* Replaces the existing SSH allow list with a specific subnet:

tsh modify sys sshd allow replace-all-with { 10.0.0.0/24 }

* Confirms the updated configuration:

torsh list sys sshd allow

allow { 10.0.0.0/24 }

This configuration restricts SSH access to only hosts that fall within the10.0.0.0/24network.
Evaluation of the options

A). 10.0.0.100

This address is within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
B). 10.0.0.254

This address is also within the 10.0.0.0/24 subnet and is a valid host address, so SSH access is permitted.
C). 10.0.0.256

This is not a valid IP address because an IPv4 octet cannot exceed 255.

D). 100.0.1.10

This address is outside the configured 10.0.0.0/24 subnet and will not be allowed.

E). 100.0.0.10

This address is also outside the configured subnet and will not be allowed.

R #37

A BIG-IP Administrator needs to purchase new licenses for a BIG-IP appliance.
The administrator needs to know:

* Whether a module is licensed

* The memory requirement for that module

Where should the administrator view this information in theSystem menu?

A. Resource Provisioning
B. Software Management
C. Configuration - Device
D. Configuration - OVSDB

EfE: A
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