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B #724
A company needs to deploy a new workload on AWS. The company must encrypt all data at rest and must rotate the encryption


https://drive.google.com/open?id=1-gcztvkv5tLh-pSKG1jxo-hPzWhqzYwM
https://www.mogiexam.com/SOA-C02-exam.html
https://www.certjuken.com/SOA-C02-exam.html
https://www.mogiexam.com/SOA-C02-exam.html

keys once each year. The workload uses an Amazon RDS for MySQL Multi- AZ database for data storage.
‘Which configuration approach will meet these requirements?

¢ A Create a new AWS Key Management Service (AWS KMS) customer managed key.Enable automatic key
rotation. Enable encryption on the Amazon Elastic Block Store (Amazon EBS) volumes that are attached to the RDS DB
nstance.
¢ B. Enable Transparent Data Encryption (TDE) in the MySQL configuration file.
Manually rotate the key every 12 months.
¢ C. Enable RDS encryption on the database at creation time by using the AWS managed key for Amazon RDS.
¢ D. Create a new AWS Key Management Service (AWS KMS) customer managed key.
Enable automatic key rotation.
Enable RDS encryption on the database at creation time by using the KMS key.

Ef#: D

H #725

A company needs to monitor the disk utilization of Amazon Elastic Block Store (Amazon EBS) volumes The EBS volumes are
attached to Amazon EC2 Linux Instances A SysOps administrator must set up an Amazon CloudWatch alarm that provides an alert
when disk utilization increases to more than 80%.

‘Which combination of steps must the SysOps administrator lake lo meet these requirements? (Select THREE.)

e A. Configure a CloudWatch alarm to enter ALARM state when the disk_used percent CloudWatch metric is greater than
80%.

¢ B. Install and start the CloudWatch agent by using AWS Systens Manager or the command line

e C. Create an 1 AM role that includes the Cloud Watch AgentServerPol icy AWS managed policy Attach me role to the
instances

¢ D. Configure a CloudWatch alarm to enter ALARM state when the disk _used CloudWatch metric is greater than 80% or
when the disk free CloudWatch metric is less than 20%.

¢ E. Create an 1AM role that includes the Cloud WatchApplicationInsightsReadOnlyAccess AWS managed policy. Attach the
role to the mstances

e F. Install and start the CloudWatch agent by using an 1AM role. Attach the Cloud Watch AgentServerPolicy AWS managed
policy to the role.

Ef#: A. B. C

it L

* Create an IAM role with the CloudWatchAgentServerPolicy:

This policy grants the necessary permissions for the CloudWatch agent to collect and send metrics.
Steps:

Go to the AWS Management Console.

Navigate to IAM and create a new role.

Choose "EC2" as the trusted entity.

Attach the "CloudWatchAgentServerPolicy” managed policy to the role.

Attach this IAM role to your EC2 instances.

Reference:

* Install and start the CloudWatch agent:

The CloudWatch agent must be installed and configured to collect disk utilization metrics.

Steps:

Use AWS Systerrs Manager or SSH to connect to your instances.

Install the CloudWatch agent using the following commands:

sudo yum install amazon-cloudwatch-agent

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-config-wizard sudo /opt/aws/amazon-cloudwatch-
agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -mec2 -c file/path/to/your-config-file.json -s Start the agent:
sudo systemctl start amazon-cloudwatch-agent

Configure a CloudWatch alarm:

Create an alarm based on the disk_used percent metric.

Steps:

Go to the AWS Management Console.

Navigate to CloudWatch and select "Alarns" from the left-hand menu.

Click on "Create alarm."



Select the disk used percent metric.
Set the threshold to 80% and configure the alarm actions (e.g., sending a notification).

HA #726

A company is preparing for a marketing campaign that will increase traffic to a new web application. The application uses Amazon
API Gateway and AWS Lambda for the application logic. The application stores relevant user data in an Amazon Aurora MySQL
DB cluster that has one Aurora Replica.

Database queries for the application are 5% write and 95% read.

‘What should a SysOps admmnistrator do to scale the database when traffic increases?

¢ A Configure AWS Auto Scaling to monitor the Aurora cluster. Configure AWS Auto Scaling to add or remove Aurora
Replicas in the cluster based on the average CPU utilization of the existing Aurora Replica.

¢ B. Configure AWS Auto Scaling to monitor the Aurora cluster. Configure AWS Auto Scaling to add or remove Aurora
Replicas in the cluster based on the average CPU utilization of the primary instance.

¢ C. Configure Aurora Auto Scaling to increase or decrease the size of the Aurora Replicas based on the average CPU
utilization of the Aurora Replicas.

¢ D. Configure Aurora Auto Scaling to add or remove Aurora Replicas in the cluster based on the average CPU utilization of
the Aurora Replicas.

Ef#: B

HE #7127

A custom application must be installed on all Amazon EC2 mstances. The application is small, updated frequently, and can be
installed automatically.

How can the application be deployed on new EC2 instances?

A. Configure AWS CodePipeline to deploy code changes and updates.

B. Use AWS Systerms Manager to inject the application into an AML

C. Launch a script that downloads and installs the application using Amazon EC2 user data.

D. Create a custom API using Amazon API Gateway to call an installation executable from an AWS CloudFormation
template.

Ef#: C

fi .-

User data allows you to run scripts or execute commands on an EC2 instance during launch. You can include the script that
downloads and installs the application in the user data section when launching an EC2 mnstance. This allows the application to be
automatically deployed when the instance is launched.

B #728

A company runs workloads on 90 Amazon EC2 instances in the eu-west-1 Region in an AWS account. In 2 months, the company
will migrate the workloads from eu-west-1 to the eu-west-3 Region.

The company needs to reduce the cost of the EC2 instances. The company is willing to make a 1-year commitment that will begin
next week. The company must choose an EC2 Instance purchasing option that will provide discounts for the 90 EC2 Instances
regardless of Region during the 1-year period.

Which solution will meet these requirements?

A. Purchase an EC2 Instance Savings Plan.

B. Purchase EC2 Convertible Reserved Instances.
C. Purchase EC2 Standard Reserved Instances.
D. Purchase a Compute Savings Plan.

IEf#: D

A -

To reduce the cost of EC2 instances with a 1-year commitment across different regions, purchasing a Compute Savings Plan is the
most suitable option.

* Compute Savings Plan:



* Compute Savings Plans provide the most flexibility and help to reduce your costs by up to 66%, offering savings on a variety of
EC2 instance usage.

* These plans apply to usage across any AWS Region, and they also apply to AWS Lambda and AWS Fargate usage.

* Flexibility Across Regions:

* Unlike Reserved Instances, which are tied to a specific instance family and region, Compute Savings Plans provide savings across
any EC?2 instance usage, regardless of region, instance family, operating system, or tenancy.

* This flexibility is ideal for the company's requirement to migrate workloads from the eu-west-1 region to the eu-west-3 region
within the commitment period.

* Implementation:

* Open the AWS Cost Management console.

* Navigate to the "Savings Plans" section.

* Purchase a Compute Savings Plan with a 1-year term.

AWS Savings Plans

Compute Savings Plans

HR #729
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