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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of IAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

Topic 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.
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1z0-1104-25 Real Exam - 1z0-1104-25 Torrent Vce & 1z0-1104-25 Valid
Questions
If you intend to take the Oracle 1z0-1104-25 exam to open doors to high-paying jobs, you need an authentic Oracle 1z0-1104-25
practice exam material to get a passing score on the first attempt. Many people do not find a platform that is credible to purchase
updated Oracle 1z0-1104-25 prep material. This leads to a waste of time and money, and ultimately failure in the 1z0-1104-25
exam.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q38-Q43):
NEW QUESTION # 38 
In Oracle Cloud Infrastructure (OCI), bare metal instances provide customers with direct access to the underlying hardware. To
mitigate security risks when a customer terminates a bare metal instance, OCI utilizes Root-of-Trust hardware.
What is the primary function of the Root-of-Trust hardware in this context?

A. It ensures all non-volatile memory on the terminated instance is securely wiped before reuse.
B. It guarantees complete isolation between customer workloads on different instances.
C. It automatically encrypts data at rest on the bare metal instance.
D. It eliminates the need for hypervisors, reducing the potential attack surface.

Answer: A

NEW QUESTION # 39 
Your organization needs to implement strong password policies for users in OCI.
Which of the following statements is TRUE about password policies in OCI IAM?

A. Only one password policy can be applied to all users in a domain.
B. The default password policy cannot be modified.
C. Simple password policies are suitable for production environments.
D. Custom password policies allow for granular control over password complexity.

Answer: D

NEW QUESTION # 40 
Task 7: Verify the OCI Certificate with Load Balancer
Verify HTTPS connection to the load balancer by running the following command in Cloud Shell curl -k https://<Public IP of PBT-
CERT-LB-01> Enter the following URL in the web browser:
https://<Public IP of PBT-CERT-LB-01>
If prompted with a certificate error, accept the risk and continue.
Verify web page content by ensuring the text, "You are visiting Web Server 1" from the index.html file is displayed in the browser
See the solution below in Explanation.

Answer:

Explanation:
Task 7: Verify the OCI Certificate with Load Balancer
Step 1: Obtain the Public IP of the Load Balancer
* Log in to the OCI Console.
* Navigate toNetworking>Load Balancers.
* Click on PBT-CERT-LB-01.
* Note thePublic IP Addressfrom the load balancer details page.
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Step 2: Verify HTTPS Connection Using Cloud Shell
* Open the OCI Cloud Shell from the top-right corner of the OCI Console.
* Run the following command, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:
curl -k https://<Public IP of PBT-CERT-LB-01>
* Expected output: You should see the text "You are visiting Web Server 1" if the connection is successful. The -k flag ignores
certificate validation errors (common during initial testing with self- signed or newly issued certificates).
* If you encounter an error, ensure the load balancer is active, the listener is configured correctly, and the backend server (PBT-
CERT-VM-01) is reachable.
Step 3: Verify in a Web Browser
* Open a web browser.
* Enter the following URL, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:
https://<Public IP of PBT-CERT-LB-01>
* If prompted with a certificate warning (e.g., due to a self-signed certificate or untrusted CA), accept the risk and proceed (click
"Advanced" and "Proceed" or similar, depending on your browser).
* Verify that the web page displays the text "You are visiting Web Server 1" from the index.html file created on PBT-CERT-VM-
01.
Step 4: Troubleshoot (if needed)
* If the text is not displayed:
* Check the load balancer health status underBackend Sets>Healthin the OCI Console.
* Ensure the security list PBT-CERT-LB-SL-01 allows port 443 and the compute instance security list allows port 80.
* Verify the Apache service is running on PBT-CERT-VM-01 by SSHing in and running sudo systemctl status httpd.

NEW QUESTION # 41 
You have created a compartment TEST in your subscribed tenancy. Then, you created two groups, test1 and test2, and want the
users in these groups to be able to manage all the resources in the TEST compartment.
Which policy would you use to achieve this?

A. Allow group/test*/to manage all resources in compartment test.
B. Allow any-user to manage all resources in compartment test where any {request.groups.test1, test2}
C. Allow any-user to manage all resources in compartment test where request.group='test*'
D. Allow group test1, test2 to manage all resources in compartment test.

Answer: D

NEW QUESTION # 42 
Challenge 2 -Task 1
In deploying a new application, a cloud customer needs to reflect different security postures. If a security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.
As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.
Review the architecture diagram, which outlines the resoures you'll need to address the requirement:



Preconfigured
To complete this requirement, you are provided with the following:
Access to an OCI tenancy, an assigned compartment, and OCI credentials
Required IAM policies
Task3: Create and configure a Virtual Cloud Network and Private Subnet
Createand configure virtual cloud Network (VCN) named IAD SP-PBT-VCN-01, with an internet Gateway and configure
appropriate route rules to allow external connectivity.
Enter the OCID of the created VCN in the text box below.

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
To create and configure a Virtual Cloud Network (VCN) named IAD-SP-PBT-VCN-01 with an Internet Gateway and
appropriate route rules for external connectivity, follow these steps based on the Oracle Cloud Infrastructure (OCI) Networking
documentation.
Step-by-Step Solution for Task 3: Create and Configure a VCN and Private Subnet
* Log in to the OCI Console:
* Use your OCI credentials to log in to the OCI Console (https://console.us-ashburn-1.oraclecloud.
com).
* Ensure you have access to the assigned compartment.
* Navigate to Virtual Cloud Networks:
* From the OCI Console, click the navigation menu (hamburger icon) on the top left.
* UnderNetworking, selectVirtual Cloud Networks.
* Create a New VCN:
* ClickStart VCN Wizardand selectCreate VCN with Internet Connectivity.
* VCN Name:Enter IAD-SP-PBT-VCN-01.
* Compartment:Select the assigned compartment.
* VCN CIDR Block:Enter 10.0.0.0/16 (matches the diagram's VCN CIDR).
* Public Subnet CIDR Block:Enter 10.0.10.0/24 (matches the diagram's public subnet).
* Accept the default settingsfor the public subnet and Internet Gateway creation.
* ClickCreateto provision the VCN, Internet Gateway, and public subnet.
* Verify the Internet Gateway:
* After creation, go to the VCN details page for IAD-SP-PBT-VCN-01.



* UnderResources, selectInternet Gateways.
* Ensure the Internet Gateway is attached and enabled.
* Configure Route Rules:
* In the VCN details page, underResources, selectRoute Tables.
* Select the default route table associated with the public subnet (10.0.10.0/24).
* ClickAdd Route Rules.
* Target Type:SelectInternet Gateway.
* Destination CIDR Block:Enter 0.0.0.0/0.
* Target Internet Gateway:Select the Internet Gateway created with the VCN.
* ClickAdd Route Ruleto save.
* Update Security List (if needed):
* UnderResources, selectSecurity Lists.
* Edit the default security list for the public subnet.
* Add an ingress rule:
* Source CIDR:0.0.0.0/0
* IP Protocol:TCP
* Source Port Range:All
* Destination Port Range:22 (for SSH) or as required by your application.
* Add an egress rule:
* Destination CIDR:0.0.0.0/0
* IP Protocol:All
* Save the changes.
* Note the VCN OCID:
* Return to the VCN details page for IAD-SP-PBT-VCN-01.
* Copy theOCIDdisplayed (e.g., ocid1.vcn.oc1..<unique_string>).
OCID of the Created VCN
* Enter the OCID of the created VCN (IAD-SP-PBT-VCN-01) into the text box. The exact OCID will be available after Step 3
(e.g., ocid1.vcn.oc1..<unique_string>).

NEW QUESTION # 43
......
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