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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1
Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.
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Topic 2

Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in
transit and at rest. Topics include lifecycle management of data at rest, credential protection, and
cryptographic key management. These capabilities are central to managing sensitive data securely,
reflecting the exam's focus on advanced data protection strategies.

Topic 3

Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Topic 4

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 5

Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting
incident response plans and detecting security threats and anomalies using AWS services. It delves into
effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
Exam.
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Amazon AWS Certified Security - Specialty Sample Questions (Q430-Q435):
NEW QUESTION # 430 
Within a VPC, a corporation runs an Amazon RDS Multi-AZ DB instance. The database instance is connected to the internet
through a NAT gateway via two subnets.
Additionally, the organization has application servers that are hosted on Amazon EC2 instances and use the RDS database. These
EC2 instances have been deployed onto two more private subnets inside the same VPC. These EC2 instances connect to the
internet through a default route via the same NAT gateway. Each VPC subnet has its own route table.
The organization implemented a new security requirement after a recent security examination. Never allow the database instance to
connect to the internet. A security engineer must perform this update promptly without interfering with the network traffic of the
application servers.
How will the security engineer be able to comply with these requirements?

A. Modify the route tables of the DB instance subnets to remove the default route to the NAT gateway.
B. Configure the route table of the NAT gateway to deny connections to the DB instance subnets.
C. Remove the existing NAT gateway. Create a new NAT gateway that only the application server subnets can use.
D. Configure the DB instance's inbound network ACL to deny traffic from the security group ID of the NAT gateway.

Answer: A

Explanation:
Each subnet has a route table, so modify the routing associated with DB instance subnets to prevent internet access.
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A company became aware that one of its access keys was exposed on a code sharing website 11 days ago. A Security Engineer
must review all use of the exposed access keys to determine the extent of the exposure. The company enabled IAM CloudTrail m
an regions when it opened the account Which of the following will allow (he Security Engineer 10 complete the task?

A. Use the IAM CLI lo generate an IAM credential report Extract all the data from the past 11 days.
B. Use the Access Advisor tab in the IAM console to view all of the access key activity for the past 11 days.
C. Use Amazon Athena to query the CloudTrail logs from Amazon S3 Retrieve the rows for the exposed access key tor the
past 11 days.
D. Filter the event history on the exposed access key in the CloudTrail console Examine the data from the past 11 days.

Answer: C

Explanation:
Amazon Athena is a service that enables you to analyze data in Amazon S3 using standard SQL1. You can use Athena to query the
CloudTrail logs that are stored in S3 and filter them by the exposed access key and the date range2. The other options are not
effective ways to review the use of the exposed access key.

NEW QUESTION # 432 
A company has deployed Amazon GuardDuty and now wants to implement automation for potential threats.
The company has decided to start with RDP brute force attacks that come from Amazon EC2 instances in the company's AWS
environment. A security engineer needs to implement a solution that blocks the detected communication from a suspicious instance
until investigation and potential remediation can occur.
Which solution will meet these requirements?

A. Enable AWS Security Hub to ingest GuardDuty findings. Configure an Amazon Kinesis data stream as an event
destination for Security Hub. Process the event with an AWS Lambda function that replaces the security group of the
suspicious instance with a security group that does not allow any connections.
B. Enable AWS Security Hub to ingest GuardDuty findings and send the event to Amazon EventBridge (Amazon
CloudWatch Events). Deploy AWS Network Firewall. Process the event with an AWS Lambda function that adds a rule to
a Network Firewall firewall policy to block traffic to and from the suspicious instance.
C. Configure GuardDuty to send the event to an Amazon Kinesis data stream. Process the event with an Amazon Kinesis
Data Analytics for Apache Flink application that sends a notification to the company through Amazon Simple Notification
Service (Amazon SNS). Add rules to the network ACL to block traffic to and from the suspicious instance.
D. Configure GuardDuty to send the event to Amazon EventBridge (Amazon CloudWatch Events). Deploy an AWS WAF
web ACL. Process the event with an AWS Lambda function that sends a notification to the company through Amazon Simple
Notification Service (Amazon SNS) and adds a web ACL rule to block traffic to and from the suspicious instance.

Answer: B

Explanation:
https://aws.amazon.com/blogs/security/automatically-block-suspicious-traffic-with-aws-network-firewall-and-am

NEW QUESTION # 433 
A company's Security Engineer is copying all application logs to centralized Amazon S3 buckets. Currently, each of the company's
applications is in its own IAM account, and logs are pushed into S3 buckets associated with each account. The Engineer will deploy
an IAM Lambda function into each account that copies the relevant log files to the centralized S3 bucket.
The Security Engineer is unable to access the log files in the centralized S3 bucket. The Engineer's IAM user policy from the
centralized account looks like this:
The centralized S3 bucket policy looks like this:
Why is the Security Engineer unable to access the log files?

A. The object ACLs are not being updated to allow the users within the centralized account to access the objects
B. The Security Engineers IAM policy does not grant permissions to read objects in the S3 bucket
C. The S3 bucket policy does not explicitly allow the Security Engineer access to the objects in the bucket.
D. The s3:PutObject and s3:PutObjectAcl permissions should be applied at the S3 bucket level

Answer: B



NEW QUESTION # 434 
A company is using IAM Organizations to develop a multi-account secure networking strategy. The company plans to use separate
centrally managed accounts for shared services, auditing, and security inspection. The company plans to provide dozens of additional
accounts to application owners for production and development environments.
Company security policy requires that all internet traffic be routed through a centrally managed security inspection layer in the
security inspection account. A security engineer must recommend a solution that minimizes administrative overhead and complexity.
Which solution meets these requirements?

A. Use IAM Control Tower. Modify the default Account Factory networking template to automatically associate new
accounts with a centrally managed VPC through a VPC peering connection and to create a default route to the VPC peer in
the default route table. Create an SCP that denies the CreatelnternetGateway action. Attach the SCP to all accounts except
the security inspection account.
B. Create a centrally managed VPC in the security inspection account. Establish VPC peering connections between the
security inspection account and other accounts. Instruct account owners to create default routes in their account route tables
that point to the VPC peer. Create an SCP that denies the Attach InternetGateway action. Attach the SCP to all accounts
except the security inspection account.
C. Enable IAM Resource Access Manager (IAM RAM) for IAM Organizations. Create a shared transit gateway, and make
it available by using an IAM RAM resource share. Create an SCP that denies the CreatelnternetGateway action. Attach the
SCP to all accounts except the security inspection account.
Create routes in the route tables of all accounts that point to the shared transit gateway.
D. Use IAM Control Tower. Modify the default Account Factory networking template to automatically associate new
accounts with a centrally managed transit gateway and to create a default route to the transit gateway in the default route
table. Create an SCP that denies the AttachlnternetGateway action. Attach the SCP to all accounts except the security
inspection account.

Answer: D

NEW QUESTION # 435
......
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Amazon SCS-C02 practice test, you can be confident you're getting the best possible Amazon SCS-C02 Exam Dumps. Amazon
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