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HR #257

Following a repotted event, an Information security event ticket has been completed and its priority has been assigned. Then, the
event has been evaluated to determine If'it is an information security incident, which phase of the incident management has been
completed?

e A. initial assessment and decision
e B. Detection and reporting
e (. Evaluation and confirmation

EfE: C
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Scenario 3: Auto Tsaab, a Swedish Car manufacturer founded in and headquartered in Sweden, iS well-known for its innovation in
the automotive industry, Despite this Strong reputation, the company has faced considerable challenges managing its documented
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mformation.

Although manual methods of handling this information may have been sufficient in the past, they now pose substantial challenges.
particularly in efficiency, accuracy, and scalability. Moreover, entrusting the responsibility Of managing documented information to a
single individual creates a critical vulnerability, introducing a potential single point Of failure within the organization's information
management system, To address these challenges and reinforce its commitment to protecting information assets, Auto Tsaab
implemented an information security management system ISMS aligned with ISO/IEC 27001. This move was critical 10 ensuring the
security, confidentiality, and integrity of the companys information, particularly as it transitioned from manual to autormated
information management methods.

nitially, Auto Tsaab established automated checking Systems that detect and Correct corruption. By implementing these automated
checks, Auto Tsaab not only improved its ability to maintain data accuracy and consistency but also significantly reduced the risk of
undetected errors.

Central to Auto ISMS ate documented processes. By documenting essential aspects and processes Such as the ISMS scope,
information security policy, operational planning and control, information security risk assessment, internal audit. and management
review. Auto Tsaab ensured that these documents were readily available and adequately protected. Moreover. Auto Tsaab utilizes a
comprehensive framework incorporating 36 distinct categories spanning products, services. hardware, and software. This
framework. organized in a two-dimensional matrix with six rows and six columns, facilitates the specification of technical details for
components and assemblies in its small automobiles. underscoring the company's commitment to innovation and quality, TO maintain
the industry standards. Auto Tsaab follows rigorous protocols in personnel selection. guaranteeing that every team member is not
only eligble but also well-suited for their respective roles within the organization. Additionally, the company established formal
procedures for handling policy violations and appointed an internal consultant to continuously enhance its documentation and security
practices.

After committing to ISO/IEC 27001 adherence, was the documented information in Auto Tsaab's nformation security management
system managed in compliance with the standard?

e A Yes, the company delegated the responsibility of managing documented information to a single individual
¢ B. Yes, the company ensured that documented information was available and protected as needed
e C. Yes, the company relied only on manual methods for managing documented information

Ef#: B
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Scenario 3: Socket Inc is a telecommumnications company offering mainly wireless products and services. It uses MongoDB. a
document model database that offers high availability, scalability, and flexibility.

Last month, Socket Inc. reported an information security incident. A group of hackers compromised its MongoDB database,
because the database admmnistrators did not change its default settings, leaving it without a password and publicly accessible.
Fortunately. Socket Inc. performed regular information backups in their MongoDB database, so no information was lost during the
incident. In addition, a syslog server allowed Socket Inc. to centralize all logs in one server. The company found out that no
persistent backdoor was placed and that the attack was not initiated from an employee inside the company by reviewing the event
logs that record user faults and exceptions.

To prevent similar incidents in the fiture, Socket Inc. decided to use an access control system that grants access to authorized
personnel only. The company also implemented a control in order to define and implement rules for the effective use of
cryptography, including cryptographic key management, to protect the database from unauthorized access The implementation was
based on all relevant agreements, legislation, and regulations, and the information classification scheme. To improve security and
reduce the administrative efforts, network segregation using VPNs was proposed.

Lastly, Socket Inc. implemented a new system to maintain, collect, and analyze mformation related to nformation security threats,
and integrate information security into project management.

Can Socket Inc. find out that no persistent backdoor was placed and that the attack was initiated from an employee inside the
company by reviewing event logs that record user faults and exceptions? Refer to scenario 3.

e A. No, Socket Inc. should have reviewed all the logs on the syslog server
e B. Yes. Socket Inc. can find out that no persistent backdoor was placed by only reviewing user faults and exceptions logs
e C. No, Socket Inc should also have reviewed event logs that record user activities

Eft: C
L

Event logs are records of events that occur in a system or network, such as user actions, faults, exceptions, errors, warnings, or
security incidents. They can provide valuable information for monitoring, auditing, and troubleshooting purposes. Event logs can be
categorized into different types, depending on the source and nature of the events. For exanmple, user activity logs record the actions
performed by users, such as login, logout, file access, or command execution. User fault and exception logs record the errors or



anomalies that occur due to user input or behavior, such as invalid data entry, unauthorized access attempts, or system crashes. In
scenario 3, Socket Inc. used a syslog server to centralize all logs in one server, which is a good practice for log management.
However, to find out that no persistent backdoor was placed and that the attack was not initiated from an enployee inside the
company, Socket Inc. should have reviewed not only the user fault and exception logs, but also the user activity logs. The user
activity logs could reveal any suspicious or malicious actions performed by the hackers or the employees, such as creating,
modifying, or deleting files, executing commands, or installing software. By reviewing both types of logs, Socket Inc. could have a
more complete picture of the incident and its root cause. Reviewing all the logs on the syslog server might not be necessary or
feasible, as some logs might be irrelevant or too voluminous to analyze.

ISO/IEC 270012022 Lead Implementer Course Content, Module 8: Performance Evaluation, Monitoring and Measurement of an
ISMS based on ISO/IEC 27001:20221; ISO/IEC 27001:2022 Information Security, Cybersecurity and Privacy Protection, Clause
9.1: Monitoring, measurement, analysis and evaluation2; [SO

/IEC 27002:2022 Code of practice for nformation security controls, Clause 12.4: Logging and monitoring3

M #260
An employee in the administrative department of Smiths Consultants Inc. finds out that the expiry date of a contract with one of
theclients is earlier than the start date. What type of measure could prevent this error?

A. Organizational measure
B. Availability measure

C. Integrity measure

D. Technical measure

Ef#: D
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Scenario 9: OpenTech provides IT and commumications services. It helps data communication enterprises and network operators
become muilti-service providers During an internal audyit, its internal auditor, Tim, has identified nonconformities related to the
monitoring procedures He identified and evaluated several system Invulnerabilities.

Tim found out that user IDs for systems and services that process sensitive information have been reused and the access control
policy has not been followed After analyzing the root causes of this nonconformity, the ISMS project manager developed a list of
possible actions to resolve the nonconformity. Then, the ISMS project manager analyzed the list and selected the activities that
would allow the elimination of the root cause and the prevention of a similar situation in the future. These activities were included in
an action plan The action plan, approved by the top management, was written as follows:

A new version of the access control policy will be established and new restrictions will be created to ensure that network access is
effectively managed and monitored by the Information and Commumication Technology (ICT) Department The approved action plan
was implemented and all actions described in the plan were documented.

Based on scenario 9, OpenTech has taken all the actions needed, except

e A Permanent corrections
e B. Corrective actions
e (. Preventive actions

EfE: C
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