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P #101

A company runs an application using Amazon ECS. The application creates resized versions of an original image and then makes
Amazon S3 API calks to store the resized images in Amazon S3. How can a solutions architect ensure that the application has
permission to access Amazon S3?

¢ A Update the S3 role in AWS 1AM to allow read/write access from Amazon ECS, and then relaunch the container.

¢ B. Create an 1AM role with S3 permissions, and then specify that role as the taskRoleArn in the task definition.

e C. Create a security group that allows access from Amazon ECS to Amazon S3, and update the launch configuration used by
the ECS cluster.

¢ D. Create an 1 AM user with S3 permissions, and then relaunch the Amazon EC2 instances for the ECS cluster while logged
mas this account.

Ef#: B

HM #102
Can I nitiate a "forced failover” for my MySQL Multi- AZ DB Instance deployment?

A. Only in VPC

B. No

C. Yes

D. Only in certain regions

M
R

: C

B #103

A company has an application that runs on Amazon EC2 mstances in a private subnet The application needs to process sensitive
information from an Amazon S3 bucket The application must not use the internet to connect to the S3 bucket.

Which solution will meet these requirements?

e A Configure a NAT gateway. Update the S3 bucket policy to allow access from the NAT gateway. Update the application
to use the new NAT gateway.

e B. Configure a VPC endpoint. Update the S3 bucket policy to allow access from the VPC endpoint.
Update the application to use the new VPC endpoint.

¢ C. Configure an internet gateway. Update the S3 bucket policy to allow access from the internet gateway Update the
application to use the new internet gateway

e D. Configure a VPN connection. Update the S3 bucket policy to allow access fromthe VPN connection.
Update the application to use the new VPN connection.

EfE: B

AR :

Understanding the Requirement: The application running on EC2 instances in a private subnet needs to process sensitive information
froman S3 bucket without using the internet.

Analysis of Options:

Internet Gateway: This would expose the application to the internet, which is not suitable for accessing sensitive information securely.
VPN Connection: VPN is primarily used for secure connections between on-premises networks and AWS VPCs, not for direct S3
access within the same VPC.

NAT Gateway: This allows instances in a private subnet to connect to the internet, but the goal is to avoid internet access.

'VPC Endpoint: Provides a private connection between the VPC and S3 without using the internet, ensuring secure access to the S3

bucket.

Best Solution:


https://www.xhs1991.com/AWS-Solutions-Architect-Associate.html

'VPC Endpoint: Configuring a VPC endpoint allows secure, private communication between the EC2 instances and the S3 bucket
without using the internet, ensuring data security and compliance.

References:

Amazon VPC Endpoints

AmazonS3 VPC Endpoint

HH #104

You deployed your company website using Elastic Beanstalk and you enabled log file rotation to S3. An Elastic Map Reduce job is
periodically analyzing the logs on S3 to build a usage dashboard that you share with your CIO. You recently improved overall
performance of the website using Cloud Front for dynamic content delivery and your website as the origin

After this architectural change, the usage dashboard shows that the traffic on your website dropped by an order of magnitude. How
do you fix your usage dashboard'?

A. Turn on Cloud Trail and use trail log tiles on S3 as input of the Elastic Map Reduce job

B. Use Elastic Beanstalk 'Restart App server(s)" option to update log delivery to the Elastic Map Reduce job.
C. Change your log collection process to use Cloud Watch ELB metrics as input of the Elastic Map Reduce job
D. Use Elastic Beanstalk "Rebuild Environment" option to update log delivery to the Elastic Map Reduce job.

E. Enable Cloud Front to deliver access logs to S3 and use them as input of the Elastic Map Reduce job.

Ef#: E

H #105

A company uses high concurrency AWS Lambda functions to process a constantly increasing number of messages in a message
queue during marketing events. The Lambda finctions use CPU intensive code to process the messages. The company wants to
reduce the compute costs and to maintain service latency for its customers.

Which solution will meet these requirements?

e A. Configure reserved concurrency for the Lambda functions. Decrease the memory allocated to the Lambda finctions.

¢ B. Configure reserved concurrency for the Lambda functions. Increase the memory according to AWS Compute Optimizer
recommendations.

¢ C. Configure provisioned concurrency for the Lambda functions. Increase the memory according to AWS Compute
Optimizer recommendations.

e D. Configure provisioned concurrency for the Lambda finctions. Decrease the memory allocated to the Lambda fimctions.

Ef#: C

fiR .-

The company wants to reduce the compute costs and maintain service latency for its Lambda finctions that process a constantly
increasing number of messages in a message queue. The Lambda functions use CPU intensive code to process the messages. To
meet these requirements, a solutions architect should recommend the following solution:

Configure provisioned concurrency for the Lambda fimctions. Provisioned concurrency is the number of pre- nitialized execution
environments that are allocated to the Lambda fimctions. These execution environments are prepared to respond immediately to
incoming function requests, reducing the cold start latency.

Configuring provisioned concurrency also helps to avoid throttling errors due to reaching the concurrency limit of the Lambda
service.

Increase the memory according to AWS Compute Optimizer recommendations. AWS Compute Optimizer is a service that provides
recommendations for optimal AWS resource configurations based on your utilization data. By increasing the memory allocated to the
Lambda finctions, you can also increase the CPU power and improve the performance of your CPU intensive code. AWS Compute
Optimizer can help you find the optimal memory size for your Lambda fimctions based on your workload characteristics and
performance goals.

This solution will reduce the compute costs by avoiding unnecessary over-provisioning of memory and CPU resources, and maintain
service latency by using provisioned concurrency and optimal memory size for the Lambda functions.

References:

Provisioned Concurrency

AWS Compute Optimizer

E M #106
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