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If'you unluckily fail to pass your exam, don’t worry, because we have created a mechanism for economical compensation. You just
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CrowdStrike Falcon Administrator Sample Questions (Q122-Q127):

NEW QUESTION # 122
During a sensor installation, what unique identifier is given to each sensor?

A. Security ID (SID)
B. Endpoint ID (EID)
C. Agent ID (AID)

D. Computer ID (CID)

Answer: C

NEW QUESTION # 123
Which report in Falcon can be used to determine the volume of blocked activity at a different prevention policy setting?

A. Sensor Visibility Exclusions Audit

B. Machine Learning Prevention Monitoring
C. Falcon Prevention Policy Debug

D. Prevention Policy Audit Trail

Answer: B

NEW QUESTION # 124
Which role is required to manage groups and policies in Falcon?

A. Falcon Host Security Lead
B. Prevention Hashes Manager
C. Falcon Host Analyst

D. Falcon Host Administrator

Answer: D

Explanation:

The Falcon Host Administrator role is required to manage groups and policies in Falcon. This role allows users to create, edit and
delete groups and policies, as well as assign them to hosts. The other roles do not have this capability. Reference: [CrowdStrike
Falcon User Guide], page 17.

NEW QUESTION # 125

To test a new Falcon sensor version, you have created a new sensor update policy and two separate dynamic host groups. One
group contains all test Windows servers. The other group contains all of your Windows servers. The new policy was applied to only
the test Windows servers host group.

What is required to safely and successfully test your new sensor update policy on only your test Windows servers?

¢ A. The new policy must be enabled and assigned a precedence that is higher when compared to the policy assigned to all
Windows servers

¢ B. The new Falcon sensor version should be manually installed by you on every test Windows server before ever enabling
and assigning the new policy

e C. The new policy must be enabled and assigned a precedence that is lower when compared to the policy assigned to all
Windows servers

¢ D. The new Falcon sensor version should be manually uninstalled by you on every test Windows server before ever enabling
and assigning the new policy
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Answer: A

NEW QUESTION # 126
How do you assign a policy to a specific group of hosts?

¢ A. Onthe Assignment tab of the desired policy, select "Static" assignment. From the next window, select the desired hosts
(using fitters if needed) and click Add.

¢ B. Create a group containing the desired hosts using "Static Assignment." Go to the Assigned Host Groups tab of the desired
policy and dick "Add groups to policy." Select the desired Group(s).

¢ C. Assign a tag to the desired hosts in Host Management. Create a group with an assignment rule based on that tag. Go to the
Assignment tab of the desired policy and click "Add Groups to Policy." Select the desired Group(s).

e D. Create a group containing the desired hosts using "Dynamic Assignment." Go to the Assigned Host Groups tab of the
desired policy and select criteria such as OU, OS, Hostname pattern, etc.

Answer: B

Explanation:

The administrator can assign a policy to a specific group of hosts by creating a group containing the desired hosts using "Static
Assignment.” Then, go to the Assigned Host Groups tab of the desired policy and click "Add groups to policy." Select the desired
Group(s). This will apply the policy to the selected group(s) of hosts. The other options are either incorrect or not applicable to static

assigniment.

NEW QUESTION # 127
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