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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q31-Q36):
NEW QUESTION # 31 
Refer to the exhibit.

Which action must the administrator take to route traffic from VPC B to VPC A?

A. The administrator must create a new VPC peering connection between VPC A and VPC B.
B. The administrative must configure a custom route in VPC B and point the gateway to VPC A.
C. The administrator must deploy a FortiGate VM with at least three network interfaces.
D. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.

Answer: C

Explanation:
Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewall/router to manage traffic between
the three VPCs.

NEW QUESTION # 32 
Refer to the exhibit.



Which two statements about FortiWeb instances deployed in Google Cloud are true?

A. You can change the operation mode of FortiWeb.
B. By default, you can access FortiWeb using HTTPS on port 443.
C. You can deploy FortiWeb using pay-as-you-go or bring-your-own-license.
D. You can configure the FortiWeb instance with only one network interface.

Answer: A,C

Explanation:
FortiWeb's operation mode can be changed, such as between reverse proxy and transparent modes, to suit different deployment
scenarios.
FortiWeb in Google Cloud supports flexible licensing models, including pay-as-you-go and bring-your-own- license (BYOL).

NEW QUESTION # 33 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.
B. The FortiGate devices must not be deployed in the same VPC.
C. The FortiGate devices must be deployed in two different regions.
D. The FortiGate devices can be deployed in the same subnet.

Answer: A,C

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 34 
Refer to the exhibit.



In this hybrid environment, in which two ways does the traffic flow from a network node in the on-premises network to Workload B
in Google Cloud? (Choose two.)

A. Once the traffic has been inspected, the active FortiGate uses VPC peering to forward the traffic to the Server project A
VPC.
B. Traffic will not reach the FortiGate devices because both load balancers are internal.
C. When the packet reaches the external VPC, it is forwarded to the active FortiGate cluster member using a custom static
route.
D. Traffic will be routed using VPC peering from the Internal VPC to the destination subnet.

Answer: C,D

Explanation:
Traffic from on-premises enters the external VPC and is routed to the active FortiGate VM via custom routes for inspection.
After inspection, traffic is routed through VPC peering from the internal VPC to the service project subnet where Workload B
resides.

NEW QUESTION # 35 
Refer to the exhibit.



Which three conclusions can you draw from the Google Cloud custom route? (Choose three.)

A. At least one instance group was created.
B. A group-based passthrough network load balancer was created.
C. Atarget pool-based passthrough network load balancer was created.
D. A health check was created.
E. The next hop must be updates manually in the custom route if the current next hop goes down.

Answer: A,D,E

Explanation:
The route's next hop is a forwarding rule for a backend service, which indicates a group-based passthrough load balancer.
Group-based load balancers require health checks to monitor instance health.
Backend services attach to instance groups to distribute traffic, so at least one instance group exists.
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