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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q145-Q150):

NEW QUESTION # 145
‘Which protocol is commonly used for managing the security of message transmission on the Internet via web browsers?

A.TLS

B. L2TP
C. PPTP
D. IPsec

Answer: A

Explanation:

Transport Layer Security (TLS) is the standard protocol for securing web communications, including HTTP over TLS (HTTPS) in
web browsers. TLS provides encryption, authentication, and data integrity, and has replaced SSL as the primary means of securing
browser-based commumications.

Reference: ISA/IEC 62443-3-3:2013, Section 4.2.3.7 ("Use of TLS for secure communication'); NIST SP

800-52 Rev. 2.

NEW QUESTION # 146
As related to IACS Maintenance Service Providers, when do maintenance activities generally start?

A. At the beginning of the project
B. Before the handover of the solution

C. During the design phase
D. After the handover of the solution

Answer: D

Explanation:

In the context of ISA/IEC 62443, maintenance activities by IACS Maintenance Service Providers generally begin after the solution
(such as a control system or automation project) is handed over to the asset owner.

This marks the transition from project (installation and commissioning) to operational maintenance, which includes patching, updating,
and other support activities as part of the system lifecycle.

Reference: ISA/IEC 62443-2-4:2015, Section 4.3.3 ("'Service provider maintenance activities after handover").

NEW QUESTION # 147
Which of the following can be enployed as a barrier device in a segmented network?
Available Choices (select all choices that are correct)

A. Domain controller
B. Unmanaged switch
C. VPN

D. Router

Answer: D
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NEW QUESTION # 148
Which is a PRIMARY reason why network security is important in [ACS environments?
Available Choices (select all choices that are correct)

A. PLC:s use serial or Ethernet comnumications methods.

B. PLCs under cyber attack can have costly and dangerous impacts.
C. PLCs are programmed using ladder logic.

D. PLCs are inherently unreliable.

Answer: B

Explanation:

Network security is important in IACS environments because PLCs, or programmable logic controllers, are devices that control
physical processes and equipment in industrial settings. PLCs under cyber attack can have costly and dangerous impacts, such as
disrupting production, damaging equipment, compromising safety, and harming the environment. Therefore, network security is
essential to protect PLCs and other IACS components from unauthorized access, modification, or disruption. The other choices are
not primary reasons why network security is important in IACS environments. PLCs are not inherently unreliable, but they can be
affected by environmental factors, such as temperature, humidity, and electromagnetic interference. PLCs are programmed using
ladder logic, which is a graphical programming language that resembles electrical schematics. PLCs use serial or Ethernet
communications methods, depending on the type and age of the device, to communicate with other IACS components, such as
human-machine interfaces (HMlIs), supervisory control and data acquisition (SCADA) systens, and distributed control systems
(DCS:s). References:

ISA/IEC 62443 Standards to Secure Your Industrial Control System training coursel ISA/IEC 62443 Cybersecurity Fundamentals
Specialist Study Guide2 Using the ISA/IEC 62443 Standard to Secure Your Control Systens3

NEW QUESTION # 149
Which of the following starts at a high level and includes all ANSI/ISA-95 Level 0,1,2,3,4 equipment and information systems?

A. Reference architecture
B. Reference model

C. Zone model

D. Asset model

Answer: B

Explanation:

The reference model described in ISA/IEC 62443-1-1 (see Figure 2) starts at a high level and encompasses all levels of the ISA-95
model (Levels 0 to 4), which range from field devices up to business logistics systens.

This model provides a holistic, layered view of all the equipment, systems, and information flows in industrial automation.

Reference: ISA/IEC 62443-1-122007, Section 4.2 ("Reference Model"); Figure 2 (Relationship to ANSI/ISA-

95 Levels).
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