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HH#79
What type of cluster can a Security Group can be compared to?

e A VSLS

e B. Active / Standby

e (. Load Sharing Active / Active
e D. Active / Backup

Ef: C
R -
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Explanation

A Security Group can be compared to a Load Sharing Active / Active cluster because it consists of multiple Security Group
Members that share the traffic load and provide high availability and scalability. Each Security Group Member is an active firewall
that processes traffic according to the Security Group policy and synchronizes its state with other memmbers. The Maestro
Orchestrator acts as a load balancer that distributes the traffic among the Security Group Members based on their capacity and
availability.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.1:
Introduction to Security Groups, page 2-4

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Security Group Overview, page
2-3

B #80

To display processes that are consuming excessive system resources, users should use the command.

A. asg perf hogs
B. top

C. asgstat -v

D. asgperf-v

EfE: A

A -

Explanation

The asg_perf hogs command is a script that displays the processes that are consuming excessive system resources, such as CPU,
memory, disk, and network, on the orchestrator and the appliances. It can help identify performance issues and bottlenecks in the
Maestro environment.

References

*Software Provision and Performance hogs failed - Check Point CheckMates1

*CHECK POINT MAESTRO EXPERT, page 33

B #81
What is the default Distribution mode?

e A, Manual-General
e B. Network

e C. User

e D. Auto-topology

IEfE: D

R

Auto-topology is the default distribution mode for Maestro Security Groups. In this mode, the Orchestrator assigns packets to a
Security Group Member based on the topology of the port defined in the gateway object.

Each port is either in user mode or network mode depending on the topology. User mode means that the port is connected to the
nternal network and network mode means that the port is connected to the external network. The Orchestrator uses a hash function
to map each source IP or destination IP to a specific SGM, depending on the mode of'the port. This mode ensures that all packets
with the same source IP or destination IP are processed by the same SGM, regardless of the port or protocol.

References

*Check Pomt Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.4: Traffic
Flow, page 2-18

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Lari Luoma | Lead Consultant | Maestro SME | Check Point Evangelist1, slide 16

R #82
During an upgrade, Is Multi- Version Clustering (MVC) supported?



A. Yes, MVC is supported as of R81 for Maestro.

B. No. Maestro does not support MVC because ClusterXL is disabled during an upgrade.
C. Maestro supports MVC or full connectivity upgrade as of R80.40.

D. No, Maestro does not support MVC.

Ef: C

R #83
In what mode do MHOs process traffic?

A. MHOs process traffic in Active-Standby mode
B. MHOs process traffic in VSLS mode

C. MHOs process traffic in load sharing mode

D. MHOs process traffic in Active- Active mode

Ef#: D

A -

MHOs process traffic in Active- Active mode, which means that both MHOs are active and share theload of the traffic that is sent to
and fromthe SGMs. Active- Active mode provides better performance and scalability than Active-Standby mode, which only uses
one MHO at a time and keeps the other as a backup. Active- Active mode also allows for faster failover and recovery in case of an
MHO failure, as the surviving MHO can take over the traffic without interruption.

References

*Maestro Expert (CCME) Course - Check Point Software, page 25

*CheckPomt Certified Maestro Expert (CCME) - Skillzcafe, page 2

*Check Pomt Certified Maestro Expert (CCME) R81.X - Global Knowledge, page 2
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