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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q135-Q140):
NEW QUESTION # 135 
The security analyst received the monthly vulnerability report. The following findings were included in the report
* Five of the systems only required a reboot to finalize the patch application.
* Two of the servers are running outdated operating systems and cannot be patched The analyst determines that the only way to
ensure these servers cannot be compromised is to isolate them. Which of the following approaches will best minimize the risk of the
outdated servers being compromised?

A. Maintenance windows
B. Compensating controls
C. Due diligence
D. Passive discovery
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Answer: B

Explanation:
Compensating controls are the best approach to minimize the risk of the outdated servers being compromised, as they can provide
an alternative or additional layer of security when the primary control is not feasible or effective. Compensating controls are security
measures that are implemented to mitigate the risk of a vulnerability or an attack when the primary control is not feasible or effective.
For example, if the servers are running outdated operating systems and cannot be patched, a compensating control could be to
isolate them from the rest of the network, or to implement a firewall or an intrusion prevention system to monitor and block any
malicious traffic to or from the servers. Compensating controls can help reduce the likelihood or impact of an exploit, but they do not
eliminate the risk completely. Therefore, the security analyst should also consider upgrading or replacing the outdated servers as
soon as possible.

NEW QUESTION # 136 
The steering committee for information security management annually reviews the security incident register for the organization to
look for trends and systematic issues. The steering committee wants to rank the risks based on past incidents to improve the security
program for next year. Below is the incident register for the organization:
Which of the following should the organization consider investing in first due to the potential impact of availability?

A. Invest in a failover and redundant system, as necessary.
B. Build a warm site in case of system outages.
C. Hire a managed service provider to help with vulnerability management.
D. Hire additional staff for the IT department to assist with vulnerability management and log review.

Answer: A

Explanation:
Investing in a failover and redundant system, as necessary, is the best solution to improve the availability of the organization's systems
based on past incidents. A failover system is a backup system that automatically takes over the operation of a primary system in case
of a failure or outage. A redundant system is a duplicate system that runs simultaneously with the primary system and provides
backup functionality if needed. Investing in a failover and redundant system can help to ensure that the organization's systems are
always available and can handle the workload without interruption or degradation .

NEW QUESTION # 137 
A corporation wants to implement an agent-based endpoint solution to help:
- Flag various threats
- Review vulnerability feeds
- Aggregate data
- Provide real-time metrics by using scripting languages
Which of the following tools should the corporation implement to reach this goal?

A. DLP
B. SOAR
C. Heuristics
D. NAC

Answer: B

NEW QUESTION # 138 
A list of loCs released by a government security organization contains the SHA-256 hash for a Microsoft-signed legitimate binary,
svchost. exe. Which of the following best describes the result if security teams add this indicator to their detection signatures?

A. Security teams would detect rogue svchost. exe processes in their environment.
B. Malicious files with a matching hash would be detected.
C. Security teams would detect event entries detailing execution of known-malicious svchost. exe processes.
D. This indicator would fire on the majority of Windows devices.

Answer: D



Explanation:
Adding the SHA-256 hash of a legitimate Microsoft-signed binary like svchost.exe to detection signatures would result in the
indicator firing on the majority of Windows devices. Svchost.exe is a common and legitimate system process used by Windows, and
using its hash as an indicator of compromise (IOC) would generate numerous false positives, as it would match the legitimate
instances of svchost.exe running on all Windows systems.

NEW QUESTION # 139 
A company brings in a consultant to make improvements to its website. After the consultant leaves. a web developer notices unusual
activity on the website and submits a suspicious file containing the following code to the security team:
Which of the following did the consultant do?

A. Implemented privilege escalation
B. Implemented clickjacking
C. Patched the web server
D. Implanted a backdoor

Answer: D

Explanation:
The correct answer is A. Implanted a backdoor.
A backdoor is a method that allows an unauthorized user to access a system or network without the permission or knowledge of the
owner. A backdoor can be installed by exploiting a software vulnerability, by using malware, or by physically modifying the
hardware or firmware of the device. A backdoor can be used for various malicious purposes, such as stealing data, installing
malware, executing commands, or taking control of the system.
In this case, the consultant implanted a backdoor in the website by using an HTML and PHP code snippet that displays an image of
a shutdown button and an alert message that says "Exit". However, the code also echoes the remote address of the server, which
means that it sends the IP address of the visitor to the attacker. This way, the attacker can identify and target the visitors of the
website and use their IP addresses to launch further attacks or gain access to their devices.
The code snippet is an example of a clickjacking attack, which is a type of interface-based attack that tricks a user into clicking on a
hidden or disguised element on a webpage. However, clickjacking is not the main goal of the consultant, but rather a means to
implant the backdoor. Therefore, option C is incorrect.
Option B is also incorrect because privilege escalation is an attack technique that allows an attacker to gain higher or more
permissions than they are supposed to have on a system or network. Privilege escalation can be achieved by exploiting a software
vulnerability, by using malware, or by abusing misconfigurations or weak access controls. However, there is no evidence that the
consultant implemented privilege escalation on the website or gained any elevated privileges.
Option D is also incorrect because patching is a process of applying updates to software to fix errors, improve performance, or
enhance security. Patching can prevent or mitigate various types of attacks, such as exploits, malware infections, or denial-of-service
attacks. However, there is no indication that the consultant patched the web server or improved its security in any way.
References:
* 1 What Is a Backdoor & How to Prevent Backdoor Attacks (2023)
* 2 What is Clickjacking? Tutorial & Examples | Web Security Academy
* 3 What Is Privilege Escalation and How It Relates to Web Security | Acunetix
* 4 What Is Patching? | Best Practices For Patch Management - cWatch Blog
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