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A 274

¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

FH1 ADOM settings. These advanced finctions help strengthen system reliability and streamline management at

a larger scale.

o Admunistration: This section of the exam measures the skills of System Administrators and covers the
=x 2 essential features of FortiManager. It includes the mitial configuration process and the setup of
admunistrative domains (ADOMS), ensuring smooth system management.

= 4 ¢ Troubleshooting

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
=X 5 their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.
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A2 #24
What allows FortiManager to run CLI scripts on FortiGate devices without prompting for SSH authentication each time?

A. The script using the Remote FortiGate Directly via CLI option.

B. FortiGate devices using the legacy login method.

C. The secure management tunnel between FortiManager and FortiGate devices.
D. The script on the FortiManager device database.

HE. C

Y.

The correct answer is B . The FortiManager 7.6 Administrator Study Guide explicitly states: "CLI scripts use the FGFM tunnel and
the FGFM tunnel is authenticated using the FortiManager and FortiGate serial numbers." It also states: "Tcl scripts do not run
through the FGFM tunnel like CLI scripts do. Tcl scripts use SSH to tunnel through FGFM and they require SSH authentication to
do so." This is the exact reason CLI scripts can run without prompting for SSH authentication every time: they use the existing secure
FGFM management tunnel , not a separate interactive SSH login. The FGFM section of the study guide also confirns that this is a
secure communication tunnel established between FortiManager and managed FortiGate devices.

So the enabler is not legacy login, script location, or the "Remote FortiGate Directly" option by itself. It is the FGFM secure
management tunnel .

BB #25
Refer to the exhibit. Which statement about the environment shown in the exhibit is true?



Cluster status

Cluster Status #

—
& Refresh |

SN2 Mode : IP: - Module Data Synchronized = Pending Module Data :
#FMG-VMTM24012570  Primary 192.168.2.100 00KB 00 KB
#FMG-VMTM24012572  Secondary 1921682101 00K8 00KB

Cluster Settings

Failover Mode

Operation Mode

Pecr IP and Peer SN PeerSN
1921682 101 FMG-YMTM24012572

Cluster ID 1 11-64)

Group Password Ly

Fite Quota 4096

Heant Beat Interval 10

Failover Threshold (1-255)

viP

VRRP Interface

Priority ! (1-253)

Unicast

Monstored 1P Interface

A. No FortiGuard packages have been synchronized between the cluster member.
B. A failover will take place after five minutes without receiving heartbeat packets.
C. FortiAnalyzer features are not enabled on this FortiManager device.
D. You must restart the secondary device if you promote it to primary.

HE. C

MY
HA is not supported if you have the FortiAnalyzer features enabled on FortiManager.

EE #26

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an
[Psec VPN. However, when running the script, the administrator receives the following error:

config vpn ipsec phase2-interface [parameter(s) nvalid. detail: object mismatch] What must the administrator do to resolve the script
error and successfully apply the IPsec configuration?

A. Use IPsec templates to deploy provisioning templates.

B. Add a second config vpn ipsec phase2-interface block without linking it to phasel.
C. Add the end command after finishing the IPsec phase 1-interface configuration block.
D. Run the script using the policy package or ADOM database method.

: D

oot
o2 m



Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object
relationships and dependencies in the IPsec configuration, preventing object mismatch errors when pushing complex VPN settings
directly via CLL

‘When a script is run using Remote FortiGate Directly via CLI , FortiManager sends the commands straight to the FortiGate and
does not preview or validate dependent objects first . The study guide also explains that scripts containing ADOM-level objects or
dynamic mappings must be executed on the Policy Package or ADOM Database , then installed through the installation workflow.
That matches this [Psec error scenario, where phase2-interface is referencing an object relationship that FortiManager cannot
properly validate in direct CLI mode. Therefore, the administrator should run the script on the policy package or ADOM database
method , then install it.

Option A addresses only one possible syntax issue. B is a valid deployment approach in general, but it is not what the question asks
as the direct fix for this script execution error. C is incorrect and would not resolve the object dependency mismatch.

AE #27
Which output is displayed right after moving the ISFW device from one ADOM to another?
o A

FortiManager # diagnose dvm device list ISFW [ [ ]
-~~~ There are currently 4 devices/vdoms managed - --.w
--- There are currently 4 devices/vdoms count for license ---
TYPE o1D SN HA ip NAME ADOM IPs FIRMWARE
fmgfaz-managed 325 FGVM010000077646 — 10.0.1.200 ISFW ADOM74 6.00741 (regular) 7.0 MR4 (2463)

|- STATUS: dev-db: not modified; confi _imsSync; cond: OK; dm: installed; conn: up
|- vdom: [3]root flags:0 adom:ADGM74 pkg: [imported] ISFW

£a y:
n!:y davlcas/ v or license ---

TYFE oID £ HA i HAME ADOM Irs FIFRMWARE
fagfar-managed 325 POVMO10000077646 - 10.0.1. 200 ISFW ADOMT A 6.00741 (regular) 7.0 MR4 (2463)

|- STATUS: dov-db: not modified; confi dnisynoc: cond: OK: dm: autoupdated: conn: ap
|- wdom: [3]root flags:]l ados:ADOMIA plg: [out-of -sync] ISP

O w

FortiManager # FortiManager # diagnose dvm device list ISFW
-== There are currently 4 devices/vdoms managed ---
--— There are currently 4 devices/vdoms count for license ---

TYPE oID SN HA Ip Ips FIRMWARE
Efmgfaz-managed 325 FGVM010000077646 - 10 o' 1 200 6.00741 (regular) 7.0 MR4 (2463)
|- STATUS: dev-db: not modifie onf: sync. ond ; K- dm. ns led;: conn: up
|- vdom: [3]root flags:0 adomiA ‘!Alivl pkd: N

Fort

B Fm =

=== Thére are SUrfeNtly for ltmnsa —
TYFE

oID 8N MAME. ADOM Irs FIRMWARE
fmgfaz-managed 325 Nﬂmlﬂﬂﬂﬂﬂ??&lﬁ = 'lB 0 A 200 ISFW ADOMTY 600741 {regular) 7.0 MR4 (2463)
I- STATUS: dev-db: not modified] oOAf: in syno; cond: OK; dm: retrieved: conn: up
[ ] D 1= vdom: [3)root flags:0 adom:ADONMTE pkg: [unknown] ISFW
HE: C

Y.
Never Installed - The assigned policy package is not the result of an import for this device, and the package has not been installed
since it has been assigned to this device.

HEE #28
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

FortiManager # diagnose dvm device list
- There are currently 6 devices/vdoms managed ---
- There are currently 6 devices/vdoms count for license ---

TYPE oID SN HA Ir NAME ADOM IPS FIRMWARE

fegfaz-managed 188 FGVM@2TM24013504 100.65.1:111 BR1-FGT-1 My _ADOM 7.8 MR6 (3401) Nfﬁ
|- STATUS: dev-db: not modified; conf: in.sync; cond: pending; stolled; "
|- vdom:[3]root flags:® adom:My ADOM pkg:[imported]BR1-FGT-1

A. Configuration changes have been installed on FortiGate, updating policy and device-level database.
B. The system template default will override device-level database configurations.

C. The latest revision history for the managed FortiGate does match the FortiManager policy database.
D. The latest revision history for the managed FortiGate does not match the device-level database.

e CDb



ME:

- conf in sync - This is the sync status which shows that the latest revision history is in sync with Fortigate's configuration.
There is a new modification on FortiManager device level DB (dev-db: modified) which wasn't installed to FortiGate (cond:
pending).

HE#29
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