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Salesforce Certified Platform Integration Architect Sample Questions (Q90-
Q95):

NEW QUESTION # 90

Northern Trail Outfitters (NTO) wants to improve the quality of callouts from Salesforce to its REST APIs by requiring all API
clients to adhere to RAML (REST API Markup Language) specifications. The RAML specs serve as interface contracts. Which
design specification should the integration architect include in the integration architecture to ensure that Apex REST API Clients' unit
tests confirm adherence to the RAML specs?
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e A Implement HttpCalloutMock to return responses per RAML specification.
¢ B. Call the HttpCalloutMock implementation from the Apex REST API Clients.
¢ C. Require the Apex REST API Clients to implement the HttpCalloutMock.

Answer: A

Explanation:

In a contract-first integration approach using RAML, the specification acts as the single source of truth for request and response
structures. Since Salesforce unit tests are prohibited from performing actual network callouts, the HttpCalloutMock interface must
be used to simulate external API behavior.

To ensure unit tests truly confirm adherence to the RAML contract, the architect must mandate that the mock implementation
specifically returns responses formatted per the RAML specification. This means the mock's JSON or XML body, headers, and
HTTP status codes (e.g., 200 OK, 400 Bad Request) must exactly match the "interface contract” defined in the RAML file.

By strictly aligning the mock with the RAML spec, developers ensure that the Apex client's parsing logic (e.g., JSON.deserialize())
is tested against the agreed-upon data model. Ifthe external service later changes its schema in a way that deviates from the RAML,
the unit tests-which are based on that contract-will help identify where the Apex code might fail. Options B and C are technically
incorrect: the client does not "call" or "implement" the mock; rather, the test runtime provides the mock instance to the client via
Test.setMock().

NEW QUESTION # 91
What is the first thing an integration architect should validate if a callout from a Lightning web component to an external endpoint is

failing?

¢ A The endpoint domain has been added to Cross-Origin Resource Sharing,
¢ B. The endpoint URL has been added to Content Security Policies.
¢ C. The endpoint URL has been added to Remote Site Settings.

Answer: B

Explanation:

‘When an integration callout mitiated from a Lightning Web Component (LWC) fails, the architect must distinguish between client-
side and server-side security layers. Unlike Apex callouts, which are governed by Remote Site Settings at the server level, LWC
requests originate directly from the user's browser. Consequently, they are subject to the browser's Content Security Policy (CSP).
CSP is a security layer that helps detect and mitigate certain types of attacks, including Cross-Site Scripting (XSS) and data
injection attacks. It prevents a website from loading content from a third party unless that domain is explicitly safe-listed. If an LWC
attempts to connect to an external API endpoint that is not listed in the CSP Trusted Sites in Salesforce Setup, the browser will
block the request before it is even sent, often returning a "Refused to connect because it violates the document's Content Security
Policy" error. While Cross-Origin Resource Sharing (CORS) is also a browser-level security mechanism, it must be configured on
the external server to allow the browser to access its resources; however, the first validation step within the Salesforce environment
for a failing LWC callout is ensuring the domain is allowed by the org's CSP.

NEW QUESTION # 92
‘What should an integration architect recommend to ensure all integrations to the Northern Trail Outfitters' company portal use SSL
mutual authentication?

e A. Generate a certification authority (CA) signed certificate.
e B. Enable My Domain and SSL/TLS.
e (. Enforce SSL/TLS Mutual Authentication.

Answer: C

Explanation:

To ensure that all integrations calling into a Salesforce portal are secured with Mutual Authentication, the architect must enable and
configure specific platfornrlevel security settings. The primary recommendation is to Enforce SSL/TLS Mutual Authentication for the
relevant integration users.

Mutual Authentication (Two-way SSL) adds a layer of trust beyond the standard session-based authentication. When enforced, the
Salesforce server requires the calling client to present a valid CA-signed certificate that matches a certificate stored in the org. This
ensures that only authorized systers with the correct private key can establish a connection.

To implement this, the architect must first work with Salesforce support to enable the feature. Once enabled, a Mutual



Authentication Certificate must be uploaded to the org, and a specific user profile-cloned for integration purposes-must have the
"Enforce SSL/TLS Mutual Authentication” permission enabled. This configuration forces the client to use port 8443 (the dedicated
port for mutual TLS) for API calls, providing a highly secure, server-to-server connection that protects against impersonation and
unauthorized data access.

NEW QUESTION # 93

Northern Trail Outfitters needs to send order and line itenrs directly to an existing finance application webservice when an order is
fulfilled. It is critical that each order reach the finance application exactly once for accurate invoicing. Which solution should an
architect propose?

o A Trigger makes @future Apex method, with custom error handling process
¢ B. Trigger invokes Queueable Apex method, with custom error handling process
¢ C. Button press invokes synchronous callout, with user handling retries in case of error

Answer: B

Explanation:

Achieving "exactly once" delivery and high reliability in a critical finance integration requires an asynchronous pattern that provides
better control and error handling than standard @future methods. Queueable Apex is the architecturally preferred solution for this
scenario.

Queueable Apex offers several advantages over @future methods:

Stateful tracking: Unlike @future, Queueable jobs return a Job ID, allowing the system to monitor progress and verify completion.
Chaining: You can chain jobs to process records sequentially, which helps maintain the integrity of order and line item data.
Complex Data Types: Queueables can accept complex objects as parameters, making it easier to pass high-fidelity order data than
the primitive types required by @future.

Option A is unreliable because it relies on human intervention for retries, which is prone to error and does not scale. Option C is less
desirable because @future methods cannot be monitored as effectively and lack the ability to return a Job ID for subsequent
tracking,

To ensure accurate invoicing, the architect should design the Queueable class with a custom error handling process that includes
logging failures and a retry mechanism. Additionally, to prevent duplicate invoicing, the finance application should be designed with
an Idempotency check (using a unique Order ID from Salesforce) to ensure that if a retry is sent, the system recognizes the duplicate
and does not create a second mvoice. This combination of Queueable Apex and idempotency provides the highest level of reliability
for critical financial transactions.

NEW QUESTION # 94

A Salesforce customer is planning to roll out Salesforce for all of their sales and service staff. Senior management has requested that
monitoring be in place for Operations to notify any degradation in Salesforce performance. How should an Integration consultant
implement monitoring?

e A Identify critical business processes and establish automation to monitor performance against established benchmarks.
e B. Use APIEVENT to track all user initiated API calls through SOAP, REST, or Bulk APIs.
e C. Use Salesforce API Limits to capture current API usage and configure alerts for monitoring,

Answer: A

Explanation:

Effective operational monitoring focuses on the end-user experience and business outcomes rather than just raw technical metrics.
An Integration consultant should identify critical business processes (e.g., "Lead Conversion” or "Order Processing”) and establish
benchmarks to detect performance degradation.

Monitoring purely technical limits (Option A) or individual API events (Option C) provides "noise" without context. For example, if
API usage is high but the system is responding quickly, there is no degradation. However, ifa critical process that normally takes 2
seconds starts taking 10 seconds, that is a clear indicator of a performance issue that impacts the business.32 The consultant should
use tools like Salesforce Event Monitoring or external APM (Application Performance Management) tools to track the execution
time of these key transactions. By setting alerts when performance deviates from established benchmarks, Operations can be
proactively notified before users begin to lose productivity or abandon the system. This holistic approach ensures that monitoring is
aligned with business value and provides actionable insights for troubleshooting bottlenecks in code, automation, or integrations.
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