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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q72-Q77):
NEW QUESTION # 72 
A FortiGate deployment contains the following configuration:

What is the result of this configuration?

A. Route-maps for VDOM SERVICES are excluded from HA configuration synchronization
B. Route-maps are not configurable in VDOM SERVICES
C. Route-maps from VDOM SERVICES are available in all other VDOMs
D. Route-maps from the Root VDOM configuration are available in VDOM SERVICES

Answer: A

Explanation:
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/105611

NEW QUESTION # 73 
Refer to the exhibit.

You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.
How should the initial connection be made?

A. Connect the switch on any interface between ports 25 to 28
B. Connect the switch on any interface between ports 5 to 8.
C. Connect the switch on any interface between ports 21 to 24
D. Connect the switch on any interface between ports 1 to 4

Answer: A



NEW QUESTION # 74 
Refer to the exhibits.

The exhibits show the configuration and debug output from a FortiGate Public SDN Connector.
What is a possible reason for this dynamic address object to be empty?

A. The Client secret is incorrect.
B. The Application ID is incorrect.



C. The resource group NSE8-Lab does not exist.
D. The App registration does not have a role with necessary read permissions on the resource group.

Answer: D

NEW QUESTION # 75 
Refer to the exhibits.



A customer is looking for a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E.
Referring to the exhibits, which two conditions allow authentication to the client devices before assigning an IP address? (Choose
two.)

A. Ports 3 and 4 can be part of different switch interfaces.
B. Client devices must have 802 1X authentication enabled
C. Devices connected directly to ports 3 and 4 can perform 802 1X authentication.
D. FortiGate devices with NP6 and hardware switch interfaces cannot support 802.1X authentication.

Answer: B,C

Explanation:
The customer wants to deploy a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E
device. A hardware switch interface is an interface that combines multiple physical interfaces into one logical interface, allowing them
to act as a single switch with one IP address and one set of security policies. The customer wants to use 802.1X authentication for
this solution, which is a standard protocol for port-based network access control (PNAC) that authenticates clients based on their
credentials before granting them access to network resources. One condition that allows authentication to the client devices before
assigning an IP address is that devices connected directly to ports 3 and 4 can perform 802.1X authentication. This is because ports
3 and 4 are part of the hardware switch interface named "lan", which has an IP address of 10.10.10.254/24 and an inbound SSL
inspection profile named "ssl-inspection". The inbound SSL inspection profile enables the FortiGate device to intercept and inspect
SSL/TLS traffic from clients before forwarding it to servers, which allows it to apply security policies and features such as antivirus,
web filtering, application control, etc. However, before performing SSL inspection, the FortiGate device needs to authenticate the
clients using 802.1X authentication, which requires the clients to send their credentials (such as username and password) to the
FortiGate device over a secure EAP (Extensible Authentication Protocol) channel. The FortiGate device then verifies the credentials
with an authentication server (such as RADIUS or LDAP) and grants or denies access to the clients based on the authentication
result. Therefore, devices connected directly to ports 3 and 4 can perform 802.1X authentication before assigning an IP address.
Another condition that allows authentication to the client devices before assigning an IP address is that client devices must have
802.1X authentication enabled. This is because 802.1X authentication is a mutual process that requires both the client devices and
the FortiGate device to support and enable it. The client devices must have 802.1X authentication enabled in their network settings,
which allows them to initiate the authentication process when they connect to the hardware switch interface of the FortiGate device.
The client devices must also have an 802.1X supplicant software installed, which is a program that runs on the client devices and



handles the communication with the FortiGate device using EAP messages. The client devices must also have a trusted certificate
installed, which is used to verify the identity of the FortiGate device and establish a secure EAP channel. Therefore, client devices
must have 802.1X authentication enabled before assigning an IP address. References:
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/19662/hardware- switch-interfaces
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/19662/802-1x- authentication
https://docs.fortinet.com/document/fortigate/7.2.0/new-features/959502/support-802-1x-on-virtual-switch-for- certain-np6-
platforms

NEW QUESTION # 76 
Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM?
(Choose two.)

A. FTP
B. SCP
C. API
D. Report

Answer: C,D

Explanation:
FortiSIEM supports two methods for importing user defined Lookup Table Data:
* Report: You can import lookup table data from a report. This is the most common method for importing lookup table data.
* API: You can also import lookup table data using the FortiSIEM API. This is a more advanced method that allows you to import
lookup table data programmatically.
FTP, SCP, and other file transfer protocols are not supported for importing lookup table data into FortiSIEM.
Reference: https://help.fortinet.com/fsiem/6-7-4/Online-Help/HTML5_Help/importing_lookup_table_data.htm

NEW QUESTION # 77
......
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