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HH #188
Which of the following is an effective strategy for managing communication proactively?

¢ A Implementing strong access controls

¢ B. Conducting regular vulnerability assessments
¢ C. Deploying intrusion detection systems

¢ D. Regularly monitoring network traffic

EfE: A

iR

Implementing strong access controls is an effective strategy for managing communication proactively. By implementing access
controls, organizations can restrict access to communication channels, ensuring that only authorized personnel have the necessary
privileges to communicate and access sensitive information. This helps to prevent unauthorized users from intercepting or tampering
with commumications, reducing the risk of security incidents.

M #189
What is the main purpose of a disaster recovery plan?

A. Minimizing the impact of disasters
B. Recovering data after a disaster

C. Identifying potential threats and vulnerabilities
D. Preventing disasters from occurring

Ef#: B

A :

The primary purpose of a disaster recovery plan is to ensure that data, systems, and operations can be restored in a timely manner
following a disaster. It focuses on recovering critical resources and minimizing downtime to resume normal business operations as
quickly as possible.

HM #190
Which of the following best describes the relationship between a business continuity plan (BCP) and a disaster recovery plan
(DRP)?

A. ABCP and a DRP are separate and unrelated plans within the realm of cybersecurity

B. A BCP focuses on maintaining essential finctions during a disaster, while a DRP focuses on data backup and restoration
C. A BCP focuses on data backup and restoration, while a DRP focuses on maintaining essential finctions during a disaster
D. A BCP and a DRP are two different terms for the same plan

IEf#: B

R -

While both business continuity plans (BCPs) and disaster recovery plans (DRPs) are essential components of a comprehensive
cybersecurity strategy, they have distinct focuses. A BCP primarily deals with the maintenance of essential fnctions during a
disaster, ensuring business continuity, while a DRP primarily deals with data backup, restoration, and recovery processes. Both
plans work in tandemto ensure effective cybersecurity practices during a disaster scenario.

R #191
What is the main purpose of two-factor authentication (2FA)?

A. To ensure the confidentiality of data transmitted over a network.

B. To prevent unauthorized access by requiring two different types of credentials.
C. To provide multiple backup copies of critical data.

D. To identify and classify potential security threats.

IEf#: B



fEERA -

Two-factor authentication (2FA) is a security measure that adds an extra layer of protection to the authentication process. It requires
users to provide two different types of credentials, usually something they know (e.g., a password) and something they possess (e.g.,
a unique code generated by a mobile app), making it more difficult for unauthorized individuals to gain access to systems or
accounts.

HA #192
What is the purpose of conducting a hardware inventory assessment on an endpoint system?

A. To identify potential gaps in security policies

B. To determine software compatibility requirements
C. To track changes made to hardware configurations
D. To ensure conpliance with hardware standards

Ef#: D

R -

Conducting a hardware inventory assessment helps organizations ensure compliance with their hardware standards. By maintaining
an up-to-date inventory of hardware components, organizations can identify any deviations from their standard configurations and
take necessary actions to address them
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