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‘Which tool is commonly used for policy-based automated remediation in cloud environments?
Response:

A. Jernkins

B. Cloud Custodian
C. Kubernetes

D. Terraform

Antwort: B

69. Frage
What is the role of cloud provider tools in managing infrastructure as code?
Response:

A. They offer pre-configured infrastructure templates

B. They enforce security policies for infrastructure code

C. They automate the deployment and management of cloud resources
D. They provide version control for infrastructure code

Antwort: A

70. Frage
What is a key advantage of using canary deployments in a cloud environment?
Response:

A. Increasing deployment times

B. Disabling rollback mechanisms

C. Minimizing the risk of introducing defects to production

D. Instant deployment of new changes across all environments

Antwort: C

71. Frage

Which two risks are associated with improper secrets administration?
(Choose Two)

Response:

A. Increased monitoring complexity

B. Enhanced system performance

C. Hardcoding credentials in application code
D. Unauthorized access to sensitive data

Antwort: C,D

72. Frage

Which two practices can help secure containers in a cloud environment?
(Choose Two)

Response:

A. Enforcing least privilege access for containers
B. Hardcoding credentials in container images
C. Disabling network monitoring for containers
D. Using image signing to verify integrity

Antwort: A,D
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