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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

e Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 1 devices to Microsoft Intune.

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 2 security and management of device updates by using Intune.

e Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 3 devices. It also covers methods to ensure that they meet organizational policies and security standards.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 4 and manage performance to support the performance of users to meet the needs of business organizations.
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Microsoft Endpoint Administrator Sample Questions (Q192-Q197):

NEW QUESTION # 192
Youmanage 1.000 devices by using Microsoft Intune. You review the Device compliance trends report. For how long will the
report display trend data?

A. 90 days
B. 60 days
C. 365 days
D. 30 days

Answer: B

Explanation:

The Device compliance trends report shows the number of devices that are compliant, noncompliant, and not evaluated over time.
The report displays trend data for the last 60 days by default, but you can change the time range to view data for the last 7, 14, or
30 days as well. The report does not show data for more than 60 days. References: [Device compliance trends report]

NEW QUESTION # 193

Case Study 2 - Contoso Ltd

Overview

Contoso, Ltd, is a consulting company that has a main office n Montreal and two branch offices in Seattle and New York.
Contoso has the users and computers shown in the following table.

The company has IT, human resources (HR), legal (LEG), marketing (MKG) and finance (FIN) departments.

Contoso uses Microsoft Store for Business and recently purchased a Microsoft 365 subscription.

The company is opening a new branch office in Phoenix. Most of the users in the Phoenix office will work from home.

Existing Environment

The network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure
AD).

All member servers run Windows Server 2016. All laptops and desktop computers run Windows

10 Enterprise.

The computers are managed by using Microsoft System Center Configuration Manager. The mobile devices are managed by using
Microsoft Intune.

The naming convention for the computers is the department acronym, followed by a hyphen, and then four numbers, for example,
FIN-6785. All the computers are joined to the on-premises Active Directory domain.

Each department has an organization unit (OU) that contains a child OU named Computers. Each computer account is in the
Computers OU of its respective department.

Intune Configuration

The domain has the users shown in the following table.

User2 is a device enroliment manager (DEM) in Intune.
The devices enrolled in Intune are shown in the following table.

The device compliance policies in Intune are configured as shown in the following table.
The device compliance policies have the assignments shown in the following table.

The device limit restrictions in Intune are configured as shown in the following table.
Requirements

Planned Changes

Contoso plans to implement the following changes:
- Provide new computers to the Phoenix office users. The new computers have Windows 10 Pro preinstalled and were purchased
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already.

- Start using a free Microsoft Store for Business app named Appl.

- mplement co-management for the conputers.

Technical Requirements

Contoso must meet the following technical requirements:

- Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from devices that are enrolled in
Intune.

- Deploy Windows 10 Enterprise to the computers of the Phoenix office users by using Windows Autopilot.

- Monitor the computers in the LEG departiment by using Windows Analytics.

- Create a provisioning package for new computers in the HR department.

- Block iOS devices from sending diagnostic and usage telemetry data.

- Use the principle of least privilege whenever possible.

- Enable the users in the MKG department to use Appl.

- Pilot co-management for the IT departiment.

Drag and Drop Question

You need to meet the technical requirements for the LEG department computers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:

Explanation:
httpsz/docs.microsoft.conven-us/windows/deployment/update/windows-analytics-azure-portal
httpsy/www.systemcenterdudes.conysccm-windows-analytics-log-analytics/

NEW QUESTION # 194
You have devices that are not rooted enrolled in Microsoft Intune as shown in the following table.

The devices are members of a group named Groupl.

In Intune, you create a device compliance location that has the following configurations:

* Name: Network1

* [Pv4 range: 192.168.0.0/16

In Intune. you create a device compliance policy for the Android platform. The policy has the following configurations:
* Name: Policyl

* Device health: Rooted devices: Block

* Locations: Location: Network 1

* Mark device noncompliant: Immediately

* Assigned: Groupl

The Intune device compliance policy has the following configurations:

* Mark devices with no compliance policy assigned as: Compliant

* Enhanced jaibreak detection: Enabled

* Compliance status validity period (days): 20

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Devicel is marked as compliant. = No Device2 is marked as compliant. = Yes Device3 is marked as compliant. = No

* Devicel is marked as noncompliant because 1t is rooted and the device compliance policy Policyl blocks rooted devices under
the Device health settingl.

* Device2 is marked as compliant because 1t is not rooted and it is within the network location Network1 that is specified in the
device compliance policy Policyl 1.

* Device3 is marked as noncompliant because it is outside the network location Network that is specified in the device compliance
policy Policyl 1. The device compliance location setting requires devices to be in a specific network range to be compliant2.



NEW QUESTION # 195

You need a new conditional access policy that has an assignment for Office 365 Exchange Online.

You need to configure the policy to meet the technical requirements for Group4.

Which two settings should you configure in the policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

The policy needs to be applied to Group4 so we need to configure Users and Groups.
The Access controls are set to Block access

We therefore need to exclude compliant devices.

From the scenario:

* Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from devices that are enrolled in
Intune.

Note: When a device enrolls in Intune, the device information is updated in Azure AD to include the device compliance status. This
compliance status is used by conditional access policies to block or allow access to e-mail and other organization resources.
References:

https:/docs.microsoft.con/en-us/azure/active-directory/conditional-access/overview
https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/conditions
https:/docs.microsoft.com/en-us/intune/device-compliance- get-started

NEW QUESTION # 196

You have a Microsoft 365 subscription.

You plan to use Conditional Access policies.

Youneed to identify which scenarios the policies will support.

‘Which two scenarios should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Force users to install the latest Windows and Microsoft Office updates before they sign in to Office 365.
B. Force users to renew an expired SSL certificate.

C. Block users from using legacy authentication when signing in to Microsoft Exchange Online.

D. Force users to update Windows Defender definition files before they sign in to Microsoft Office

365.

e E. Enforce multi-factor authentication (MFA) when users access a Microsoft Office 365 service.

Answer: C,E

Explanation:

A: Conditional Access allows administrators to control what Office 365 apps users can gain access to based on if they pass/fail
certain conditions. These conditions are enforced by building a policy (or multiple policies) to control how users access your Office
365 resources.

Cloud Apps - What apps do you want to control? Conditional Access does not need to apply to all of Office 365, you can be more
granular and just control access to specific apps - E.g. Exchange Online.

Access can be allowed to Office 365 with the following conditions:

* Require multi-factor authentication - User is allowed in but will need to complete additional security to log in.

* Etc.

D: The easiest way to block legacy authentication across your entire organization is by configuring a Conditional Access policy that
applies specifically to legacy authentication clients and blocks access.

Reference:

https://docs.microsoft.comven-us/azure/active-directory/conditional-access/block-legacy- authentication

NEW QUESTION # 197

The Endpoint Administrator (MD-102) certification exam is a valuable credential that is designed to validate the candidates' skills
and knowledge level. The MD-102 certification exam is one of the high in demand industrial recognized credentials to prove your



skills and knowledge level. With the Microsoft MD-102 Certification Exam everyone can upgrade their skills and become
competitive and updated in the market.
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