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¢ Integration: This domain explains how to integrate FortiSandbox within the Fortinet Security Fabric and
bEY 71 with third-party tools, as well as identifying ATP deployments and resolving integration-related issues.

o Results analysis: This section involves understanding common attack vectors, analyzing malware behavior,
ey 72 and interpreting scan job reports to assess threats and make informed security decisions.

¢ Scanning and rating components: This section focuses on FortiSandbox scanning mechanisims, including
FEY 23 scanning components, managing guest virtual machines, and configuring scan options to properly analyze
and rate suspicious files.

¢ Deployment and system settings: This domain covers understanding FortiSandbox deployment within
NEw 24 different stages of the Cyber Kill Chain, along with configuring system settings, high availability (HA)
clusters, and troubleshooting system-related issues.
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B #20
You are asked to configure a FortiSandbox HA cluster. Port 4 on the primary and secondary nodes is dedicated for HA-specific
communication. Which command must you use to configure the secondary node? (Choose one answer)

A. he-settings -sc -tM -nSecondaryNode -cFSAGrp -p<password> -iport4
B. he-settings -sc -tR -nSecondaryNode -cFSAGrp -p<password> -iport4
C. he-settings -sc -tN -nSecondaryNode -cFSAGrp -p<password> -iport4
D. he-settings -sc -tP -nSecondaryNode -cFSAGrp -p<password> -iport4

EfE: C

AR

From the High Availability and Management lesson, the Study Guide states:

"You use the he-settings command and options to configure the main HA settings, such as enable HA, and to configure the node's
mode of operation, node alias, group name, group password, and the HA interface.” The CLI flags breakdown:

-sc = Set configuration

-t =Node type flag where N = Secondary node

-n= Node alias (SecondaryNode)

-¢ = Cluster/group name (FSAGrp)

-p = Password

-1=HA mterface (port4)

The Study Guide confirms the secondary node type uses -tN designation. Option B (-tM) represents the primary/master node,
Option C (-tP) and Option D (-tR) are not valid node type designators for secondary nodes in the FortiSandbox HA CLI syntax.

ER #21

Refer to the CLI configuration below.

set device-authorization -a

How will FortiSandbox authorize new FortiClient devices after this command? (Choose one answer)

¢ A. When a new FortiClient registers, it inherits authorization status from the managing EMS or FortiGate.
¢ B. When a new FortiClient registers, FortiSandbox will authorize it automatically.

e C. When a new device other than FortiClient registers, FortiSandbox will authorize it automatically.

e D. When a Fabric device is not authorized, FortiSandbox will authorize it autormatically.

IEf%: B

A -

The Study Guide explains the default behavior first: "'You must authorize FortiClient EMS on FortiSandbox. FortiSandbox
automatically authorizes all FortiClient endpoints managed by an authorized FortiClient EMS." It then adds the key point for this
question: "To change the default FortiClient authorization behavior, use the command shown on this slide to authorize FortiClient
endpoints using FortiSandbox CLI. By default, FortiClient inherits its authorization status from the managing EMS or FortiGate."
Because the question specifically shows the CLI command set device-authorization -a, it is asking about the behavior after changing
the default. The default inheritance model described in option A applies before the override. After this command, FortiSandbox is
set to authorize FortiClient endpoints directly and automatically, which makes C the correct answer. Option B is incorrect because
the command is specifically about FortiClient endpoints, not other devices in general. Option D is too broad and does not match the
Study Guide's explanation, which is limited to FortiClient authorization behavior.

H #22
You determine that there are a large number of samples on FortiSandbox that are obsolete and no longer needed for future analysis.
Which CLI tool must you use to remediate this issue? (Choose one answer)

A. cleandb

B. fsck-storage
C. log-purge
D. factory-reset



EfE: A

fiE it

The correct answer is C. cleandb. The FortiSandbox 5.0 Administrator Study Guide explicitly states: "The cleandb command will
erase all stored data in the FortiSandbox database and reboot the system." This directly matches the scenario, because the issue is
that FortiSandbox contains many obsolete sanples and related stored analysis data that are no longer needed. Removing those
database contents is exactly what cleandb is designed to do.

The other options do not fit this requirement. The same study guide section says '"The log-purge command will remove all system
logs," which affects logs only, not the stored sample database. It also says '"The fsck-storage command will check the integrity of the
hard disks and repair them if any issues are discovered," which is for disk integrity troubleshooting, not cleanup of obsolete sanples.
A factory reset would be far more destructive and is not the stated maintenance tool for this issue. Therefore, cleandb is the correct
CLI remediation tool.

B #23
Refer to the exhibit.

PrimaryNode mﬂmwMMu?%
Wi
e

portd 10.25.1.50
10.50.1.30

=

=TT

. I -
‘Which command nmust you use to configure the secondary node? (Choose one answer)

A. he-worker -a -s10.50.1.40 -p<password>
B. he-worker -a -s10.50.1.30 -p<password>
C. he-worker -a -s10.25.1.50 -p<password>
D. he-worker -a -s10.25.1.30 -p<password>

IEf#: B

R -

From the High Availability and Management lesson, the Study Guide states:

"You must configure the HA group name, password, and the virtual IP only on the primary node. After you configure those, you can
add the secondary node to the group using the commands shown on this slide." The he-slave command (shown as he-worker for
secondary) requires pointing to the Primary Node's HA mterface IP, not the cluster virtual IP or the primary node's portl.

From the exhibit:

Primary Node port4 (HA interface) = 10.50.1.30

Secondary Node port4 = 10.50.1.40

Primary Node portl = 10.25.1.30

Cluster Virtual IP = 10.25.1.50

The secondary node must connect to the Primary Node's dedicated HA communication port (port4 = 10.50.1.30) to join the
cluster, making Option B the correct answer.

H #24
To allow access to the FortiSandbox GUI the admmistrator must configure an IP address and a default gateway. Which two
commands must the administrator use to accomplish this task? (Choose two answers)

A. set admin-port portl

B. set default-gw <IP Address>
C. set api-port portl

D. set portl-ip <IP address>



IE%: B\ D

A -

From the Deployment and System Settings lesson, the Study Guide explicitly states:

"Initial portl IP configuration must be performed from the console, using the commands shown on this slide. If your management
computer is on a separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this slide."
The two required commands are:

set port1-ip <[P address> - to assign the IP address to portl for GUI access set default-gw <IP Address> - to configure the default
gateway so the management computer can reach FortiSandbox from a different subnet Option B (set api-port portl) is for API
access configuration, and Option C (set admin-port portl) is not a valid FortiSandbox CLI command for this purpose.

B #25
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