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CompTIA Cloud+ (2025) Sample Questions (Q328-Q333):

NEW QUESTION # 328

An admmnistrator needs to adhere to the following requirements when moving a customer's data to the cloud:
- The new service must be geographically dispersed.

- The customer should have local access to data

- Legacy applications should be accessible.

Which of'the following cloud deployment models is most suitable?

A. Private
B. On-premises
C. Public
D. Hybrid

Answer: D

Explanation:

A hybrid cloud deployment model is most suitable given the requirements. This model combines on-premises infrastructure (or
private cloud) with public cloud services, providing geographic dispersion while allowing local access to data. It also facilitates the
use of legacy applications that might not be well-suited for a full public cloud environment.

NEW QUESTION # 329
A cloud security analyst is concerned about security vulnerabilities in publicly available container images. Which of the following is
the most appropriate action for the analyst to recommend?

A. Using CIS-hardened images

B. Using images that have an application firewall
C. Using digitally signed images

D. Using watermarked images

Answer: A

NEW QUESTION # 330
Which of the following is the best tool to deploy template-based, containerized workloads on premises and on the cloud?

A. Git

B. Jenkins

C. Docker
D. Terraform

Answer: D

Explanation:
Terraform is designed to deploy and manage infrastructure as code, including template-based, containerized workloads across both
on-premises and cloud environments.

NEW QUESTION # 331

A cloud engmneer is designing a high-performance computing cluster for proprietary software. The software requires low network
latency and high throughput between cluster nodes.

Which of the following would have the greatest impact on latency and throughput when designing the HPC infrastructure?

e A Node NIC
¢ B. Node placement
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e (. Node size
e D. Node OS

Answer: B

Explanation:

Node placement is critical in high-performance computing (HPC) clusters where low network latency and high throughput are
required. Proper placement of nodes within the network infrastructure, including proximity to each other and to key network
components, can significantly reduce latency and increase throughput. Ensuring that nodes are physically close and well-connected
can facilitate faster data transfer rates between them Reference: CompTIA Cloud+ Certification Study Guide (Exam CV0-004) by
Scott Wilson and Eric Vanderburg

NEW QUESTION # 332
A CI/CD pipeline is used to deploy VM to an laaS environment. Which of the following can be used to harden the operating
systemonce the VM is running?

A. Git

B. Ansible

C. Kubernetes
D. Docker

Answer: B

Explanation:

Ansible can be used to harden the operating system once the VM is running, It is an automation tool that can configure systers,
deploy software, and orchestrate more advanced IT tasks such as continuous deployments or zero downtime rolling
updates.References: Ansible and other configuration management tools are part of the cloud management strategies discussed in the
CompTIA Cloud+ certification material.

NEW QUESTION # 333
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