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Answer: AF

Explanation:

A third-party virtual audit is an external audit conducted by an independent certification body using remote technology such as video
conferencing, screen sharing, and electronic document exchange. The purpose of a third-party virtual audit is to verify the conformity
and effectiveness of the information security management system (ISMS) and to issue a certificate of compliance12 Before you start
conducting the audit, you would need to inform the auditee about the following issues: 12 You will ask those being interviewed to
state their name and position beforehand, i.e., to confirm their identity and role in the ISMS. This is to ensure that you are
interviewing the relevant personnel and that they are authorized to provide information and evidence for the audit.

You will ask for a 360-degree view of the room where the audit is being carried out, i.e., to verify the physical and environmental
security of the audit location. This is to ensure that there are no unauthorized persons or devices in the vicinity that could compromise
the confidentiality, integrity, or availability of the information being audited.

The other issues are not relevant or appropriate for a third-party virtual audit, because:

You will ask to see the ID card of the person that is on the screen, i.e., to verify their identity. This is not necessary if you have
already asked them to state their name and position beforehand, and if you have access to the auditee's organizational chart or staff
directory. Asking to see the ID card could also be seen as intrusive or disrespectful by the auditee.

You will take photos of every person you interview, i.e., to document the audit process. This is not advisable as it could violate the
privacy or consent of the auditee and the interviewees. Taking photos could also be seen as unprofessional or suspicious by the
auditee. You should rely on the audit records and evidence provided by the auditee and the audit tool instead.

You will not record any part of the audit, unless permitted, i.e., to respect the auditee's preferences and rights. This is not a valid
issue to inform the auditee about, as you should always record the audit for quality assurance and verification purposes. Recording
the audit is also a requirement of the ISO/IEC 27001 standard and the certification body. You should inform the auditee that you will
record the audit and obtain their consent before the audit begins.

You expect the auditee to have assessed all risks associated with online activities, i.e., to ensure the security of the audit process.
This is not an issue to inform the auditee about, as it is part of the auditee's responsibility and obligation to have a risk assessment
and treatment process for their ISMS. You should assess the auditee's risk management practices and controls during the audit, not
before it.

Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Traning Course by PECB 2

NEW QUESTION # 130

3% 4: SendPay R —ZFE&RAF, EBNAEHMNSRMMBARROURE . MM80EERE 2 ——AESREENE
#R. SendPay fE&R—KF AR, BARKEFREREENRE . HRZARREBELS, FHLERZ SR
BAER, Flanger. 325 KEEKEH 5 TR R E K HAEEA(E 8. FHik, SendPay O F i % &5 RREE
FHRAE, BEER. FAENE R RKEMERZERE . bR 2SR AR LB E ISMS %
HERET, ZARRANT KRERFHMEIE.

%4, SendPay #E} T MM T &, AFZEESHUFRRECHEREE TRHETEER S, MERS
BOEH . BEIBIEMF S, SendPay i)&W LABER:FEM ZX MW A & . ZBALF & B BiSendPayfi{b T 2 7] &
A —PIRR T ¥EH. ERiSendPaylEFESMU HBRRESETS, DIMEZ B RE oMU A 7] BB B 3% B ER 58 B
FZE 8 & B AR SendPay FOH T L BRERR G -

B, #ARERHE ISMS IE—4E4& 5 T ISO/MEC 27001 8% fhffafF& HARERBMEET T 848, A
218, REMEREA T — 8 b U4 A% B A B BB 2k 4% SendPay ) ISMS.

FatBES, FEHUTHR:

1AM B A B FE R B0 @ M BB UL T #41E T BdSendPay K1 £ 47, #52R, SendPay %L B IRBH KB RIPIHE, H
BEPE TR, #FiF AREK SendPay KRR, EUIMMESLRIENEL T A #IEE. BLRAE
RARGEMEEZE, EERZENR, MMAEFREFTAR, SendPaylt g CAERE T 535 KB H LA
", WMAMRCEE RS, TSR RS .

2. A BBBRHIMUATKBE B AT KIEEET T BE. SendPay MAREXEFETANE, Mhif1E kg
BA S A FVEIE, 038 E AR e A AR TR .

3B RAR FBREF R FZEBRR T JORICE, DB RBRAN Z2EH. hMERBERES
B #3 ARRURR B A S, 35 5 A7 BE S B B A 2 SRR BB WA ORL L

RigZm R, BEUTRE:

SendPay KIfNRR R, A FRA R HIRMMIMEESNARKESH. R, BEEEECKERE T AWK



DASR B AH R AR5 IR KRB B S5 A B o A BT iR B AR O ?

o A TTLAEZ, SendPayn] LAIRE R &l i UM & 44 LG &I, HIA & ZERI 0 H R
o B. A%, SendPay WbZH#R#AHIE KRR #, B 7] EIRLYEWRLL D BR
o C.AH#32, SendPay A& REKERF %A R KB AR E AR

Answer: B

Explanation:

ISO/IEC 27001 emphasizes the need for organizations to have a comprehensive incident management and recovery plan for various
situations, including the termination of contracts with key service providers. In the case of SendPay, having a specific, documented
recovery plan that outlines steps and protocols in case of sudden termination is necessary to ensure business continuity and
compliance with the standard.
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Answer: C,D

Explanation:

A: Auditors approved for conducting onsite audits do require additional training for virtual audits to ensure they are competent in
using the technology and tools required for conducting audits remotely12.

E: The number of days assigned to a third-party audit is not determined by the auditee's availability, but rather by factors such as the
size and complexity of the organization, the scope of the audit, and the requirements of the certification body34.
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Answer: B

Explanation:

No, a general action plan is not acceptable in this context because it lacks specific details on systems, controls, or operations
impacted by the nonconformities. An effective action plan should detail the specific corrective actions for each nonconformity to
ensure comprehensive resolution and prevent recurrence.
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