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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q82-Q87):
NEW QUESTION # 82 
What is the correct order of project phases?

A. 1)Initiation2)Executing3)Planning4)Monitoring and Controllings) Closing
B. 1) Initiation2) Planning° 3) Executing4) Monitoring and Controllings) Closing
C. 1) Planning2) InitiationAMonitoring and Controlling4) Executings) Closing
D. 1) Executing2) Monitoring and Controlling3) Initiation4) Planning5) Closing

Answer: B

Explanation:
The correct order of project phases according to the Project Management Institute (PMI) and other standard project management
methodologies is:
Initiation: This phase involves defining the project at a high level and getting approval to start.
Planning: In this phase, detailed planning is done to set the project's scope, objectives, and procedures.
Executing: This phase is where the project plan is put into action and the project deliverables are created.
Monitoring and Controlling: This phase involves tracking, reviewing, and regulating the project's progress and performance, ensuring
that everything aligns with the project plan.
Closing: This is the final phase, where the project is formally closed, and final deliverables are handed over.
References
Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.

NEW QUESTION # 83 
How can the organizational culture support ethical guidelines?

A. By outlining the roles of IT specialists in the organization
B. By outlining the protocols to support security and privacy of data
C. By creating the government regulations that apply to the organization
D. By creating the system requirements for computers in the organization

Answer: B

Explanation:
Organizational culture can support ethical guidelines by establishing clear protocols and policies that promote the security and
privacy of data. This includes:
* Data protection policies: Guidelines on how data should be handled, stored, and protected.
* Ethical behavior: Encouraging employees to adhere to ethical standards and practices.
* Training and awareness: Regular training sessions to educate employees on security best practices and ethical behavior.
* Incident response: Protocols for responding to data breaches and other security incidents.
A strong organizational culture that prioritizes data security and privacy helps ensure that ethical guidelines are consistently followed.
References
* Michael E. Whitman and Herbert J. Mattord, "Principles of Information Security," Cengage Learning.
* Rebecca Herold, "Managing an Information Security and Privacy Awareness and Training Program," CRC Press.

NEW QUESTION # 84 
A security analyst for a financial institution is in the process of planning to upgrade the institution's IT infrastructure to meet current
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industry standards. There are various potential risks associated with the upgrade, including data breaches, system outages, and cost
overruns. The analyst is tasked with managing these risks to ensure a successful upgrade.
What is the first step in the risk management life cycle in this scenario?

A. Assess
B. Identify
C. Control
D. Review

Answer: B

Explanation:
The correct answer is D - Identify.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the first step in risk management is identifying
potential risks. Only once risks are identified can they be assessed, controlled, and reviewed. In this case, identifying potential data
breaches, outages, and cost issues is the starting point.
Assess (A) happens after identification. Control (B) involves implementing responses. Review (C) happens later to check
effectiveness.
Reference Extract from Study Guide:
"The first phase of risk management is risk identification, where potential threats and vulnerabilities are recognized and documented."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Life Cycle

NEW QUESTION # 85 
An organization is experiencing multiple instances of attempted access from geographical locations where there are no corporate
offices or staff.
What should a network administrator do to prevent further access attempts?

A. Adjust the Domain Name Service (DNS) server A Records
B. Adjust the firewall configuration to drop traffic from these addresses
C. Adjust the main proxy server to only allow specific addresses
D. Adjust the rule sets within the security information and event manager (SIEM) tool

Answer: B

Explanation:
The correct answer is C - Adjust the firewall configuration to drop traffic from these addresses.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) teaches that the firewall is the primary network defense that can
block or filter unwanted incoming traffic based on IP addresses, geographical locations, and other attributes. Dropping traffic from
untrusted regions at the firewall level effectively prevents further access attempts.
Adjusting SIEM (A) can improve alerting but not blocking. DNS changes (B) relate to domain resolution, not access control. Proxy
servers (D) can limit outbound traffic but are not primarily used for blocking geographic access inbound.
Reference Extract from Study Guide:
"Adjusting firewall rules to drop or block traffic based on IP addresses or geolocation is a primary defense against unauthorized
access attempts from suspicious regions."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security and Firewall Configuration

NEW QUESTION # 86 
What is a component of IT infrastructure?

A. Printer
B. Networks
C. People
D. Data

Answer: B

Explanation:
IT infrastructure encompasses all the physical and virtual resources that support the flow,storage, processing, and analysis of data.
Networks, which include the internet, intranets, and extranets, are fundamental components of IT infrastructure as they enable



communication and data exchange between different hardware and software components.

NEW QUESTION # 87
......
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