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B #I1 ISC Certification CISSP % & % 5% 2 /H (Q905-Q910):

FIRE #905
Change the management is critical to the patch management We cycle. What type of plan MUST be provided in the application of
patches in the enterprise environment?

A. Back-up

B. Critical path
C. Follow-up
D. Back-out
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‘What setup should an administrator use for regularly testing the strength of user passwords?

A. A standalone workstation on which the password database is copied and processed by the cracking program.

B. A networked workstation so the password database can easily be copied locally and processed by the cracking program
C. A networked workstation so that the live password database can easily be accessed by the cracking program

D. A password-cracking program is unethical; therefore it should not be used.
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Poor password selection is frequently a major security problem for any system's security. Administrators should obtain and use
password-guessing programns frequently to identify those users having easily guessed passwords.

Because password-cracking prograns are very CPU intensive and can slow the system on which it is running, it is a good idea to
transfer the encrypted passwords to a standalone (not networked) workstation. Also, by doing the work on a non-networked
machine, any results found will not be accessible by anyone unless they have physical access to that system

Out of the four choice presented above this is the best choice.

However, in real life you would have strong password policies that enforce complexity requirements and does not let the user
choose a simple or short password that can be easily cracked or guessed. That would be the best choice if it was one of the choice
presented.

Another issue with password cracking is one of privacy. Many password cracking tools can avoid this by only showing the
password was cracked and not showing what the password actually is. It is masking the password being used from the person doing
the cracking. Source: National Security Agency, Systens and Network Attack Center (SNAC), The 60 Minute Network Security
Guide, February 2002, page 8.
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Which of the following BEST describes a block cipher?

e A. A symmetric key algorithm that operates on a variable-length block
of plaintext and transforms it into a fixed- length block of ciphertext

¢ B. A symmetric key algorithm that operates on a fixed-length block of
plaintext and transforns it into a fixed-length block of ciphertext

¢ C. Anasymmetric key algorithm that operates on a variable-length
block of plaintext and transforms it into a fixed- length block of
ciphertext

¢ D. Anasymmetric key algorithm that operates on a fixed-length block
of plaintext and transforms it into a fixed- length block of ciphertext
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A block cipher breaks the plaintext into fixed-length blocks, commonly

64-bits, and encrypts the blocks into fixed-length blocks of

ciphertext. Another characteristic of the block cipher is that, if the

same key is used, a particular plaintext block will be transformed

into the same ciphertext block. Examples of block ciphers are DES,

Skipjack, IDEA, RCS and AES. An exanmple ofa block cipher in a symmetric key cryptosystem s the Electronic Code Book
(ECB) mode of operation. In the ECB mode, a plaintext block is transformed into a ciphertext block as shown in Figure. Ifthe same
key is used for

each transformation, then a Code Book can be compiled for each

plaintext block and corresponding ciphertext block.

Answer a is incorrect since it refers to a variable-length block of

plaintext being transformed into a fixed-length block of ciphertext.

Recall that this operation has some similarity to a hash function,

which takes a message of arbitrary length and converts it into a fixedlength message digest.

* Answers "An asymmetric key algorithm that operates on a variable-length block of plaintext and transforns it into a fixed-length
block of ciphertext" and "An asymmetric key algorithm that operates on a fixed-length block of plaintext and transforns it into a



fixed-length block of ciphertext"are incorrect because they nvolve asymmetric key algorithims, and the block cipher is used with
symmretric key algorithirs.
Exhibit:

Plaintext Block n

il

Encryption with. Key K

il

Ciphertext Block n

A ciphertext block.
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In other cryptographic modes of operation, such as Cipher Block

Chaining (CBC), the result of the encryption of the plaintext block, Pn, is fed into the encryption process of plaintext block Prrt1.
Thus, the result of the encryption of one block affects the result of the encryption of the next block in the sequence.

i R #908
Which of the following is a recommended alternative to an integrated email encryption system?

A. Sign emails containing sensitive data

B. Encrypt sensitive data separately in attachments

C. Store sensitive information to be sent in encrypted drives
D. Send sensitive data in separate emails
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Which choice below is NOT an accurate description of an information

policy?

A. Information policy is senior management's directive to create a computer security program
B. Information policy is a documentation of computer security decisions.

C. An information policy could be a decision pertaining to use of the organization's fax.

D. Information policies are created after the systeni's infrastructure has been designed and built.
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Computer security policy is often defined as the documentation of computer security decisions. The term policy has more than one
meaning. Policy is senior management's directives to create a computer security program, establish its goals, and assign
responsibilities. The term policy is also used to refer to the specific security rules for particular systems. Additionally, policy may
refer to entirely different matters, such as the specific managerial decisions setting an organization's e-mail privacy policy or fax
security policy. A security policy is an important document to develop while designing an information system, early in the System
Development Life Cycle (SDLC). The security policy begins with the organization's basic commitment to information security
formulated as a general policy statement. The policy is then applied to all aspects of the system design or security solution. Source:



NIST Special Publication 800-27, Engineering Principles for Information Technology Security (A Baseline for Achieving Security).
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