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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q449-Q454):

NEW QUESTION # 449
A penetration tester identifies malware on a system that hides its presence and gives an attacker access to administrative functions
without being detected. What type of malware is this?

A. Virus

B. Ransomware
C. Keylogger
D. Rootkit

Answer: D

Explanation:
CEH courseware describes rootkits as specialized malware designed to conceal their presence while providing persistent,
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unauthorized access to systenrlevel functions. Rootkits typically modify low-level components of the operating system-such as
kernel modules, drivers, or system processes-to hide files, processes, registry keys, and network connections. Their primary
purpose is to grant attackers administrative privileges without triggering alerts, making them extremely stealthy and dangerous. CEH
emphasizes that rootkits often accompany other malware to maintain long-term control after initial compromise. In contrast, viruses
replicate by attaching to files, keyloggers record keystrokes but do not hide systemrlevel access, and ransomware encrypts data
rather than conceals operations. The defining characteristics in this scenario- cloaking activity, providing admin-level control,
persisting undetected-are directly aligned with rootkit behavior as described in CEH training material.

NEW QUESTION # 450

Morris, a professional hacker, performed a vulnerability scan on a target organization by sniffing the traffic on the network lo identify
the active systens, network services, applications, and vulnerabilities. He also obtained the list of the users who are currently
accessing the network. What is the type of vulnerability assessment that Morris performed on the target organization?

A. Credentialed assessment
B. Passive assessment

C. External assessment

D. nternal assessment

Answer: B

Explanation:
Passive Assessment Passive assessments sniff the traffic present on the network to identify the active systens, network services,
applications, and vulnerabilities. Passive assessments also provide a list of the users who are currently accessing the network.

NEW QUESTION # 451
A penetration tester discovers malware on a system that disguises itself as legitimate software but performs malicious actions in the
background. What type of malware is this?

A. Spyware
B. Trojan
C. Worm
D. Rootkit

Answer: B

Explanation:

CEH v13 defines a Trojan as malware that appears as a legitimate, trusted software application while secretly executing malicious
actions behind the scenes. Trojans rely on deception rather than replication, often masquerading as tools, utilities, updates, or
mnstallers. Once executed, they may install backdoors, steal credentials, exfiltrate data, or modify system settings. The defining
characteristic emphasized in CEH is the legitimate-looking facade combined with hidden malicious intent, which matches the scenario
perfectly.

Spyware (Option B) focuses on monitoring and data collection but does not necessarily disguise itself as legitimate software. Worms
(Option C) self-replicate across networks, which is not described here. Rootkits (Option D) hide system compromise but do not
necessarily pose as legitimate software. Therefore, the malware described is a Trojan.

NEW QUESTION # 452
What is a NULL scan?

A. A scan in which certain flags are off

B. A scan in which the packet size is set to zero
C. A scan in which all flags are turned off

D. A scan in which all flags are on

E. A scan with an illegal packet size

Answer: C

Explanation:
ANULL scan is a type of TCP scan where no TCP flags are set in the packet. This unconventional packet is used to evade firewalls



and intrusion detection systems and to determine the state of a port based on the response.

Behavior:

Open port # No response

Closed port # RST (Reset)

From CEH v13 Courseware:

Module 3: Scanning Networks

Topic: TCP Flag Scanning Methods

CEH v13 Study Guide states:

"A NULL scan sends a TCP packet with all flags turned off. The system's response (or lack thereof) allows the attacker to infer
whether a port is open or closed, especially on UNIX-based systens." Incorrect Options:

B: Vague and inaccurate

C: Refers to Xmas scan (URG, PSH, FIN)

D/E: Irrelevant to TCP flags

Reference:CEH v13 Study Guide - Module 3: Scanning Networks # TCP NULL ScansRFC 793 - TCP Protocol Behavior

NEW QUESTION # 453
What kind of detection technique is used in antivirus software that collects data from muiltiple protected systens and performs
analysis in a cloud-based environment?

A. Heuristics based
B. VCloud based
C. Honeypot based
D. Behavior based

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

VCloud-based (also known as Cloud-based or Cloud-assisted) antivirus leverages cloud computing to:
* Offload detection and analysis to powerful remote servers

* Provide real-time updates and threat intelligence

* Aggregate data from multiple endpoints to improve detection

This method is efficient, especially for zero-day threats and large-scale protection.

From CEH v13 Courseware:

* Module 6: Malware Threats # Modern Antivirus Technologies

Reference:CEH v13 Study Guide - Cloud-Based Antivirus Detection

NEW QUESTION # 454
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