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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q684-Q689):

NEW QUESTION # 684
Study the snort rule given below and mterpret the rule:
alert tcp any any --> 192.168.1.0/24 111 (content:"|00 01 86 a5|"; msg; "mountd access';)

e A Analert is generated when a TCP packet is originated fromport 111 of any IP address to the
192.168.1.0 subnet

¢ B. Analert is generated when any packet other than a TCP packet is seen on the network and destined for the 192.168.1.0
subnet

e C. Analert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP on
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port 111
e D. Analert is generated when a TCP packet originating from any IP address is seen on the network and destined for any IP
address on the 192.168.1.0 subnet on port 111

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

The Snort rule syntax:

alert tcp any any # 192.168.1.0/24 111

* This means: Alert on TCP traffic from any IP and any port, going to any host in the 192.168.1.0/24 subnet on destination port
111

* The content "|00 01 86 a5|" identifies a mountd access signature pattern.

* Port 111 is used by SunRPC (commonly associated with mountd in UNIX environments).
From CEH v13 Courseware:

* Module 13: IDS, Firewalls and Honeypots # Understanding Snort Rules

Reference:Snort User Manual - Rule Syntax and Interpretation

NEW QUESTION # 685
Fred is the network administrator for his company. Fred is testing an internal switch. From an external IP address, Fred wants to try
and trick this switch into thinking it already has established a session with his computer. How can Fred acconplish this?

A. He can send an IP packet with the SYN bit and the source address of his computer.

B. Fred can send an [P packet to the switch with the ACK bit and the source address of his machine.

C. Fred can send an IP packet with the ACK bit set to zero and the source address of the switch.

D. Fred can acconplish this by sending an IP packet with the RST/SIN bit and the source address of his computer.

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

In TCP session hijacking or spoofing;

* An attacker sends a spoofed packet with the ACK bit set and a guessed (or predicted) sequence number to fool the receiver into
thinking it's a legitimate continuation of an existing session.

Fred is simulating this by sending a TCP packet with the ACK bit and using his own IP as the source, trying to trick the switch into
believing it's part of an already established session.

From CEH v13 Courseware:

* Module 11: Session Hijacking

Reference:CEH v13 Study Guide - Module 11: TCP Session Hijacking and Spoofing TechniquesRFC 793 - TCP State Machine

NEW QUESTION # 686
A serverless application was compromised through an insecure third-party API used by a function. What is the most effective
countermeasure?

A. Deploy a cloud-native security platform

B. Use a CASB for third-party services

C. Regularly update serverless functions

D. Enforce function-level least privilege permissions

Answer: D

Explanation:

In CEH v13 Cloud Computing, serverless architectures introduce unique security challenges, particularly around Function-as-a-
Service (FaaS) permissions. When a serverless function is compromised through an insecure third-party API, the damage depends
largely on what the function is allowed to do.

Implementing function-level permission models and enforcing the principle of least privilege ensures that even if a function is
exploited, its ability to execute malicious actions is strictly limited. CEH v13 strongly emphasizes granular JAM controls in serverless
environments.

While cloud-native security platforms (Option A) and CASBs (Option C) provide visibility and governance, they do not directly



prevent excessive permissions. Regular patching (Option D) is important but does not mitigate permission abuse.
CEH v13 identifies least privilege as the single most critical control in preventing serverless abuse and privilege escalation. Therefore,
Option B is the correct answer.

NEW QUESTION # 687
What tool can crack Windows SMB passwords simply by listening to network traffic?

A. This is not possible
B. Netbus

C. LOphtcrack

D. NTFSDOS

Answer: C

NEW QUESTION # 688
Password cracking programs reverse the hashing process to recover passwords. (True/False.)

o A False
o B. True

Answer: A

Explanation:

Hashing is a one-way finction-by design, it cannot be reversed. Password-cracking tools do not "reverse" the hash. Instead, they:
* Generate a list of potential passwords.

* Hash each candidate using the same algorithm

* Compare the result to the target hash.

Ifa match is found, the original password is revealed by correlation, not reversal.

From CEH v13 Official Courseware:

* Module 6: Cryptography and Password Cracking

CEH v13 Study Guide states:

"Hash functions are one-way and irreversible. Password-cracking tools work by hashing wordlists or character combinations and
comparing them to known password hashes." Reference:CEH v13 Study Guide - Module 6: Password Hashing ConceptsNIST
FIPS 180-4 - Secure Hash Standard

NEW QUESTION # 689
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