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F5 BIG-IP Administration Data Plane Concepts (F5CAB2) Sample Questions
(Q15-Q20):
NEW QUESTION # 15 
An application is configured so that the same pool member must be used for an entire session, and this behavior must persist across
HTTP and FTP traffic. A user reports that a session terminates and must be restarted after the active BIG-IP device fails over to the
standby device.
Which configuration settings should the BIG-IP Administrator verify to ensure proper behavior when BIG-IP failover occurs?
(Choose one answer)

A. Cookie persistence and session timeout
B. Persistence mirroring and Match Across Services
C. Stateful failover and Network Failover detection
D. SYN-cookie insertion threshold and connection low-water mark

Answer: B

Explanation:
These are DoS / SYN flood protection settings, unrelated to persistence or HA behavior.
Explanation:
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Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):
This scenario combines session continuity, multiple protocols (HTTP and FTP), and HA failover behavior, which directly implicates
persistence handling across devices and services.
Key Requirements Breakdown
Same pool member for entire session
Session must survive failover
Session must span multiple services (HTTP and FTP)
Why Persistence Mirroring + Match Across Services Is Required
Persistence Mirroring
Ensures persistence records are synchronized from the active BIG-IP to the standby BIG-IP.
Without mirroring:
After failover, the standby device has no persistence table
Clients are load-balanced again
Sessions break, forcing users to restart
Persistence mirroring is essential for session continuity during failover Match Across Services Allows a single persistence record to
be shared across multiple virtual servers / protocols Required when:
HTTP and FTP must use the same pool member
Multiple services are part of a single application session
Together, these settings ensure:
Persistence survives device failover
Persistence is honored across HTTP and FTP
Why the Other Options Are Incorrect
A . Cookie persistence and session timeout
Cookie persistence only applies to HTTP and does not address FTP or failover synchronization.
B . Stateful failover and Network Failover detection
Stateful failover applies to connection state, not persistence records, and does not link HTTP and FTP sessions.

NEW QUESTION # 16 
A BIG-IP system receives UDP traffic from a specific source. The administrator wants the traffic to be forwarded, not dropped or
rejected. Which virtual server type should be used? (Choose one answer)

A. Reject
B. Standard
C. Drop
D. Block

Answer: B

Explanation:
BIG-IP virtual server types define how traffic is handled at the data plane when it matches a virtual server's destination address and
service port.
According to BIG-IP Administration Data Plane Concepts:
* Standard virtual server
* The default and most commonly used type
* Accepts client connections and forwards traffic to pool members
* Supports both TCP and UDP traffic
* Allows full use of profiles (UDP, FastL4, persistence, etc.) and iRules
* Required when the goal is to process and pass traffic through BIG-IP
* Drop virtual server
* Silently discards matching traffic
* No response is sent to the client
* Reject virtual server
* Actively rejects traffic by sending an error response
* For UDP, BIG-IP may send an ICMP unreachable message
* Block virtual server
* Used to block traffic at the virtual server level
* Traffic is neither forwarded nor processed by pools
In this scenario:
* The administrator explicitly wants the UDP traffic to be forwarded
* Only a Standard virtual server forwards traffic to a pool or next-hop destination Why the Other Options Are Incorrect:



* A. Drop - Traffic is silently discarded
* B. Reject - Traffic is actively rejected
* C. Block - Traffic is blocked and not forwarded
Key Data Plane Concept Reinforced:
When traffic must be accepted and forwarded-regardless of whether it is TCP or UDP-the BIG-IP administrator must use a
Standard virtual server, which is the only virtual server type designed for normal application traffic processing.

NEW QUESTION # 17 
A BIG-IP Administrator assigns the default HTTP health monitor to a pool that has three members listening on port 80. When the
administrator connects to each pool member using the curl utility, two of the members respond with a status of 404 Not Found,
while the third responds with 200 OK. What will the pool show for member availability? (Choose one answer)

A. All members online
B. Two members offline and one member online
C. Two members online and one member offline
D. All members offline

Answer: B

Explanation:
In BIG-IP LTM, health monitors are used to determine the availability of pool members and directly influence traffic flow decisions
in the data plane.
Key characteristics of the default HTTP monitor according to BIG-IP Administration Data Plane Concepts:
* Sends an HTTP request (typically GET /)
* Expects an HTTP response code of 200 OK
* Any response other than 200 is treated as a monitor failure
* A failed monitor causes the pool member to be marked offline (down)
In this scenario:
* Two pool members return 404 Not Found
* A 404 response indicates that the requested object was not found
* This does not meet the success criteria of the default HTTP monitor
* These two members are therefore marked offline
* One pool member returns 200 OK
* This matches the expected response
* The member is marked online
Resulting Pool Member Availability:
* 2 members: Offline
* 1 member: Online
Why the Other Options Are Incorrect:
* B - 404 responses are not considered healthy by the default HTTP monitor
* C - At least one member responds with the expected 200 OK
* D - Members returning 404 responses fail the monitor and cannot be marked online Key Data Plane Concept Reinforced:
BIG-IP health monitors make binary availability decisions based strictly on configured success criteria. For HTTP monitors,
response codes matter-404 is a failure, even if the service is technically reachable.

NEW QUESTION # 18 
A BIG-IP Administrator wants to add a new Self IP to the BIG-IP device. Which item should be assigned to the new Self IP being
configured?

A. Route
B. Interface
C. VLAN
D. Trunk

Answer: C

Explanation:
ASelf IPis an IP address on the BIG-IP system that you associate with a specificVLAN.
* VLAN Association:A Self IP cannot exist independently; it must be bound to a VLAN to define which network segment the BIG-



IP can communicate with.
* Layer 2 to Layer 3 Mapping:While a VLAN is associated with physical interfaces or trunks (Layer 2), the Self IP provides the
Layer 3 identity for the BIG-IP on that VLAN.
* Traffic Processing:Self IPs are used by the BIG-IP for health checking backend servers, acting as a default gateway for servers,
and for HA heartbeat communication.

NEW QUESTION # 19 
Which event is always triggered when a client initially connects to a virtual server configured with an HTTP profile?

A. CLIENT_DATA
B. HTTP_REQUEST
C. CLIENT_ACCEPTED
D. HTTP_DATA

Answer: C

NEW QUESTION # 20
......
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