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Proofpoint Certified Threat Protection Analyst Exam Sample Questions
(Q17-Q22):
NEW QUESTION # 17 
Why do some domains generate a warning when they are added to the custom blocklist in TAP?
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A. Because they are less popular and low-risk domains that do not pose a threat.
B. Because entire domains of popular and prominent services on the web should not be blocked.
C. Because they are already blocked by other security measures, such as IPS and firewall.
D. Because they are already blocked and restricted by default in the network system.

Answer: B

Explanation:
TAP URL Defense custom blocklists can accept domain-based entries, but Proofpoint warns when you attempt to block domains
that are widely used by legitimate services (D). Blocking an entire "popular
/prominent" domain (or a broad wildcard that matches it) can cause major business disruption: break SaaS access, block legitimate
customer/vendor communications, and generate a flood of user tickets-ultimately harming containment efforts by forcing emergency
rollback. In Proofpoint-focused IR, the safest containment approach is precision: block the specific malicious domain, subdomain, or
path pattern when supported, and avoid blanket blocks that collide with common web platforms (cloud storage, URL shorteners,
collaboration tools). The warning is a guardrail to prevent overly broad mitigations that create operational outages while providing
limited security benefit (attackers can shift infrastructure quickly). When a threat leverages a legitimate platform, IR teams typically
prefer tighter controls: block the exact malicious host, apply time-of- click blocking, use isolation/safe browsing controls, and
hunt/pull the related emails rather than blocking the entire service domain.

NEW QUESTION # 18 
Heuristic analysis, signature-based detection, and reputation-based methods are all examples of which type of cybersecurity analysis
technique?

A. Static Analysis
B. Log Analysis
C. Behavioral Analysis
D. Traffic Analysis

Answer: A

Explanation:
Heuristic, signature, and reputation-based methods are classic static analysis approaches (D) because they evaluate artifacts and
indicators without requiring full execution observation of the payload's runtime behavior. In Proofpoint email security, these methods
appear across attachment and URL analysis pipelines:
signature-based matching for known malware patterns, heuristic rules for suspicious structures (macro patterns, obfuscation traits,
spoofing characteristics), and reputation scoring for URLs/domains/IPs based on historical maliciousness and observed telemetry.
This differs from behavioral/dynamic analysis, which relies on execution in a sandbox environment to observe actions (process
injection, network callbacks, file writes).
In day-to-day IR triage, static techniques are often the first layer of detection because they are fast and scalable, enabling immediate
condemnation and quarantine decisions at the gateway. Analysts then use TAP dashboards to corroborate static verdicts with
additional context (campaign patterns, click behavior, impacted users) and decide containment actions (TRAP pulls, blocklists, user
remediation). Understanding that these are static techniques helps responders interpret verdict confidence and know when additional
dynamic evidence is needed.

NEW QUESTION # 19 
Which of the following is an item that should be included in an incident report as part of the post-incident debrief?

A. Proofpoint threat landscape reporting
B. Network diagrams
C. Incident response plan
D. Adversary tactics and techniques

Answer: D

Explanation:
A high-quality incident report captures what the adversary did in a way that enables prevention and detection improvements.
Including adversary tactics and techniques (C) is essential because it translates raw artifacts (emails, URLs, headers, click events)
into actionable security engineering outcomes: which initial access method was used (credential phishing vs BEC), which
impersonation technique (display name, lookalike domain, supplier compromise), what persistence was attempted (mailbox



rules/forwarding, OAuth consent), and what objectives were pursued (invoice fraud, data theft, lateral phishing). In Proofpoint-
centered IR, mapping tactics and techniques supports targeted control tuning: URL Defense policy, attachment sandboxing, impostor
rules, DMARC enforcement, and TRAP automation; it also improves analyst playbooks (what pivots to run next time, what
indicators to hunt). The incident response plan (B) is a reference document, not an incident-specific report item. Network diagrams
(A) may be helpful in some incidents but are not always relevant for email-led events. Threat landscape reporting (D) is contextual
intel, but the report must focus on what occurred in this incident and what to change to reduce recurrence, which is best captured via
tactics/techniques.

NEW QUESTION # 20 
When filtering for threats on the TAP People page, which two filters have the highest chance of finding compromises? (Select two.)

A. Exposure > Permitted Clicks
B. Users > Locations
C. Exposure > Delivered with Accessible Threat
D. Users > VIP
E. Threats > False Positives Only

Answer: A,C

Explanation:
Compromise likelihood increases sharply when users both (1) received a threat that remained accessible and (2) successfully
interacted with it. "Exposure > Permitted Clicks" (A) directly indicates that a user clicked a rewritten/protected URL and the click
was permitted (not blocked), which is one of the strongest leading indicators for credential theft or malware execution pathways.
"Exposure > Delivered with Accessible Threat" (C) indicates delivery of a message that still contained an accessible malicious
component at the time of access (e.g., URL remained reachable/uncleared), raising the chance of interaction leading to compromise.
In Proofpoint IR, these two filters are used to rapidly build a "likely compromised" watchlist for immediate follow-up: validate click
details, check for credential submission, correlate with suspicious logins, review mailbox rules/forwarding, and trigger post-delivery
remediation (quarantine/pull) if copies remain. "Users > VIP" is important for business impact, but VIP status alone doesn't indicate
compromise. "False Positives Only" reduces compromise likelihood by definition, and location filtering is contextual-not a direct
compromise signal.

NEW QUESTION # 21 
In which part of the SMTP conversation can threat actors spoof information to make the message look safe to the recipient?

A. Envelope
B. Body
C. Connection
D. Header

Answer: D

Explanation:
Threat actors most commonly spoof what the recipient visually trusts-primarily fields displayed by mail clients-by manipulating
message headers (D), especially From:, Reply-To:, and Return-Path-related presentation cues (even though some are derived from
envelope, the client display is header-driven). While the SMTP envelope can be spoofed during transmission, the "look safe to the
recipient" effect is achieved through header content because that is what appears in the inbox preview and open-message view.
Proofpoint investigations validate this by comparing: RFC5322.From vs RFC5321.MailFrom (envelope), authentication results
(SPF/DKIM/DMARC), and alignment. Spoofed headers are central to BEC, display-name spoofing, and executive impersonation,
and Proofpoint's sender analysis and authentication panels help responders quickly identify mismatches and impersonation risk. In IR
triage, analysts examine the full headers to reconstruct the true path (Received chain), identify forged identity indicators, and
determine whether the message bypassed defenses due to weak DMARC enforcement, allow-listing, or trusted-partner
misconfiguration.
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