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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q85-Q90):

NEW QUESTION # 85
Refer to the exhibit, which shows the IPS sensor configuration.
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Iftraffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.)

e A. The sensor will block all attacks aimed at Windows servers.

e B. The sensor will gather a packet log for all matched traffic.

e (. The sensor will reset all connections that match these signatures.

¢ D. The sensor will allow attackers matching the Microsoft. Windows.iSCSI. Target. DoS signature.

Answer: A,D

Explanation:

The sensor will allow attackers matching the Microsoft. Windows.iSCSITarget. DoS signature.

The action for this specific signature is set to Monitor, which means FortiGate will only detect and log the activity but will not block
or reset the session.

The sensor will block all attacks aimed at Windows servers.

The general Windows filter is configured with the Block action, so any traffic matching Windows- related attack signatures will be
blocked.

NEW QUESTION # 86
Refer to the exhibit to view the firewall policy.
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‘Why would the firewall policy not block a well-known virus, for example eicar?

A. The firewall policy is not configured in proxy-based inspection mode.

B. The action on the firewall policy is not set to deny.

C. The firewall policy does not apply deep content inspection.

D. Web filter is not enabled on the firewall policy to complement the antivirus profile.

Answer: C

Explanation:

The firewall policy uses certificate-inspection under SSL inspection and flow-based inspection mode. Certificate inspection does not
decrypt HTTPS traffic; it only checks the certificate fields.

Because of'this, FortiGate cannot perform deep content inspection, which is required for antivirus to detect and block threats such
as the EICAR test virus within encrypted HTTPS sessions.

NEW QUESTION # 87
Which two statements describe characteristics of autormation stitches? (Choose two.)

e A. Actions involve only devices included in the Security Fabric.
e B. Triggers can involve external connectors.



¢ C. Anautomation stitch can have multiple triggers.
e D. Multiple actions can run in parallel.

Answer: B,D

Explanation:
Automation stitches can execute multiple actions concurrently (in parallel). Triggers for automation stitches can come from external
comnectors beyond just Fortinet devices.

NEW QUESTION # 88

You have created a web filter profile named restrict media-profile with a daily category usage quota. When you are adding the
profile to the firewall policy, the restrict media-profile is not listed in the available web profile drop down.

‘What could be the reason?

A. The naming convention used in the web filter profile is restricting it in the firewall policy.

B. The firewall policy is in no-inspection mode instead of deep-inspection.

C. The web filter profile is already referenced in another firewall policy.

D. The inspection mode in the firewall policy is not matching with web filter profile feature set.

Answer: D

Explanation:
Web filter profiles with category usage quotas require the firewall policy to be in proxy-based (deep) inspection mode; if the
inspection mode does not match this requirement, the profile will not appear in the drop-down list.

NEW QUESTION # 89
Which two statements describe characteristics of automation stitches? (Choose two.)

A. Actions involve only devices included in the Security Fabric.
B. Triggers can involve external connectors.

C. An automation stitch can have muiltiple triggers.

D. Multiple actions can run in parallel.

Answer: B,C

NEW QUESTION # 90
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