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AE #357

True or False: In Amazon ElastiCache replication groups of Redis, for performance tuning reasons, you
can change the roles of the cache nodes within the replication group, with the primary and one of the
replicas exchanging roles.
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A. False, you must recreate the replication group to improve performance tuning.
B. TRUE

C. True, however, you get lower performance.

D. FALSE

He: B

Y.

In Amazon ElastiCache, a replication group is a collection of Redis Cache Clusters, with one primary
read-write cluster and up to five secondary, read-only clusters, which are called read replicas. You can
change the roles of the cache clusters within the replication group, with the primary cluster and one of the
replicas exchanging roles. You might decide to do this for performance tuning reasons.

Reference:

httpz//docs.aws.amazon.cony AmazonFElastiCache/latest/UserGuide/Replication. Redis. Groups. html

EE #358

A company has an on-premises Microsoft SOL Server database that writes a nightly 200 GB export to a local drive. The company
wants to move the backups to more robust cloud storage on Amazon S3. The company has set up a 10 Gbps AWS Direct Connect
comnection between the on-premises data center and AWS.

Which solution meets these requirerments MOST cost-effectively?

e A Create a new S3 bucket. Deploy an AWS Storage Gateway file gateway within the VPC that Is connected to the Direct
Connect connection. Create a new SMB file share. Write nightly database exports to the new SMB file share.

¢ B. Create a new S3 bucket. Deploy an AWS Storage Gateway volume gateway within the VPC that Is connected to the
Direct Connect connection. Create a new SMB file share. Write nightly database exports to the new SMB file share on the
volume gateway, and automate copies of this data to an S3 bucket.

¢ C. Create an Amazon FSx for Windows File Server Multi- AZ file system within the VPC that is connected to the Direct
Connect connection. Create a new SMB file share. Write nightly database exports to an SMB file share on the Amazon FSx
file system. Enable nightly backups.

¢ D. Create an Amazon FSx for Windows File Server Single-AZ file system within the VPC that is connected to the Direct
Connect connection. Create a new SMB file share. Write nightly database exports to an SMB file share on the Amazon FSx
file system. Enable nightly backups.

HE. A

A
httpsz/docs.aws.amazon.convfilegateway/latest/files3/CreatingAnSMBFileShare. html

EE #359

A company wants to migrate to AWS. The company wants to use a multi-account structure with centrally managed access to all
accounts and applications. The company also wants to keep the traffic on a private network. Multi-factor authentication (MFA) is
required at login, and specific roles are assigned to user groups.

The company must create separate accounts for development, staging, production, and shared network. The production account
and the shared network account must have connectivity to all accounts. The development account and the staging account must have
access only to each other.

‘Which combination of steps should a solutions architect take to meet these requirements? (Select THREE.)

e A Setup and enable AWS IAM Identity Center (AWS Single Sign-On). Create appropriate permission sets with required
MFA for existing accounts.

B. Enable AWS Security Hub in all accounts to manage cross-account access. Collect findings through AWS CloudTrail to
force MFA login.

C. Deploy a landing zone environment by using AWS Control Tower. Enroll accounts and mnvite existing accounts into the
resulting organization in AWS Organizations.

D. Create transit gateways and transit gateway VPC attachments in each account. Configure appropriate route tables.

E. Create IAM users and groups. Configure MFA for all users. Set up Amazon Cognito user pools and identity pools to
manage access to accounts and between accounts.

F. Enable AWS Control Tower in all Recounts to manage routing between accounts. Collect findings through AWS
CloudTrail to force MFA login.



4. ABE

EE #360

A medical company is tunning a REST API on a set of Amazon EC2 instances. The EC2 instances tun in an Auto Scaling group
behind an Application Load Balancer (ALB). The ALB tuns in thtee public subnets, and the EC2 instances run in thtee private
subnets. The company has deployed an Amazon CloudFront distribution that has the ALS as the only origin.

‘Which solution should a solutions architect recommend to enhance the origin security?

e A Store a randomstring n AWS Secrets Manager. Create an AWS Lambda (unction for automatic secret rotation.
Configute CloudFront to inject the random string as a custom HTTP header for the origin request. Create an AWS WAF
web ACL rule with a string match rule for the custom header. Associate the web ACL with the ALS.

¢ B. Configure AWS Shield Advanced. Create a security group policy to allow connections from CloudFront service [P
address ranges. Add the policy to AWS Shield Advanced, and attach the policy to the ALB.

e (. Store a random sstring in AWS Systens Manager Parameter Store. Configure Parameter Store autommatic rotation for the
string. Configure CloudFront to inject the random siring as a custom HTTP header for the origin request. Inspect the value of
the custom HTTP header, and block access in the ALB.

e D. Create an AWS WAF web ACL rule with an IP match condition of the CloudFront service [P address ranges. Associate
the web ACL with the ALB. Move the ALB into the three private subnets.

HE: A

EE #361

Doug has created a VPC with CIDR 10.201.0.0/16 in his AWS account. In this VPC he has created a public subnet with CIDR
block 10.201.31.0/24.

While launching a new EC2 from the console, he is not able to assign the private IP address 10.201.31.6 to this instance.

Which is the most likely reason for this issue?

A. Private IP address 10.201.31.6 is reserved by Amazon for IP networking purposes.

B. Private IP address 10.201.31.6 is not part of the associated subnet's IP address range.

C. Private IP address 10.201.31.6 is blocked via ACLs in Amazon infrastructure as a part of platform security.
D. Private address IP 10.201.31.6 is currently assigned to another interface

3

m

: D

HE:

Explanation

In Amazon VPC, you can assign any Private IP address to your instance as long as it is: Part of the associated subnet's IP address
range Not reserved by Amazon for IP networking purposes Not currently assigned to another interface
http:/aws.amazon.comyvpc/faqs/

EE #362
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