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o Security Operations: It focuses on analyzing indicators of potentially malicious activity, using tools and
FEy 2 1 techniques to determine malicious activity, comparing threat intelligence and threat hunting concepts, and

explaining the importance of efficiency and process improvement in security operations.

¢ Vulnerability Management: This topic discusses involving implementing vulnerability scanning methods,
NEw 22 analyzing vulnerability assessment tool output, analyzing data to prioritize vulnerabilities, and recommending
controls to mitigate issues. The topic also focuses on vulnerability response, handling, and management.
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¢ Incident Response and Management: It is centered around attack methodology frameworks, performing
bEY 73 incident response activities, and explaining preparation and post-incident phases of the life cycle.

¢ Reporting and Commumication: This topic focuses on explaining the importance of vulnerability
ey 74 management and incident response reporting and commumnication.
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] #566
A consultant evaluating multiple threat intelligence leads to assess potential risks for a client.
Which of'the following is the BEST approach for the consultant to consider when modeling the client's attack surface?

e A. Meet with the senior management team to determine if finding is available for recommended solutions.

¢ B. Ask for external scans from industry peers, look at the open ports, and compare Information with the client.
¢ C. Discuss potential tools the client can purchase lo reduce the livelihood of an attack.

¢ D. Look at attacks against similar industry peers and assess the probability of the same attacks happening,

IEf#: D

iR e«
Asking scans from other companies would reveal their vulnerabilities and impossible to get.

H #567
A Chief Information Security Officer wants to map all the attack vectors that the company faces each day. Which of the following
recommendations should the company align their security controls around?

A. MITRE ATT&CK

B. OSSTMM

C. OWASP

D. Diamond Model of Intrusion Analysis

EfE: A

AR

MITRE ATT&CK is a framework that maps the tactics, techniques, and procedures (TTPs) of various threat actors and groups,
based on real-world observations and dat a. MITRE ATT&CK can help a Chief Information Security Officer (CISO) to map all the
attack vectors that the company faces each day, as well as to align their security controls around the most relevant and prevalent
threats. MITRE ATT&CK can also help the CISO to assess the effectiveness and maturity of their security posture, as well as to
identify and prioritize the gaps and improvements.

E M #568
A security analyst is validating a particular finding that was reported in a web application vulnerability scan to make sure it is not a
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false positive. The security analyst uses the snippet below:
‘Which of the following vulnerability types is the security analyst validating?

A. SSRF

B. XSS

C. Drirectory traversal
D. XXE

IEf#: B

it

XSS (cross-site scripting) is the vulnerability type that the security analyst is validating, as the snippet shows an attempt to inject a
script tag into the web application. XSS is a web security vulnerability that allows an attacker to execute arbitrary JavaScript code in
the browser of another user who visits the vulnerable website.

XSS can be used to perform various malicious actions, such as stealing cookies, session hijacking, phishing, or defacing websites.
The other vulnerability types are not relevant to the snippet, as they involve different kinds of attacks. Directory traversal is an attack
that allows an attacker to access files and directories that are outside of the web root folder. XXE (XML external entity) injection is
an attack that allows an attacker to interfere with an application's processing of XML data, and potentially access files or systemns.
SSREF (server-side request forgery) is an attack that allows an attacker to induce the server-side application to make requests to an
unintended location. Official References:

* httpsy/portswigger.net/web-security/xxe

* httpsy/portswigger.net/web-security/ssrf

* https://cheatsheetseries.owasp.org/cheatsheets/Server Side Request Forgery Prevention Cheat Sheet.htm

HH #569
A company recently removed administrator rights from all of its end user workstations. An analyst uses CVSSv3.1 exploitability
metrics to prioritize the vulnerabilities for the workstations and produces the following nformation:

Which of the following vulnerabilities should be prioritized for remediation?

A. great.skills

B. nessie.explosion
C. sweet.bike

D. vote.4p

IEf#: B
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nessie.explosion should be prioritized for remediation, as it has the highest CVSSv3.1 exploitability score of

8.6. The exploitability score is a sub-score of the CVSSv3.1 base score, which reflects the ease and technical means by which the
vulnerability can be exploited. The exploitability score is calculated based on four metrics: Attack Vector, Attack Complexity,
Privileges Required, and User Interaction. The higher the exploitability score, the more likely and feasible the vulnerability is to be
exploited by an attacker12. nessie.

explosion has the highest exploitability score because it has the lowest values for all four metrics: Network (AV:N), Low (AC:L),
None (PR:N), and None (ULN). This means that the vulnerability can be exploited remotely over the network, without requiring any
user interaction or privileges, and with low complexity.

Therefore, nessie.explosion poses the greatest threat to the end user workstations, and should be remediated first. vote.4p,
sweet.bike, and great.skills have lower exploitability scores because they have higher values for some of the metrics, such as
Adjacent Network (AV:A), High (AC:H), Low (PR:L), or Required (UL:R). This means that the vulnerabilities are more difficult or
less likely to be exploited, as they require physical proximity, user involvement, or some privileges34. References: CVSS v3.1
Specification Document - FIRST, NVD - CVSS v3 Calculator, CVSS v3.1 User Guide - FIRST, CVSS v3.1 Exanples - FIRST

M #570

During an incident, some loCs of possible ransomware contamination were found in a group of servers in a segment of the network.
Which of the following steps should be taken next?

A. Reimaging
B. Preservation
C. Remediation
D. Isolation
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Isolation is the first step to take after detecting some indicators of compromise (IoCs) of possible ransomware contamination.
Isolation prevents the ransonmware from spreading to other servers or segments of the network, and allows the security team to
mnvestigate and contain the incident. Isolation can be done by disconnecting the infected servers from the network, blocking the
malicious traffic, or applying firewall rules12.

References: 10 Things You Should Do After a Ransonmware Attack, How to Recover from a Ransomware Attack: A Step-by-Step
Guide
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