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WGU Managing Cloud Security (JY02) Sample Questions (Q36-Q41):
NEW QUESTION # 36 
An organization wants to track how often a file is accessed and by which users. Which information rights management (IRM)
solution should the organization implement?

A. Persistent protection
B. Continuous auditing
C. Automatic expiration
D. Dynamic policy control

Answer: B

Explanation:
Continuous auditingin the context of Information Rights Management (IRM) allows organizations to monitor access events in real
time. It records who accessed a file, when, and how often. This enables organizations to enforce accountability and detect unusual
access patterns, which are crucial for both security monitoring and compliance reporting.
Automatic expiration sets a time limit on file availability, while dynamic policy control adjusts permissions based on context (such as
location or device). Persistent protection ensures files remain encrypted and controlled wherever they travel. While each feature is
valuable, only continuous auditing provides the tracking and visibility into usage required by the scenario.
This approach aligns with governance requirements, providing an audit trail that supports incident response and compliance with data
protection regulations. Continuous auditing strengthens both operational security and accountability.

NEW QUESTION # 37 
An organization is planning for an upcoming Payment Card Industry Data Security Standard (PCI DSS) audit and wants to ensure
that only relevant files are included in the audit materials. Which process should the organization use to ensure that the relevant files
are identified?

A. Normalization
B. Tokenization
C. Categorization
D. Anonymization

Answer: C

Explanation:
Categorizationis the process of systematically identifying and classifying files according to content and relevance. In preparation for a
PCI DSS audit, it is critical to identify which files fall within scope-those that contain cardholder data or impact its security.
Normalization adjusts data format, tokenization substitutes sensitive data with tokens, and anonymization removes identifiers. While
useful, none directly address the task of isolating "relevant files" for audit.
Categorization ensures that files are grouped correctly, allowing auditors to focus on the proper scope and preventing unnecessary
exposure of unrelated data.
This step aligns with PCI DSS requirements that limit scope to systems and data directly affecting cardholder data security. Proper
categorization streamlines audits and demonstrates effective data governance.

NEW QUESTION # 38 
After creating a backup set, an engineer stores the backups according to company policy. Which action should the engineer take
periodically to ensure the backed-up data is viable?

A. The engineer should compare the old backups with newer ones.
B. The engineer should replace the old backups with newer ones.
C. The engineer should test the backups according to company policy.
D. The engineer should delete backups according to company policy.

Answer: C
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Explanation:
Backups are only valuable if they can be successfully restored when needed. Testing backups on a periodic basis is the only reliable
way to validate their viability. Simply storing backups without testing may create a false sense of security, because corruption,
misconfiguration, or incomplete backup sets can go unnoticed until a disaster occurs.
Industry best practices, such as those recommended by NIST and ISO 27031, emphasize regular backup testing as part of disaster
recovery and business continuity planning. Testing involves restoring data to a test environment, verifying its integrity, and ensuring
that applications can use the restored data as expected.
Deleting, comparing, or replacing backups might help in managing storage efficiency, but these actions do not confirm whether the
backups are usable. Periodic testing ensures alignment with company policy, regulatory requirements, and internal risk management
controls. It also provides confidence to management that recovery objectives, such as RTO (Recovery Time Objective) and RPO
(Recovery Point Objective), can be met.

NEW QUESTION # 39 
An organization is reviewing a contract from a cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Continuous monitoring
B. Regulatory oversight
C. Confidential computing
D. Incident management

Answer: A

Explanation:
Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This involves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.
While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.
By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical functions to a cloud
provider and ensures resilience against potential provider-side failures.

NEW QUESTION # 40 
An organization is implementing a new hybrid cloud deployment. Before granting access to any of the resources, the security team
wants to ensure that all employees are checked against a database to see if they are allowed to access the requested resource.
Which type of security control is the organization leveraging for its employees?

A. Web application firewall (WAF)
B. Authentication
C. Antispyware program
D. Authorization

Answer: D

Explanation:
The described control isauthorization, which occurs after authentication. Authorization determines what resources a user can access
based on their role, attributes, or policies stored in an access control database.
Authentication confirms identity, but authorization validates permissions. WAFs protect applications from malicious traffic, and
antispyware tools detect malware. Neither applies to access decisions.
By checking users against a database of permissions, the organization enforces the principle of least privilege, ensuring employees
only access the resources necessary for their role. This strengthens data protection, reduces insider threats, and aligns with
compliance requirements for access governance.
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