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F 8 #137
What is the impact of hardening machine images for deployment?

¢ A increases the speed of patch deployment

¢ B. reduces the steps needed to mitigate threats
e C. reduces the attack surface

¢ D. increases the availability of threat alerts

ZR: C

58 #138
Refer to the exhibit.

Two types of clients are accessing the front ends and the core database that manages transactions, access control, and atomicity.
What is the threat model for the SQL database?
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A. An attacker can modify the access logs.

B. An attacker can initiate a DoS attack.

C. An attacker can read or change data.

D. An attacker can transfer data to an external server.

EX: B

& #139
Refer to the exhibit.

How musst these advisories be prioritized for handling?

A. Vulnerability #1 is the highest priority for every type of institution

B. Vulnerability #2 is the highest priority for every type of institution

C. The highest priority for handling depends on the type of institution deploying the devices
D. Vulnerability #1 and vulnerability #2 have the same priority

ZR: C

fE A«

Prioritizing vulnerabilities for handling is a critical process that depends on various factors, including the nature of the institution and
the context in which the devices are deployed. Vulnerability #1, which affects the Command Line Interpreter (CLI) of ACME Super
Firewall, could allow an attacker to execute arbitrary commands with administrative rights. This type of vulnerability is particularly
severe because it could lead to complete system compromise. However, it requires the attacker to be logged i to the device, which
adds a layer of difficulty for exploitation.

Vulnerability #2 affects the web-based management interface of ACME Router models 1010 and 1020, allowing an attacker to
bypass authorization checks. This vulnerability is also critical as it can lead to unauthorized access to sensitive information and system
configuration. Unlike Vulnerability #1, it does not require the attacker to be logged in, making it easier to exploit.

The prioritization of these vulnerabilities would depend on the specific deployment scenario of the institution.

For example, an institution that heavily relies on remote management of devices may prioritize Vulnerability

#2 higher due to its remote exploitability. Conversely, an institution with strict access controls and limited remote access might
prioritize Vulnerability #1 due to the potential for internal threats.

R RE #140
Drag and drop the components from the left onto the phases of the CI/CD pipeline on the right.

ER:
R RE RS «

Reference:
httpss//www.densify.com/resources/continuous-integration-delivery-phases

PRI #141

The incident response team was notified of detected malware. The team identified the infected hosts, removed the malware, restored
the functionality and data of infected systens, and planned a company meeting to improve the incident handling capability. Which
step was missed according to the NIST incident handling guide?

A. Contain the malware

B. Perform vulnerability assessment
C. Determine the escalation path
D. Install IPS software

Z%: B

i RE R «
Explanation/Reference:
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