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¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation

FH1 workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying

scripts to address threats while maintaining compliance

e FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat

Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
FH 2 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.
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¢ FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation

Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
FH 3 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

¢ Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)

=X 4 environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM i hybrid
setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Z| &1 FCSS in Security Operations FCSS_ADA_AR-6.7 2 M EZE Al (Q43-
Q48):

HEE #43
‘Which organization do agents belong to after registration? (Choose two.)

A. The Linux agents belong to the super local organization.

B. The windows agents belong to the super organization.

C. The agents belong to the organization specified in the command line parameters for Linux platforns.

D. The agents belong to the organization specified in the agent installation setup wizard for Windows platforms.

Y. CD

ME.

When registeringagentsin FortiSIEM, the organization to which they belong depends on how they are installed:
#Windows Agents

# During installation, the setup wizard prompts the user to specify theorganization.

# This ensures the agent is correctly assigned to the organization defined during setup.

#Linux Agents

# Installation on Linux requirescommand- line parameters, including theorganization name.

# This means that the organization is explicitly defined during the installation process.

EE #44
Refer to the exhibit.

PROCESS UPTIME

phParser DOWN
phAgentManager DOWN
phCheckpoint DOWN
hDi1scovel DOWN
hEventPackagel DOWN
BHIREINERDLO! DOWN
phEventForwarder DOWN
phMonitor 13:04

phMonitorAgent DOWN
Rsyslogd DOWN

An administrator deploys a new collector for the first time, and notices that all the processes expect the phMonitor are down.
How can the administrator bring the processes up?



A. Rebooting the collector will bring up the processes.

B. The administrator needs to run the command phtools - start all on the collector.
C. The collector was not deployed properly and must be redeployed.

D. The processes will come up after the collector is registered to the supervisor.

He: D

Y.

When a FortiSIEM collector is deployed for the first time, most of its processes remain down until it is successfully registered with
the supervisor.

The phMonitor process is running because it monitors system health, but other services remain inactive until the collector establishes
commumication with the supervisor.

Once the collector registers to the supervisor, it receives configurations and policies, and its processes will start automatically.

EE #45
Refer to the exhlblt

F *FITII'IET

An admlnlstrator runs an analync search for all FortiGate SSL VPN logon failures. The results are grouped by source IP, reporting
IP, and user. The administrator wants to restrict the results to only those rows where the COUNT >=3.
‘Which user would meet that condition?

A. Tom
B. Sarah
C. Admn
D. Jan

HE: C

ME.

The administrator is running an analytic search that groups results bySource IP, Reporting IP, and User, and filters only those with
aCOUNT >=3.

Looking at the data:

#Adminhas three failed attempts from thesame Source IP (203.0.113.4)andReporting IP (10.0.1.99).

#JanandSarahappear onlyonce or twicein the dataset.

#Tomhasmultiple entries, but they are fromdifferent Source IPs and Reporting IPs, meaning they are not counted as three under the
same group.

EAE #46
What is the hourly bucket used in baselining?

A. To store hourly baselines reports for every hour of the day during weekdays and weekends
B. To store data for specific baselines for every hour of the day during weekdays and weekends
C. To store data for specific baselines during peak business hours of weekdays

D. To store data for specific baselines during the weekend, if there is a spike in network activity



He: B

Y.

In FortiSIEM baselining, an hourly bucket is used to maintain hourly-specific statistical baselines. This helps detect anomalies by
comparing current activity against historical norms for each hour of the day, separately for weekdays and weekends.

The system maintains hourly profiles, ensuring that anomalies are detected based on similar timeframes. This approach prevents false
positives due to natural variations in network activity across different times of the day and different days of the week.

HAE #47
Which three processes are collector processes? (Choose three.)

A. phParser

B. phReportMaster
C. phMonitorAgent
D. phRuleMaster

E. phAgentManager

Mg ACE

Y.

These three processes are essential for aFortiSIEM collector, as they handle event parsing, agent communication, and system
monitoring,

#phParseris responsible forparsing and processing collected logsbefore forwarding them.

#phAgentManagermanages agent communication, ensuring logs are received and forwarded correctly.
#phMonitorAgentmonitors the health of the collector itself, reporting system status to the FortiSIEM supervisor.
phReportMasterandphRuleMasterdo not run on collectors. They are supervisor/worker processes handling reporting and rule
evaluation, respectively.
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