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HEE #35
Which of the following Authentication protocols uses clear text?

A. EAP

B. MSCHAP
C. PAP

D. CHAP

3

m

: C

MY
PAP (Password Authentication Protocol) sends username and password in clear text over the network, making it insecure. CHAP
uses challenge-response with hash, MSCHAP is Microsoft variant with hash, EAP is extensible and can use various methods but not
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inherently clear text. Exact extract: It's "impossible" to authenticate wireless users based on EAP-PEAP sessions agains OpenLdap,
except, if the users using clear text authetication methods (PAP). Clear text HTTP authentication is not secure. All user names and
data (and, depending on the authentication style, passwords) are sent in clear text. If you ... Fortinet ... Password Authentication
Protocol (PAP). Used to authenticate PPP connections. Transmits passwords and other user information in clear text. The default
token page contains a "Token Code:" text field. Recommended customization. It's recommended to delete the "Token Code:" text.
FortiWeb will use ... If you follow the configuration guide for NPS you'll see (step 9) you need to enable "Unencrypted
authentication (PAP, SPAP)" (link below).

HE #36
Which of the below technology(ies) could reduce CPU load and memory utilization used by an IPS engine?

e A, IPS does not compare traffic to each signature individually. Instead it compiles them into a decision tree

¢ B. Using multiple engines, aligned with load balancing technologies like Turbo that uses round robin algorithirs to dispatch
traffic up to specific IPS engine

e (. Using IPS sensors and IPS filter to determine which traffic should be examined for which signatures, instead of examine
network traffic for all signatures

e D. All of the above

¢ E. Using regular instead of extended database, to reduce memory footprint

HE: ACE

MY

IPS efficiency is improved by: A) Conmpiling signatures mto a decision tree to reduce comparison overhead; B) Using IPS
sensors/filters to selectively apply signatures to relevant traffic, reducing unnecessary processing; D) Using a regular database instead
of an extended one to lower memory usage. Option C's

"Turbo" and round-robin load balancing is not a standard Fortinet IPS feature. Option E is incorrect as C is not valid. Exact extract:
"IPS efficiency is improved by compiling signatures into decision trees to minimize CPU usage... IPS sensors and filters allow
selective signature application to reduce processing... Using the regular signature database instead of extended reduces memory
footprint.”

HE #37
In FortiGate, what is the purpose of the 'set webfilter-profile’ command in a firewall policy?

A. Applies a web filtering profile to block or allow URLs
B. Configures the web proxy settings

C. Enables deep packet inspection for web traffic

D. Sets the web server authentication profile

e A

ME.

The 'set webfilter-profile' command applies a web filtering profile to a firewall policy, enabling URL blocking or allowing based on
categories or specific URLs. It does not enable DPI (B), configure proxies (C), or set authentication (D). Exact extract: "The 'set
webfilter-profile’ command applies a web filtering profile to a firewall policy, controlling access to websites based on URL
categories or specific URLs."

EE #38
What tool would you use to verify a certificate?

A. Certtester
B. OpenSSL

C. Hping
D. Nessus

He:. B

Y.
OpenSSL is a widely used command-line tool for verifying certificates, checking validity, chains, and details like subject, issuer, and



expiration. It is supported in Fortinet troubleshooting and certificate management.

Nessus is for vulnerability scanning, Hping for packet crafting, Certtester is not standard. Exact extract:

Description. This article describes how to verify by OpenSSL if the format of the certificate is correct when getting an error message
like ... How to verifying the Certificate by CA Certificate on openssl command. You can verify the certificate's validity by CA
certificate. Example 1: ... Navigate to System -> Certificate -> Create/Import. Select Import Certificate -> Select Type Certificate.
Upload server.pem Upload ca.key.

Description, This article describes how to sign and generate certificates using OpenSSL in Windows OS that can be used for SSL
VPN and IPSec VPN ... This section discusses the following tasks you can perform on the System > Certificate > Manage
Certificates page.

HEE #39
‘What happens when a router receives a packet for forwarding with a TTL value of 1?7

A. Tt increments it and passes it on to the next router

B. The packet is only forwarded through the router to a locally attached network

C. It decreases the value to 0 and then forwards it

D. The TTL is decreased to 0, the packet is dropped and an ICMP message is sent to the transmitting [P

He: D

3.

When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops in routing. Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:
"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."
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