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Amazon SOA-C02 or AWS Certified SysOps Administrator - Associate (SOA-C02) is a certification exam that validates the skills
and expertise of professionals in deploying, managing, and operating scalable, highly available, and fault-tolerant systems on the
AWS platform. SOA-C02 Exam is designed to test the knowledge of candidates in various domains, including deployment,
management, operations, security, and troubleshooting of AWS services.
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NEW QUESTION # 73 
A company deploys a new application on three Amazon EC2 instances across three Availability Zones The company uses a
Network Load Balancer (NLB) to route traffic lo the EC2 instances. A SysOps administrator must implement a solution so that the
EC2 instances allow traffic from only the NLB.
What should the SysOps administrator do to meet these requirements with the LEAST operational overhead?

A. Configure the security group that is associated with the EC2 instances to allow traffic from only the elastic network
interfaces that are associated with the NLB.
B. Configure the security group that is associated with the EC2 instances to allow traffic from only the security group that is
associated with the NLB.
C. Use a third-party firewall solution that is installed on a separate EC2 instance. Configure a firewall rule that allows traffic to
the application's EC2 instances from only the subnets where the NLB is deployed
D. Create a network ACL. Associate the network ACL with the application subnets. Configure the network ACL to allow
inbound traffic from only the CIDR ranges of the NLB.

Answer: B

Explanation:
Configuring Security Groups:
Security groups act as virtual firewalls for your instances to control inbound and outbound traffic.
Steps:
Go to the AWS Management Console.
Navigate to EC2.
Select "Security Groups" from the left-hand menu.
Find and select the security group associated with your EC2 instances.
Choose the "Inbound rules" tab and click "Edit inbound rules."
Add a rule to allow traffic from the security group associated with the NLB.
Type: Custom TCP (or the specific port your application uses)
Source: Select "Custom" and enter the ID of the NLB's security group.
This setup ensures that the EC2 instances accept traffic only from the NLB, enhancing security with minimal operational overhead.

NEW QUESTION # 74 
A company is trying to connect two applications. One application runs in an on-premises data center that has a hostname of hostl
.onprem.private. The other application runs on an Amazon EC2 instance that has a hostname of hostl.awscloud.private. An AWS
Site-to-Site VPN connection is in place between the on-premises network and AWS.
The application that runs in the data center tries to connect to the application that runs on the EC2 instance, but DNS resolution fails.
A SysOps administrator must implement DNS resolution between on-premises and AWS resources.
Which solution allows the on-premises application to resolve the EC2 instance hostname?

A. Set up an Amazon Route 53 outbound resolver endpoint with a forwarding rule for the onprem.private hosted zone.
Associate the resolver with the AWS Region of the EC2 instance. Configure the on-premises DNS resolver to forward
onprem.private DNS queries to the outbound resolver endpoint.
B. Set up an Amazon Route 53 outbound resolver endpoint. Associate the resolver with the AWS Region of the EC2
instance. Configure the on-premises DNS resolver to forward awscloud.private DNS queries to the outbound resolver
endpoint.
C. Set up an Amazon Route 53 inbound resolver endpoint. Associate the resolver with the VPC of the EC2 instance.
Configure the on-premises DNS resolver to forward awscloud.private DNS queries to the inbound resolver endpoint.
D. Set up an Amazon Route 53 inbound resolver endpoint with a forwarding rule for the onprem.private hosted zone.
Associate the resolver with the VPC of the EC2 instance. Configure the on-premises DNS resolver to forward
onprem.private DNS queries to the inbound resolver endpoint.

Answer: A

NEW QUESTION # 75 
A company hosts a production database on an Amazon Elastic Block Store (Amazon EBS) backed Amazon EC2 instance. As part
of an annual disaster recovery exercise, the company needs to restore recent EBS snapshots to a new EC2 instance in a second
Availability Zone.
After the snapshots are restored to EBS volumes, the resulting volumes must deliver all of their provisioned performance. The
company must perform validation tests on the restored data as quickly as possible.



Which configuration will meet these requirements?

A. Enable EBS fast snapshot restore (FSR) on the snapshots for the current Availability Zone.
Create new EBS volumes in the second Availability Zone from the snapshots, Attach the new EBS volumes to a new EC2
instance.
B. Enable EBS fast snapshot restore (FSR) on the snapshots for the second Availability Zone.
Create new EBS volumes in the second Availability Zone from the snapshots. Attach the new EBS volumes to a new EC2
instance.
C. Specify Provisioned IOPS on the existing EBS volumes. Create the snapshots. After the snapshots are completed, create
new EBS volumes in the second Availability Zone from the snapshots. Attach the new EBS volumes to a new EC2 instance.
D. Specify Provisioned IOPS on the snapshots, Create new EBS volumes in the second Availability Zone from the snapshots.
Attach the new EBS volumes to a new EC2 instance.

Answer: B

Explanation:
"To get started, enable fast snapshot restore for specific snapshots in specific Availability Zones.
Each snapshot and Availability Zone pair refers to one fast snapshot restore."
"When you create a volume from one of these snapshots in one of its enabled Availability Zones, the volume is restored using fast
snapshot restore."
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fast-snapshot-restore.html
https://aws.amazon.com/blogs/aws/new-amazon-ebs-fast-snapshot-restore-fsr/

NEW QUESTION # 76 
A SysOps administrator recently configured Amazon S3 Cross-Region Replication on an S3 bucket.
Which of the following does this feature replicate to the destination S3 bucket by default?

A. Objects that existed before replication was configured
B. Object metadata
C. Objects in the source S3 bucket for which the bucket owner does not have permissions
D. Objects that are stored in S3 Glacier

Answer: B

Explanation:
What is replicated by default?
"Object metadata from the source objects to the replicas."
"Only objects in the source bucket for which the bucket owner has permissions to read objects and access control lists (ACLs)."
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-what-is-isnot- replicated.html#replication-what-is-replicated

NEW QUESTION # 77 
A company uses AWS CloudFormation to deploy its application infrastructure Recently, a user accidentally changed a property of a
database in a CloudFormation template and performed a stack update that caused an interruption to the application A SysOps
administrator must determine how to modify the deployment process to allow the DevOps team to continue to deploy the
infrastructure, but prevent against accidental modifications to specific resources.
Which solution will meet these requirements?

A. Set up an AWS Config rule to alert based on changes to any CloudFormation stack An AWS Lambda function can then
describe the stack to determine if any protected resources were modified and cancel the operation
B. Attach an IAM policy to the DevOps team role that prevents a CloudFormation stack from updating, with a condition
based on the specific Amazon Resource Names (ARNs) of the protected resources
C. Set up an Amazon CloudWatch Events event with a rule to trigger based on any CloudFormation API call An AWS
Lambda function can then describe the stack to determine if any protected resources were modified and cancel the operation
D. Launch the CloudFormation templates using a stack policy with an explicit allow for all resources and an explicit deny of
the protected resources with an action of Update

Answer: D

Explanation:



A stack policy is used to protect specific resources within a CloudFormation stack from being unintentionally updated or deleted. By
using a stack policy, you can explicitly deny updates to critical resources while allowing updates to other parts of the stack.
* Create a Stack Policy:
* Define a JSON stack policy that includes an explicit allow for all resources and an explicit deny for the protected resources. For
example:
json
Copy code
{
"Statement": [
{
"Effect": "Allow",
"Action": "Update:*",
"Principal": "*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "Update:*",
"Principal": "*",
"Resource": "arn:aws:cloudformation:region:account-id:stack/stack-name/protected-resource"
}
]
}
* Replace region, account-id, stack-name, and protected-resource with the appropriate values.
* Apply the Stack Policy:
* Navigate to the CloudFormation console.
* Select the stack you want to protect.
* Choose "Stack actions" and then "Edit stack policy".
* Paste the stack policy JSON and save the policy.
* Perform Stack Updates:
* When performing stack updates, the stack policy will enforce the rules specified, preventing accidental updates to the protected
resources.
* Review and Adjust:
* Periodically review the stack policy to ensure it still meets the needs of the organization and update it as necessary.
References:
* AWS CloudFormation Stack Policies
* Creating and Applying a Stack Policy
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