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CertiProf 127001F Priifungsplan:

Thema Einzelheiten
¢ How to Develop an ISMS: This section focuses on the process of establishing and implementing an
Therma 1 Information Security Management System (ISMS). It includes planning, risk assessment, and applying

appropriate controls to protect information assets.

¢ SO 27001:2022 Annex A: This domain outlines the set of security controls listed in Annex A of the
Therm 2 standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.

¢ Principles, concepts and the requirements of ISO

e [EC 27001:2022: This domain covers the core principles, key concepts, and mandatory requirements of
the ISO

e [EC 270012022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.

Thema 3

CertiProf Certified ISO/IEC 27001:2022 Foundation 127001F Priifungsfragen
mit Losungen (Q19-Q24):

19. Frage
What are the three main aspects of information security?

A. Confidentiality, recoverability, integrity

B. Durability, auditability, confidentiality

C. Non-repudiation, authenticity, accountability
D. Confidentiality, integrity, availability

Antwort: D

Begriindung;

The three fndamental properties of information security are confidentiality, integrity, and availability, often referred to as the CIA
triad. Confidentiality means information is accessible only to authorized persons or entities. Integrity means safeguarding the accuracy
and completeness of information. Availability means information and associated assets are accessible and usable when required.
These principles are foundational within ISO/IEC 27001 and ISO/IEC 27002. Therefore, option B is correct.

20. Frage
According to ISO/IEC 27001:2022 clause 4.3, what aspects nust be considered when determining the scope of the Information
Security Management System?

A. Assets and resources

B. Threats and vulnerabilities

C. Risks and opportunities

D. External and internal issues, and interfaces and dependencies


https://www.zertpruefung.ch/I27001F_exam.html

Antwort: D

Begrindung;

Clause 4.3 of ISO/IEC 27001:2022 requires the organization to determine the boundaries and applicability of the ISMS. When
determining the scope, the organization must consider the external and internal issues referred to in clause 4.1, the requirements
referred to in clause 4.2, and interfaces and dependencies between activities performed by the organization and those performed by
other organizations. Therefore, option D is the correct answer.

21. Frage
Amnex A of ISO/IEC 2700122022 consists of

A. A comprehensive list of controls grouped by themes

B. None of the above

C. Elements necessary for a good design and implementation of the ISMS
D. Guidelines for risk management

Antwort: A

Begrindung;

Annex A of ISO/IEC 27001:2022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of ISMS implementation steps and it is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
answer.

22. Frage
Which of the following aspects is considered a critical success factor in the implementation of an Information Security Management
System?

A. Conpletely avoiding all information security incidents

B. Increasing the confidence of interested parties in the organization
C. Promoting good information security practices

D. Satisfying social needs and expectations

Antwort: B

Begrindung;

A well-implemented ISMS helps build trust and confidence among interested parties by demonstrating that information security risks
are being managed systematically and effectively. Completely preventing all incidents is unrealistic and not required by ISO/IEC
27001:2022. Promoting good practices is important, but the broader organizational outcome recognized as a major success factor is
increased confidence by customers, partners, regulators, and other interested parties. Therefore, option D is the best answer.

23. Frage
During the operation of the ISMS, what is a requirement for information security objectives?

A. Ensure that the objectives are consistent with the information security policy

B. Establish objectives for relevant functions and levels

C. Maintain documented information about the objectives

D. Develop improvement plans using ISO/IEC 27002 to achieve the information security objectives

Antwort: A

Begrindung;

ISO/IEC 27001:2022 requires information security objectives to be established at relevant functions and levels, to be consistent with
the information security policy, to be measurable if practicable, and to be monitored, commumnicated, and updated as appropriate. It
also requires documented information on the objectives. Among the answer choices, option C is the best single answer because it



expresses one of the core mandatory characteristics of the objectives. Even though options B and D are also requirements, the
question asks for one answer only, and option C is the most fundamental wording in the set.
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