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NEW QUESTION # 136 
TechInnovate receives an alert about a newly discovered zero-day vulnerability in a widely used web application framework that is
being actively exploited. No official patch is available. The SOC must monitor adversary tactics, identify indicators of compromise
(IoCs), and proactively adjust controls to detect, track, and mitigate the threat. Which SOC technology is crucial for real-time
visibility into evolving threat intelligence and enabling proactive mitigation?
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A. Threat intelligence management tools
B. Vulnerability management tools
C. Security information and event management (SIEM) solutions
D. Endpoint detection and response (EDR) tools

Answer: A

Explanation:
When a zero-day is being exploited and no patch exists, the SOC must rapidly consume, curate, and operationalize evolving threat
intelligence: new IoCs, attacker infrastructure, exploitation patterns, and defensive guidance. Threat intelligence management tools
are purpose-built for this. They aggregate feeds and reports, normalize indicators, score confidence and relevance, de-duplicate
noise, enrich with context (campaign, actor, targeting), and push actionable intelligence into detection and response systems. This
provides real-time visibility into changes as the threat evolves and enables proactive mitigation such as blocking malicious
domains/IPs, updating WAF rules, tuning detections, and prioritizing monitoring on vulnerable assets. Vulnerability management tools
are important for exposure tracking, but they provide limited real-time adversary intelligence and cannot resolve a zero-day without
patching/mitigation guidance.
EDR tools provide endpoint visibility and containment but don't serve as the intelligence aggregation and distribution layer. SIEM
solutions correlate internal telemetry and alert on suspicious behavior, but they rely on intelligence sources and still need a mechanism
to manage rapidly changing indicators at scale. Therefore, threat intelligence management tools are crucial for quickly turning external
intelligence into actionable defensive updates during a zero-day window.

NEW QUESTION # 137 
Which of the following tool can be used to filter web requests associated with the SQL Injection attack?

A. Hydra
B. Nmap
C. UrlScan
D. ZAP proxy

Answer: C

Explanation:
UrlScan is a security tool that screens all incoming requests to a server and filters these requests based on rules set by the
administrator. It is particularly effective against SQL Injection attacks because it can block requests that appear to be malicious,
such as those containing SQL syntax or certain keywords often used in SQL Injection.
Nmap is a network scanning tool, not specifically designed for filtering web requests. ZAP Proxy is an open- source web application
security scanner, which is used for finding vulnerabilities in web applications but not specifically for filtering requests. Hydra is a
password cracking tool, which again, is not used for filtering web requests.
References: The answer is verified as per the EC-Council's SOC Analyst course materials and learning resources, which include
training on various security tools and their purposes. Specifically, the EC-Council's SQL Injection Training and other related courses
provide insights into the tools and techniques for defending against SQL Injection attacks123.
Reference: https://aip.scitation.org/doi/pdf/10.1063/1.4982570

NEW QUESTION # 138 
Daniel is a member of an IRT, which was started recently in a company named Mesh Tech. He wanted to find the purpose and
scope of the planned incident response capabilities.
What is he looking for?

A. Incident Response Vision
B. Incident Response Intelligence
C. Incident Response Resources
D. Incident Response Mission

Answer: C

NEW QUESTION # 139 
Harley is working as a SOC analyst with Powell Tech. Powell Inc. is using Internet Information Service (IIS) version 7.0 to host



their website.
Where will Harley find the web server logs, if he wants to investigate them for any anomalies?

A. SystemDrive%\LogFiles\inetpub\logs\W3SVCN
B. %SystemDrive%\LogFiles\logs\W3SVCN
C. SystemDrive%\ inetpub\LogFiles\logs\W3SVCN
D. SystemDrive%\inetpub\logs\LogFiles\W3SVCN

Answer: D

NEW QUESTION # 140 
Which of the following tool is used to recover from web application incident?

A. Symantec Secure Web Gateway
B. Smoothwall SWG
C. Proxy Workbench
D. CrowdStrike FalconTM Orchestrator

Answer: D

Explanation:
CrowdStrike FalconTM Orchestrator is a tool designed to automate the response to security incidents, including those involving web
applications. It integrates with the CrowdStrike Falcon platform to provide a range of capabilities such as real-time response,
incident investigation, and remediation. This makes it suitable for recovering from web application incidents by allowing security
teams to quickly identify, understand, and resolve threats.
References The EC-Council's Certified SOC Analyst (CSA) course materials and study guides discuss various tools and their
applications in incident response. CrowdStrike FalconTM Orchestrator is recognized in the industry for its incident response
capabilities, aligning with the learning resources provided by EC- Council for SOC Analysts.
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