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R #94
An organization is using information gathered from customer accounts to train its Al chatbot. Which of the following is the

GREATEST risk associated with this practice?

e A Albias
¢ B. Disclosure of personal information
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e C. Transparency
¢ D. Al model hallucinations

IEf#: B

H #95
An organization uses an Al image generation platform to create promotional materials. An IS auditor identifies that the platform

includes copyrighted images in its training data. Which of the following is the auditor's BEST recommendation to address this issue?

A. Tmplement a manual review process to ensure no copyrighted images are used in generated outputs.
B. Suspend the use of the platform until the training data is sanitized.

C. Label all Al-generated images to disclaim the possibility of third-party content.

D. Use a platform that certifies the provenance and licensing of its training data.

Ef#: D

R -

Ensuring that Al tools are trained on properly licensed and documented data sets is critical to avoiding copyright infringement and
legal exposure. The AAIA™ Study Guide emphasizes using platforms with certified and traceable training data to meet ethical and
legal standards.

"Organizations must verify the provenance and licensing of data used to train Al systens. Platforns that certify data sources reduce
the risk of using protected intellectual property without consent." Manual review (A) is resource-intensive and may not detect
embedded copyright violations. Labeling (C) is not sufficient for legal protection. Suspension (D) may be excessive without first
attempting remediation.

Thus, B is the most strategic and effective recommendation.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in Al," Subsection:
"Intellectual Property and Data Licensing in Al Systens"

HM #96
Which of the following is the MOST important risk for an IS auditor to consider when reviewing the adoption of an Al system?

A. Resistance to the use of Al technology

B. Immaturity of Al systenrs in the industry

C. Bias in Al system decision making

D. Costs associated with Al system maintenance

Ef#: C

H #97
An IS auditor for a veterinary clinic was informed that the dog breed categorical variable is necessary for the predictive model.

Which of'the following introduces the MOST risk?

A. Clustering was not utilized.

B. One-hot encoding was utilized.

C. Ordinal label encoding was utilized.
D. Data scaling was not utilized.

IEf: C

AR :

Ordinal encoding assigns numeric values in an order (e.g., Poodle = 1, Labrador = 2, Husky = 3). This falsely implies hierarchy or
ranking among breeds, introducing bias into the model.

AAIA emphasizes that incorrect encoding of categorical variables can cause:

* Artificially weighted importance

* Misleading correlations

* Incorrect predictions based on false orderFor non-ordered categories,one-hot encoding(D) is the correct, low-risk
approach.Lack of scaling (A) is not directly relevant for categorical fields. Clustering (B) is unrelated. Thus, ordinal encoding
introduces the highest risk.



References:
AAIA Domain 2: Data Encoding, Feature Engineering, and Bias Avoidance.

HH #98
Which of'the following is MOST important to review in order to gain assurance that an Al model is performng without biases?

A. Al model temperature

B. Al training data

C. Al model adaptability

D. Al development environment

IEf#: B

TR

Bias in Al models is most commonly introduced through the training data. The AAIA™ Study Guide highlights that to ensure
fairness, auditors and developers must evaluate the diversity, representativeness, and quality of the data used to train the model.

"The greatest source of bias in Al comes from the training data. Reviewing and auditing this data is critical to ensuring that outputs do
not disproportionately affect specific groups or skew results." While adaptability (C) and model parameters like temperature (D)
affect behavior, they do not address the root cause of most biases. The development environment (B) supports infrastructure but not
ethical assurance.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in Al," Subsection:
"Bias and Fairness in Al Systens"
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