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(Q223-Q228):
NEW QUESTION # 223 
SCENARIO
Please use the following to answer the next question:
You lead the privacy office for a company that handles information from individuals living in several countries throughout Europe and
the Americas. You begin that morning's privacy review when a contracts officer sends you a message asking for a phone call. The
message lacks clarity and detail, but you presume that data was lost.
When you contact the contracts officer, he tells you that he received a letter in the mail from a vendor stating that the vendor
improperly shared information about your customers. He called the vendor and confirmed that your company recently surveyed
exactly 2000 individuals about their most recent healthcare experience and sent those surveys to the vendor to transcribe it into a
database, but the vendor forgot to encrypt the database as promised in the contract. As a result, the vendor has lost control of the
data.
The vendor is extremely apologetic and offers to take responsibility for sending out the notifications. They tell you they set aside
2000 stamped postcards because that should reduce the time it takes to get the notice in the mail. One side is limited to their logo,
but the other side is blank and they will accept whatever you want to write. You put their offer on hold and begin to develop the text
around the space constraints. You are content to let the vendor's logo be associated with the notification.
The notification explains that your company recently hired a vendor to store information about their most recent experience at St.
Sebastian Hospital's Clinic for Infectious Diseases. The vendor did not encrypt the information and no longer has control of it. All
2000 affected individuals are invited to sign-up for email notifications about their information. They simply need to go to your
company's website and watch a quick advertisement, then provide their name, email address, and month and year of birth.
You email the incident-response council for their buy-in before 9 a.m. If anything goes wrong in this situation, you want to diffuse the
blame across your colleagues. Over the next eight hours, everyone emails their comments back and forth. The consultant who leads
the incident-response team notes that it is his first day with the company, but he has been in other industries for 45 years and will do
his best. One of the three lawyers on the council causes the conversation to veer off course, but it eventually gets back on track. At
the end of the day, they vote to proceed with the notification you wrote and use the vendor's postcards.
Shortly after the vendor mails the postcards, you learn the data was on a server that was stolen, and make the decision to have your
company offer credit monitoring services. A quick internet search finds a credit monitoring company with a convincing name: Credit
Under Lock and Key (CRUDLOK). Your sales rep has never handled a contract for 2000 people, but develops a proposal in
about a day which says CRUDLOK will:
1.Send an enrollment invitation to everyone the day after the contract is signed.
2.Enroll someone with just their first name and the last-4 of their national identifier.
3.Monitor each enrollee's credit for two years from the date of enrollment.
4.Send a monthly email with their credit rating and offers for credit-related services at market rates.
5.Charge your company 20% of the cost of any credit restoration.
You execute the contract and the enrollment invitations are emailed to the 2000 individuals. Three days later you sit down and
document all that went well and all that could have gone better. You put it in a file to reference the next time an incident occurs.
What is the most concerning limitation of the incident-response council?

A. The council has an overabundance of attorneys
B. The leader just joined the company as a consultant
C. You convened it to diffuse blame
D. It takes eight hours of emails to come to a decision

Answer: C

NEW QUESTION # 224 
What should a privacy professional keep in mind when selecting which metrics to collect?

A. Metrics should reveal strategies for increasing company earnings.
B. A variety of metrics should be collected before determining their specific functions.
C. The number of metrics should be limited at first.
D. Metrics should be reported to the public.

Answer: C

Explanation:
A privacy professional should keep in mind that the number of metrics should be limited at first when selecting which metrics to
collect. Metrics are quantitative measures that help evaluate the performance and effectiveness of a privacy program. However,
collecting too many metrics can be overwhelming, confusing, and costly. Therefore, a privacy professional should start with a few



key metrics that are relevant, meaningful, actionable, and aligned with the organization's privacy goals and priorities. These metrics
can be refined and expanded over time as the privacy program matures and evolves. Reference: [Privacy Metrics], [Measuring
Privacy Program Effectiveness]

NEW QUESTION # 225 
SCENARIO
Please use the following to answer the next QUESTION:
Martin Briseño is the director of human resources at the Canyon City location of the U.S. hotel chain Pacific Suites. In 1998,
Briseño decided to change the hotel's on-the-job mentoring model to a standardized training program for employees who were
progressing from line positions into supervisory positions. He developed a curriculum comprising a series of lessons, scenarios, and
assessments, which was delivered in-person to small groups. Interest in the training increased, leading Briseño to work with
corporate HR specialists and software engineers to offer the program in an online format. The online program saved the cost of a
trainer and allowed participants to work through the material at their own pace.
Upon hearing about the success of Briseño's program, Pacific Suites corporate Vice President Maryanne Silva-Hayes expanded the
training and offered it company-wide. Employees who completed the program received certification as a Pacific Suites Hospitality
Supervisor. By 2001, the program had grown to provide industry-wide training. Personnel at hotels across the country could sign up
and pay to take the course online.
As the program became increasingly profitable, Pacific Suites developed an offshoot business, Pacific Hospitality Training (PHT).
The sole focus of PHT was developing and marketing a variety of online courses and course progressions providing a number of
professional certifications in the hospitality industry.
By setting up a user account with PHT, course participants could access an information library, sign up for courses, and take end-of-
course certification tests. When a user opened a new account, all information was saved by default, including the user's name, date
of birth, contact information, credit card information, employer, and job title. The registration page offered an opt-out choice that
users could click to not have their credit card numbers saved. Once a user name and password were established, users could return
to check their course status, review and reprint their certifications, and sign up and pay for new courses. Between 2002 and
2008, PHT issued more than 700,000 professional certifications.
PHT's profits declined in 2009 and 2010, the victim of industry downsizing and increased competition from e- learning providers. By
2011, Pacific Suites was out of the online certification business and PHT was dissolved. The training program's systems and records
remained in Pacific Suites' digital archives, un- accessed and unused. Briseño and Silva-Hayes moved on to work for other
companies, and there was no plan for handling the archived data after the program ended. After PHT was dissolved, Pacific Suites
executives turned their attention to crucial day-to-day operations. They planned to deal with the PHT materials once resources
allowed.
In 2012, the Pacific Suites computer network was hacked. Malware installed on the online reservation system exposed the credit
card information of hundreds of hotel guests. While targeting the financial data on the reservation site, hackers also discovered the
archived training course data and registration accounts of Pacific Hospitality Training's customers. The result of the hack was the
exfiltration of the credit card numbers of recent hotel guests and the exfiltration of the PHT database with all its contents.
A Pacific Suites systems analyst discovered the information security breach in a routine scan of activity reports. Pacific Suites quickly
notified credit card companies and recent hotel guests of the breach, attempting to prevent serious harm. Technical security engineers
faced a challenge in dealing with the PHT data.
PHT course administrators and the IT engineers did not have a system for tracking, cataloguing, and storing information. Pacific
Suites has procedures in place for data access and storage, but those procedures were not implemented when PHT was formed.
When the PHT database was acquired by Pacific Suites, it had no owner or oversight. By the time technical security engineers
determined what private information was compromised, at least 8,000 credit card holders were potential victims of fraudulent
activity.
How was Pacific Suites responsible for protecting the sensitive information of its offshoot, PHT?

A. As the parent company, it should have ensured its existing data access and storage procedures were integrated into PHT's
system.
B. As the parent company, it should have performed an assessment of PHT's infrastructure and confirmed complete
separation of the two networks.
C. As the parent company, it should have transferred personnel to oversee the secure handling of PHT's data.
D. As the parent company, it should have replaced PHT's electronic files with hard-copy documents stored securely on site.

Answer: A

NEW QUESTION # 226 
Under the General Data Protection Regulation (GDPR), which of the following situations would LEAST likely require a controller to
notify a data subject?



A. A direct marketing email is sent with recipients visible in the 'cc' field
B. A hacker publishes usernames, phone numbers and purchase history online after a cyber-attack
C. Personal data of a group of individuals is erroneously sent to the wrong mailing list
D. An encrypted USB key with sensitive personal data is stolen

Answer: A

NEW QUESTION # 227 
SCENARIO
Please use the following to answer the next question:
As they company's new chief executive officer, Thomas Goddard wants to be known as a leader in data protection. Goddard
recently served as the chief financial officer of Hoopy.com, a pioneer in online video viewing with millions of users around the world.
Unfortunately, Hoopy is infamous within privacy protection circles for its ethically questionable practices, including unauthorized sales
of personal data to marketers.
Hoopy also was the target of credit card data theft that made headlines around the world, as at least two million credit card numbers
were thought to have been pilfered despite the company's claims that
"appropriate" data protection safeguards were in place. The scandal affected the company's business as competitors were quick to
market an increased level of protection while offering similar entertainment and media content. Within three weeks after the scandal
broke, Hoopy founder and CEO Maxwell Martin, Goddard's mentor, was forced to step down.
Goddard, however, seems to have landed on his feet, securing the CEO position at your company, Medialite, which is just emerging
from its start-up phase. He sold the company's board and investors on his vision of Medialite building its brand partly on the basis of
industry-leading data protection standards and procedures.
He may have been a key part of a lapsed or even rogue organization in matters of privacy but now he claims to be reformed and a
true believer in privacy protection. In his first week on the job, he calls you into his office and explains that your primary work
responsibility is to bring his vision for privacy to life. But you also detect some reservations. "We want Medialite to have absolutely
the highest standards," he says. "In fact, I want us to be able to say that we are the clear industry leader in privacy and data
protection. However, I also need to be a responsible steward of the company's finances. So, while I want the best solutions across
the board, they also need to be cost effective." You are told to report back in a week's time with your recommendations. Charged
with this ambiguous mission, you depart the executive suite, already considering your next steps.
You are charged with making sure that privacy safeguards are in place for new products and initiatives. What is the best way to do
this?

A. Institute Privacy by Design principles and practices across the organization
B. Conduct a gap analysis after deployment of new products, then mend any gaps that are revealed
C. Develop a plan for introducing privacy protections into the product development stage
D. Hold a meeting with stakeholders to create an interdepartmental protocol for new initiatives

Answer: C

NEW QUESTION # 228
......

No matter how good the product is users will encounter some difficult problems in the process of use, and how to deal with these
problems quickly becomes a standard to test the level of product service. Our CIPM real exam materials are not exceptional also, in
order to enjoy the best product experience, as long as the user is in use process found any problem, can timely feedback to us, for
the first time you check our CIPM Exam Question performance, professional maintenance staff to help users solve problems. Our
CIPM learning reference files have a high efficient product maintenance team, a professional staff every day real-time monitoring the
use of the user environment and learning platform security, even in the incubation period, we can accurate solution for the user, for
the use of the user to create a safer environment.
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