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EAE #250

You have an Azure subscription that contains the following resources:

A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual
machines to the internet An Azure function that contains a script to manage the firewall rules of the NVA Azure Security Center
standard tier enabled for all virtual machines An Azure Sentinel workspace

30 virtual machines

Youneed to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in
Azrre Sentinel and then a script is nitiated to configure a firewall rule for the NVA.

How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct
requirements. Each component may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Components Answer Area

A data connector for Security Center
Enable alert notifications from Security Center:

A data connector for the firewall software
Create.an incident:
A playbook

Initiate a script to.configure the firewall rule:
Arule

A Security Events connector

A workbook

Y-

M3E.

Components | Answer Area

A data connector for Security Centér

Enable alert notifications from Security Centér:'| A data connector for Security Center

l A data connector for the firewall software l

Create &n incident: |A rule

| A playbook

Initiate a script.to'configure the firewall rule: | A playbook

|A rule

IA Security Events connector

|A workbook

Reference:
httpsz/docs.microsoft.conven-us/azure/sentinel/create-ncidents- fromr-alerts
httpsz/docs.microsoft.conven-us/azure/sentinel/connect-azure-security-center

AE #251

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure SQL Database instance that is
configured to support Azire AD authentication.

Database developers must connect to the database instance and authenticate by using their on-premises Active Directory account.
You need to ensure that developers can connect to the instance by using Microsoft SQL Server Management Studio. The solution
must minimize authentication prompts.

Which authentication method should you recommend?


https://www.dumptop.com/Microsoft/AZ-500-dump.html

¢ A. Active Directory - Universal with MFA support
¢ B. Active Directory - Password
e C. SQL Server Authentication
¢ D. Active Directory - Integrated
H": D
EAE #252
You have an Azure subscription that contains the key vaults shown in the following table.
Name ffu'ge 00" Permission model
3 protection | % .
KeyVault1 | 10 Enabled @‘ﬂrure role-based access control (Azure
q}- RBAQ)
KeyVault2 | 15 Dis ﬁ& Azure role-based access control (Azure
X RBAQ)
PR

The subscription contains the users shown in the following table.

Name Role . | Assigned to
Admin1 | Key Vault Contgibufor KeyVault1

Admin2 | Key Vault Sectets Officer KeyVault2
Admin3 | Key Vglilt\dministrator,, | KeyVauiti

On Jure 1, you perform the following actions:

* Delete a key named key1 from KeyVaultl.

* Delete a secret named secret 1 from KeyVault2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Admin1 can recover key1 on June 5. D

Admin2 can purge secret1 on June'i2. D B

Admin3 can recover key) ongune 17, . O D
= Microsoft

Admin1 can recover key1 on June 5.

Admin2 can purge secret1 on 40ae\Z.

Admin3 can recovef key1 on June 17.

EHE #253



You have an Azure subscription that contains the following resources:

* A virtual network named VNET] that contains two subnets named Subnet] and Subnet2.

* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VMI from the internet.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange then in the correct order.

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewalg M i c rD S Oft

ol
Answer Area
Actions
| Configure a network security group (NSG). Create 2 new subnet.
C:eite“a ne‘tﬂwgrkﬂru.l_e Eo}_l'etzflon. MMMMM Deploy Azure Firewall.

Create a NAT rule collection.
Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway. ! IVI i C r O S Oft

Deploy Azure Firewall.
Explanation

e |
Create a new subnet.

Deploy Azure Firewall,

Create a NAT rule collection.
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Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Aziure Username: Userl -28681041@ExamUsers.com

Azire Password: GpOAe4@IDg

Ifthe Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.



The following information is for technical support purposes only:

Lab Instance: 28681041

Task 3

The developers at your company plan to create a web app named App28681041 and to publish the app to
https//www.contoso.com. You need to perform the following tasks:

* Ensure that App28681041 is registered to Azire AD.

* Generate a password for App28681041.

HE-

Y.

Check below steps in explanation for Task

Explanation:

To register App28681041 to Azure AD and generate a password for it, you can follow these steps:
In the Azure portal, search for and select Azre Active Directory.

In the left pane, select App registrations.

Select New registration.

In the Register an application pane, enter the following information:

Name: App28681041

Supported account types: Select the appropriate account types for your scenario.
Redirect URI: Leave this field blank.

Select Register.

In the App registrations pane, select the newly created App28681041 application.
In the left pane, select Certificates & secrets.

Select New client secret.

In the Add a client secret pane, enter the following information:

Description: Enter a description for the client secret.

Expires: Select an appropriate expiration date for the client secret.

Select Add.

In the Certificates & secrets pane, copy the value of the newly created client secret.
You can find more information on this topic in the following Microsoft documentation: Quickstart: Register an application with the
Microsoft identity platform.
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