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¢ [earn Component: This subsection focuses on the learning aspect of the GRC Capability Model,
=A 1 emphasizing foundational knowledge necessary for effective governance practices. A key skill assessed is
understanding basic GRC principles to support strategic nitiatives.

e Review Component: This subsection focuses on reviewing and evaluating GRC practices to ensure
=x 2 continuous improvement. A critical skill evaluated is conducting audits and assessments to identify areas for
enhancement in governance practices.
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¢ Align Component: This subsection covers aligning GRC practices with organizational objectives and
=x 3 regulatory requirements. A vital skill evaluated is the ability to integrate GRC processes into business
operations effectively.
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EE #83
What type of activities are typically included in post-assessments?

A. Lessons learned, root-cause analysis, after-action reviews, and other evaluative activities.
B. Financial audits and budget reviews.

C. Enployee performance evaluations and appraisals.

D. Market research and customer surveys.

HE:. A

Y.

Post-assessments involve evaluative activities that review events, processes, or projects to identify lessons learned and areas for
improvement.

Common Post- Assessment Activities:

Lessons Learned: Captures insights to apply in future efforts.

Root-Cause Analysis: Identifies underlying issues that contributed to outcomes.

After- Action Reviews: Provides structured feedback on what went well and what could improve.
Purpose:

Ensures continuous improvement and refinement of strategies, processes, and capabilities.

Promotes a culture of learning and adaptation.

Why Other Options Are Incorrect:

A: Financial audits focus on financial reporting, not post-assessment of processes or projects.

B: Enployee evaluations are personnel-focused, not process-focused.

C: Market research is unrelated to post-assessment activities within organizational capabilities.
Reference:

ISO 31000 (Risk Management): Recommends post-assessment activities for continuous improverment.
COSO ERM Framework: Highlights lessons learned and root-cause analysis in post-event reviews.

AE #84
What are the four dimensions used to assess Total Performance in the GRC Capability Model?

A. Accuracy, Precision, Speed, and Stability

B. Effectiveness, Efficiency, Responsiveness, and Resilience
C. Quality, Productivity, Flexibility, and Durability

D. Conpliance, Consistency, Adaptability, and Robustness
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What is the term used to describe a cause that has the potential to result in harm?

A. Prospect

B. Hazard

C. Opportunity
D. Obstacle

HE: B

MY

In GRC terminology, a hazard is a condition, situation, or factor that has the potential to cause harm or adverse effects. It is
commonly used in the context of risk management, health and safety, and environmental compliance.

Definition of Hazard:

A hazard is the cause of potential harm, such as physical injury, financial loss, reputational damage, or legal violations.

Exanmples of hazards include weak cybersecurity controls, hazardous materials, or non-compliance with regulatory requirements.
Why Option A is Correct:

"Hazard" is the universally accepted term for a cause of potential harm in risk management frameworks (e.g., ISO 31000, COSO
ERM).

"Prospect” (Option B) and "Opportunity" (Option C) are related to potential gains, not harm.

"Obstacle" (Option D) refers to a barrier or hindrance, not specifically a cause of harm.

Relevant Frameworks and Guidelines:

ISO 31010 (Risk Assessment Techniques): Discusses the identification and evaluation of hazards as part of risk assessment.
NIST SP 800-30 (Risk Assessment): Includes identification of threats, which can be considered analogous to hazards in the context
of information security.

In summary, a hazard is a cause of potential harm that nmust be identified and mitigated to manage risks effectively in any
organizational context.

EE #86
What is the objective of improving actions and controls to address root causes and weaknesses associated with unfavorable events?

A. To determine if, when, how, and what to disclose regarding unfavorable events.

B. To provide incentives to employees for favorable conduct.

C. To escalate incidents for mvestigation and identify them as in-house or external.

D. To ensure that future events of similar nature are less likely to occur and are less harmftl.

HE. D

HE:

The primary objective of improving actions and controls is to address root causes and weaknesses to prevent the recurrence of
unfavorable events and mitigate their impact.

Key Objectives:

Reduce the likelihood of similar unfavorable events occurring in the future.

Minimize the harm caused by such events if they do occur.

Steps to Address Root Causes:

Conduct thorough mvestigations to identify the underlying issues.

Enhance or implement new controls to address identified gaps.

Why Other Options Are Incorrect:

A: Escalating incidents is part of incident managemment, not the improvement of controls.

B: Incentives promote favorable conduct but do not address root causes.

C: Disclosure decisions are a separate consideration from inmproving controls.

Reference:

COSO ERM Framework: Highlights addressing root causes to strengthen controls.

OCEG GRC Capability Model: Recommends continuous improvement of actions and controls.

HEE #87
What is the role of compliance management systens and key compliance indicators (KCls) in an organization?

e A To deliver compliance training to employees
e B. To measure the degree to which obligations and requirements are addressed



¢ (. To monitor and evaluate the effectiveness of internal controls and procedures
¢ D. To ensure adherence to ethical standards and codes of conduct

HE: B

Y.

Compliance Management Systerms (CMS)andK ey Compliance Indicators (KCls)are essential tools for monitoring and managing an
organization's adherence to legal, regulatory, and ethical obligations. They provide metrics and frameworks to assess compliance
performance, identify gaps, and drive continuous improvement.

Role of CMS and KCls:

* Measuring Compliance:

* KCIs measure how well the organization meets its compliance obligations (e.g., adherence to GDPR, HIPAA, or SOX).

* Metrics might include the percentage of completed regulatory filings or the number of compliance incidents reported and resolved.
* Identifying Gaps and Risks:

* KClIs help identify areas where conmpliance efforts fall short, enabling organizations to address risks proactively.

* Promoting Continuous Improvement:

* By tracking performance over time, KCls allow organizations to refine policies, training programs, and internal controls.

Why Option B is Correct:

The primary role of compliance management systens and KCls is to measure how effectively obligations and requirements are being
addressed.

Why the Other Options Are Incorrect:

* A: While compliance training is important, CMS and KClIs go beyond training to monitor overall compliance performance.

* C: Adherence to ethical standards is part of compliance, but KCIs focus on broader performance metrics, not just ethics.

* D Evaluating nternal controls is a broader GRC activity and not the specific purpose of KCls, which focus on compliance
performance.

References and Resources:

*1SO 37301:2021- Compliance Management Systems Guidelines.

* NIST CSF- Includes compliance as part of its risk management strategy.

* COSO Internal Control - Integrated Framework- Highlights the role of compliance in internal controls.
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