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AE #47
Which FortiGate command displays the current routing table?

A. get systemroute

B. show router status

C. get router info routing-table all
D. diagnose netlink route list

He: C

dY:

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."
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EE #48
‘Which of these BGP paths will be the preferred one ?

A. Prefer the path with the lowest Multi- Exit Discriminator (MED)

B. Prefer External path (learned via EBGP) over Internal path (IBGP)
C. Prefer the path with the shortest AS Path

D. Prefer the path with the highest Local Preference value

HE: D

Y.

BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

EE #49
Which statement is true about IPsec VPNs and SSL VPNs?

A. Both SSL VPNs and IPsec VPN are standard protocols

B. Either a SSL VPN or an IPsec VPN can be established between an end-user workstation and a FortiGate device
C. All of the above

D. SSL VPN creates a HTTPS connection. IPsec does not

e, C

MH.

Both SSL. VPN and IPsec VPN are standard protocols supported by FortiGate devices for secure remote access. SSL VPN
typically uses HTTPS (TCP port 443) for encrypted communication, while IPsec uses protocols like IKE and ESP. Both can be
configured between an end-user workstation (e.g., via FortiClient) and a FortiGate device, supporting various authentication
methods. All options are correct, making D the correct answer. Exact extract: "SSL VPN technology uses the standard SSL/TLS
protocol to provide a secure connection to the FortiGate unit. The FortiGate SSL VPN can be configured to use HTTPS..." and
"[Psec VPNs use standardized protocols like IKE and ESP to create secure tunnels... FortiClient supports both IPsec and SSL
VPN connections to FortiGate devices for remote access."

EHE #50
Which of'the following is a benefit of using FortiGate's Security Fabric?

A. Tt reduces the need for firewall policies

B. It enables centralized management of nultiple Fortinet devices
C. It automatically configures VLANS on FortiSwitches

D. It increases the speed of [Psec VPN tunnels

He:. B

Y.

The Fortinet Security Fabric provides a centralized management platform for multiple Fortinet devices (e.g., FortiGate, FortiSwitch,
FortiAP), enabling coordinated security policies, telemetry sharing, and simplified admmnistration. It does not directly speed up VPNs
(B), reduce firewall policies (C), or auto-configure VLANS (D). Exact extract: '"The Fortinet Security Fabric enables centralized
management and visibility across Fortinet devices, allowing coordinated security policies and telemetry sharing for enhanced
protection."”



AZ #51
Which FortiGate feature allows for dynamic routing protocol updates to be propagated through an IPsec VPN tunnel?

A. Dynamic Routing Gateway

B. Route-based VPN

C. Virtual Routing and Forwarding (VRF)
D. Auto Discovery VPN (ADVPN)

.|

o2
m

: D

Y.

Auto Discovery VPN (ADVPN) in FortiGate enables dynamic routing protocols (e.g., OSPF, BGP) to propagate updates through
[Psec VPN tunnels by automatically creating shortcut paths between spokes. This simplifies configuration and enhances scalability in
hub-and-spoke topologies. Route-based VPN (D) supports routing but not dynamic discovery, VRF (C) is for segmentation, and
Dynamic Routing Gateway (B) is not a standard Fortinet feature. Exact extract: "ADVPN allows dynamic routing protocols to be
used over [Psec VPN tunnels, enabling spokes to discover and communicate directly via shortcuts, improving efficiency in hub-and-
spoke setups."
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