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¢ Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying

FA1 CMMC model constructs, understanding model levels, domains, and implementation, and using evidence

to determine compliance with established cybersecurity practices.

o CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors

and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
=x 2 categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systens fall within
assessment boundaries.

e CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals

and tests knowledge of'the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
M3 and report ona CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC- AB expectations.
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¢ Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section

of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
=X 4 organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and muilti-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.
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EE #150

When discussing the OSC's proposed assessment scope, the Lead Assessor learned that some laptops and workstations share a
network with CUI assets, but their users do not work with CUI. These assets do not store CUI or run applications that process
CUL Reviewing the OSC's SSP, the implemented risk-based security policies, procedures, and practices raised questions and were
found to be deficient. What can the Lead Assessor do in this scenario?

A. Conduct a limited spot check to identify risks.

B. Validate the scope because the assets do not interact with CUL

C. Advise the OSC PoC or Assessment Official to address the identified deficiencies.
D. Inform the C3PAO so as to obtain advice on the way forward.

HE: A

Y.

Comprehensive and Detailed Explanation:

These laptops and workstations are Contractor Risk Managed Assets (CRMAs), as they can but are not intended to handle CUI
due to policies. The CMMC Assessment Scope - Level 2 allows limited spot checks for CRMAs if SSP deficiencies raise
concerns, ensuring risks are identified without expanding the assessment' s scope significantly. Option A delays action, Option B
shifts responsibility prematurely, and Option D ignores the deficiencies. C is correct.

Reference:

CMMC Assessmment Scope - Level 2, Section 2.3.2 (CRMAs), p. 5: "Limited spot checks may be conducted for CRMAs if
deficiencies are noted."

HEE #151

The Lead Assessor is conducting an assessment for an OSC. The Lead Assessor has finished collecting and examining evidence
from the assessment.

Based on this information, what is the NEXT logical step?

A. Develop an assessment plan.

B. Generate final recommended assessment results.
C. Deliver recommended assessment resuits.

D. Determine and record initial practice scores.

HE: D

MY

The CMMC Assessment Process (CAP) defines the logical order:

* After collecting and examining evidence, the next step is to determine and record initial practice scores (MET, NOT MET, or
NA).

* Only after practice scoring is completed are findings validated and aggregated into final recommended results.
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Extract:
"Following evidence collection and review, assessors determine and record the practice status (MET/NOT MET/NA) before
compiling results into final recommendations." Reference: CMMC Assessment Process (CAP), Phase 2.

HAE #152

‘When conducting a CMMC assessment, the CCA nust follow the steps outlined in the CMMC Assessment Process (CAP). This
document is organized into several phases, each requiring the CCA to complete specific documents. The CAP also provides
templates, some of which the Assessor must use and complete during specific phases. A CCA must complete all the following
documents in Phase 1 ofthe CAP, EXCEPT?

A. Virtual Assessment Evidence Preparation Template

B. CMMC Assessment Quality Review Checklist

C. CMMC Assessment Readiness Review (CA-RR) Checklist
D. CMMC Pre-Assessment Form Data Template

]

o
M

: B

MY

Comprehensive and Detailed in Depth Explanation:

The Quality Review Checklist is a Phase 3 document, not Phase 1, unlike Options B, C, and D (Option A).

Extract from Official Document (CAP v1.0):

* Section 1.6 - Prepare for Assessment (pg. 18):"Phase 1 requires completion of the CA-RR Checklist, Virtual Evidence Tenplate,
and Pre- Assessment Form" References:

CMMC Assessment Process (CAP) v1.0, Section 1.6.

HE #153

A company is undergoing a CMMC Level 2 Assessiment. During the Conduct Assessment phase, an Assessment Team member is
reviewing the policies and procedures in the incident response plan.

Which assessment method is being utilized?

A. Observation
B. Interview

C. Examine

D. Test

HE. C

ME:

The Examine method is used when the assessor reviews documents, policies, procedures, or system artifacts to validate practices.
Extract:

"Examine: Review, inspect, or analyze assessment objects such as documents, records, and policies to determine compliance with
practice requirements." Reviewing the incident response plan falls directly under Examine.

Reference: CMMC Assessiment Process (CAP); Assessment Methods.

AR #154

During a company's assessiment, the CCA notices that the server room door is kept open with a fan in the entryway because the
cooling system is inadequate and the machines are overheating. According to the physical protection policy, the server room's
keypad is the mechanism for managing and controlling access to this equipment, and only the IT team should have access to the
server room However, with the door open, the keypad is not necessary, and anyone can enter the room

The CCA asks the IT manager how access to this room is protected while the door is open. Which response would allow the
company to still meet the physical security requirement?

A. "The CEO emailed all employees that the server room door would be kept open but only the IT team should enter."
B. "Only employees are allowed in this area."

C. "The server is located inside another room that only the IT team has access to."

D. "We trust our employees not to enter the room if they are not supposed to."

02
m

: C



MH.

The Physical Protection (PE) Domain requires implementation of physical access controls to prevent unauthorized access to CUL
systems. Simply trusting employees or sending communications is not sufficient.

However, if the server is located inside a secondary restricted room that only the IT team can access, then adequate physical
protection controls are still in place.

Extract from PE.12-3.10.x (Physical Protection Practices):

"Organizations must limit physical access to systems, equipment, and environments that process, store, or transmit CUI to authorized
individuals only." Thus, placing the server within an additional restricted access-controlled room ensures compliance, even if the
outer door is propped open for cooling,

Reference: CMMC Assessment Guide, Level 2, Physical Protection (PE) practices.
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