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Questions (Q306-Q311):
NEW QUESTION # 306 
A customer wants to deploy a large number of 3-tier web applications on Compute Engine.
How should the customer ensure authenticated network separation between the different tiers of the application?

A. Run each tier in its own Project, and segregate using Project labels.
B. Run each tier with a different Service Account (SA), and use SA-based firewall rules.
C. Run each tier with its own VM tags, and use tag-based firewall rules.
D. Run each tier in its own subnet, and use subnet-based firewall rules.

Answer: D

NEW QUESTION # 307 
A customer's data science group wants to use Google Cloud Platform (GCP) for their analytics workloads.
Company policy dictates that all data must be company-owned and all user authentications must go through their own Security
Assertion Markup Language (SAML) 2.0 Identity Provider (IdP). The Infrastructure Operations Systems Engineer was trying to set
up Cloud Identity for the customer and realized that their domain was already being used by G Suite.
How should you best advise the Systems Engineer to proceed with the least disruption?

A. Ask Google to provision the data science manager's account as a Super Administrator in the existing domain.
B. Ask customer's management to discover any other uses of Google managed services, and work with the existing Super
Administrator.
C. Contact Google Support and initiate the Domain Contestation Process to use the domain name in your new Cloud Identity
domain.
D. Register a new domain name, and use that for the new Cloud Identity domain.

Answer: A

NEW QUESTION # 308 
You need to implement an encryption-at-rest strategy that protects sensitive data and reduces key management complexity for non-
sensitive data. Your solution has the following requirements:
* Schedule key rotation for sensitive data.
* Control which region the encryption keys for sensitive data are stored in.
* Minimize the latency to access encryption keys for both sensitive and non-sensitive data.
What should you do?

A. Encrypt non-sensitive data and sensitive data with Cloud Key Management Service.
B. Encrypt non-sensitive data and sensitive data with Cloud External Key Manager.
C. Encrypt non-sensitive data with Google default encryption, and encrypt sensitive data with Cloud Key Management
Service.
D. Encrypt non-sensitive data with Google default encryption, and encrypt sensitive data with Cloud External Key Manager.

Answer: C

Explanation:
Explanation
Google uses a common cryptographic library, Tink, which incorporates our FIPS 140-2 Level 1 validated module, BoringCrypto, to
implement encryption consistently across almost all Google Cloud products. To provideflexibility of controlling the key residency and
rotation schedule, use google provided key for non-sensitive and encrypt sensitive data with Cloud Key Management Service

NEW QUESTION # 309 
Your customer has an on-premises Public Key Infrastructure (PKI) with a certificate authority (CA). You need to issue certificates
for many HTTP load balancer frontends. The on-premises PKI should be minimally affected due to many manual processes, and the
solution needs to scale.
What should you do?



A. Use Certificate Manager to import certificates issued from on-premises PKI and for the frontends.
Leverage the gcloud tool for importing
B. Use the web applications with PKCS12 certificates issued from subordinate CA based on OpenSSL on-premises Use the
gcloud tool for importing. Use the External TCP/UDP Network load balancer instead of an external HTTP Load Balancer.
C. Use Certificate Manager to issue Google managed public certificates and configure it at HTTP the load balancers in your
infrastructure as code (laC).
D. Use a subordinate CA in the Google Certificate Authority Service from the on-premises PKI system to issue certificates
for the load balancers.

Answer: D

Explanation:
Explanation
This approach allows you to leverage your existing on-premises PKI infrastructure while minimizing its impact and manual processes.
By creating a subordinate CA in Google's Certificate Authority Service, you can automate the process of issuing certificates for your
HTTP load balancer frontends. This solution scales well as the number of load balancers increases.

NEW QUESTION # 310 
You are part of a security team that wants to ensure that a Cloud Storage bucket in Project A can only be readable from Project B.
You also want to ensure that data in the Cloud Storage bucket cannot be accessed from or copied to Cloud Storage buckets
outside the network, even if the user has the correct credentials.
What should you do?

A. Enable VPC Service Controls, create a perimeter with Project A and B, and include Cloud Storage service.
B. Enable VPC Peering between Project A and B networks with strict firewall rules to allow communication between the
networks.
C. Enable Private Access in Project A and B networks with strict firewall rules to allow communication between the
networks.
D. Enable Domain Restricted Sharing Organization Policy and Bucket Policy Only on the Cloud Storage bucket.

Answer: D

Explanation:
Reference:
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-domains

NEW QUESTION # 311
......
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