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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 2

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 3

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 4

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q68-Q73):
NEW QUESTION # 68 
You are encountering connectivity problems caused by intermediate devices blocking IPsec traffic.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You should use the protocol IKEv2.
B. You can turn on fragmentation to fix large certificate negotiation problems.
C. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.
D. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).

Answer: C,D

Explanation:
The training is basically trying to point out the advantage of FortiGate's SSL VPN over IPSec VPN in situation where issues are
caused by an intermediate device.
IPsec uses ESP and UDP 500 and 4500, so where these are blocked, SSL VPN tunnel mode shines because it uses HTTPS (443)
and TLS by default (both TCP).
Again where UDP ports are blocked, SSL VPN shines (Tunnel mode Hub and Spoke) because it does not use UDP.
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NEW QUESTION # 69 
A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR
test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate
does not detect the virus and does not block the file, allowing it to be downloaded.
The administrator confirms that the traffic matches the configured firewall policy. What are two reasons for the failed virus detection
by FortiGate? (Choose two.)

A. The website is exempted from SSL inspection.
B. The selected SSL inspection profile has certificate inspection enabled.
C. The El CAR test file exceeds the protocol options oversize limit.
D. The browser does not trust the FortiGate self-signed CA certificate.

Answer: A,D

NEW QUESTION # 70 
Which two statements are true about an HA cluster? (Choose two.)

A. Link failover triggers a failover if the administrator sets the interface down on the primary device.
B. An HA cluster cannot have both in-band and out-of-band management interfaces at the same time.
C. When sniffing the heartbeat interface, the administrator must see the IP address 169.254.0.2.
D. HA incremental synchronization includes FIB entries and IPsec SAs.

Answer: A,D

Explanation:
Setting an interface down on the primary device triggers a failover due to link failover detection.
HA incremental synchronization includes forwarding information base (FIB) entries and IPsec security associations (SAs) to maintain
session continuity.

NEW QUESTION # 71 
Refer to the exhibit, which shows a partial configuration from the remote authentication server.
Why does the FortiGate administrator need this configuration?

A. To authenticate and match the Training OU on the RADIUS server.
B. To authenticate only the Training user group.
C. To authenticate Any FortiGate user groups.
D. To set up a RADIUS server Secret.

Answer: B

Explanation:
The Fortinet-Group-Name attribute is used to restrict authentication to users who belong specifically to the "Training" user group on
the RADIUS server.

NEW QUESTION # 72 
Refer to the exhibits. The exhibits show a diagram of a FortiGate device connected to the network, as well as the firewall policy and
IP pool configuration on the FortiGate device.
Two PCs, PC1 and PC2, are connected behind FortiGate and can access the internet successfully. However, when the
administrator adds a third PC to the network (PC3), the PC cannot connect to the internet.
Based on the information shown in the exhibit, which two configuration options can the administrator use to fix the connectivity issue
for PC3? (Choose two.)

A. In the IP pool configuration, set typeto overload.
B. In the system settings, set Multiple Interface Policies to enable.
C. In the IP pool configuration, set endipto 100.65.0.112.
D. In the firewall policy, set match-vipto enableusing CLI.



Answer: A,C

Explanation:
The IP pool is configured as One-to-One with a range of only 100.65.0.110-100.65.0.111, which allows NAT for only two internal
hosts (PC1 and PC2). When PC3 tries to access the internet, no external IP is available for mapping.
To fix this:
- Change the IP pool type to Overload, allowing multiple internal IPs to share a single external IP.
- Expand the IP pool range by setting endip to 100.65.0.112 (or more) so that additional internal hosts (like PC3) can also be
assigned a unique external IP.

NEW QUESTION # 73
......
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