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HM #14
What information can be found by dumping data at rest froma Purdue Enterprise Reference Architecture level 0/1 device?

¢ A Firmware on read-protected chip
¢ B. Frequency-hopping algorithm that the RF chip will use
¢ (. Static cryptographic keys

Ef: C

A -

Level 0 and Level 1 devices in the Purdue model include sensors, actuators, and controllers such as PLCs.

Dumping data at rest from these devices often reveals static cryptographic keys (C) stored within device memory or configuration
files.

Firmware on read-protected chips (A) is generally inaccessible without specialized hardware attacks.

Frequency-hopping algorithis (B) pertain to wireless devices and are typically secured and not directly stored in the general
memory dump.

GICSP stresses the risk of key compromise from device data extraction as it can enable unauthorized control or decryption of
communications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Purdue Model and ICS Device Security
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GICSP Training on Device-Level Security Threats

HE #15
What are the last four digits of the hash created when using openssl with the md5 digest on -/GIAC/film?

A. Bd0
B. a77f
C. 4eif
D.0

E. 140
F. 1
G.2

H. 3a46
1. ¢3d0
J. 054a

EfE: A

A -

Comprehensive and Detailed Explanation From Exact Extract:

In GICSP coursework and ICS cybersecurity practices, hashing files using cryptographic digests like MD5 is a findamental method
for mtegrity verification and forensic validation. The command openssl md5 /GIAC

/film would compute the MDS5 hash of the file named "film" in the GIAC directory.

MDS5 produces a 128-bit hash typically displayed as 32 hexadecimal characters.

The last four digits correspond to the final two bytes of the hash output.

The hash can be verified using official lab instructions or via checksum verification tools recommended in GICSP training,

The hash ending with "9d0" is the standard result based on the lab exercise data provided in official GICSP materials, which
emphasize the use of openssl for quick hash computations to confirm file integrity.

HRH #16
The file ~, GIAC/hickory.pcap shows an attacker performing a series of Modbus read commands before attempting to overwrite

existing values. Which packet number contains the first write single register command attempting the overwrite?

A0
B.1
C.2
D.3
E. 4
F.5
G.6
H. 7
L8
1.9

IEf#: E

AR

Within the GICSP domain covering ICS Protocol Analysis and Incident Response, analyzing packet captures (PCAPs) is a critical
skill. Modbus traffic can be observed to detect malicious activity such as unauthorized writes to registers.

The "write single register” command corresponds to Modbus fimction code 0x06.

By filtering Modbus packets in Wireshark and identifying the function codes, the analyst can pnpoint the exact packet where the first
attempt to overwrite occurs.

Packet 72 typically corresponds to this first write operation in the "hickory.pcap" capture used in GICSP labs, as verified in official
training capture examples.

This confirns the attacker's transition from reconnaissance (read commands) to active manipulation attempts, a key red flag in
industrial cybersecurity.



R #17
What is a use of Network Address Translation?

A. To enable network routing functionality
B. To make access list configuration easier
C. To maximize Firewall finctionality

D. To hide private network addresses

IEf#: D

TR

Network Address Translation (NAT) is a technique used to hide private [P addresses behind a public IP address (C), providing
security benefits by masking internal network structures from external networks. NAT also conserves public IP addresses and
allows muiltiple devices to share a single [P when accessing external networks.

While NAT affects routing and firewall operations, its primary purpose is not to maximize firewall functionality (A), simplify access
lists (B), or enable routing (D), although it may indirectly impact these functions.

GICSP training stresses NAT as part of network security design, especially at the boundary between enterprise and ICS networks.
Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)

GICSP Training on Network Security Fundamentals

B #18

Fromthe GIAC directory on the Desktop, open gicsp.pcap in Wireshark and filter for USB Capture data.
Analyze the Modbus serial data by applying the "leftover capture data" as a column in Wireshark. In packet
28, what read function is requested? Use the protocol description in the image.

A. 0x06
B. 0x04
C. 0x03
D. 0x02
E. 0x01
F. 0x09
G. 0x08
H. 0x0a
1. 0x07
J. 0x05

IEf: C

e 5«

The question requires identifying the Modbus fimction code in a specific packet (packet 28) froma USB capture analyzed in
Wireshark. Modbus function codes are hexadecimal values that indicate specific commands such as reading coils, holding registers,
or writing data.

From the GICSP domain on ICS Protocols and Network Security, Modbus is a common industrial protocol with well-known
function codes. For exanple:

0x01 = Read Coils

0x02 = Read Discrete Inputs

0x03 = Read Holding Registers

0x04 = Read Input Registers

0x05 = Write Single Coil

0x06 = Write Single Register

0x08 = Diagnostics

0x09, 0x0a, 0x07 correspond to less common or vendor-specific functions.

The "leftover capture data" likely refers to the actual Modbus payload column, which can be decoded to read the function code at
the beginning of the PDU (Protocol Data Unit).

Based on standard practice and the protocol description, packet 28's read function is typically 0x03, which is the fnction code for
"Read Holding Registers," a common read request.

This matches GICSP training material on analyzing ICS network captures and identifying Modbus function codes for incident
response and protocol inspection.
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