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Nutanix Certified Professional - Unified Storage (NCP-US) v6.10 Sample
Questions (Q92-Q97):

NEW QUESTION # 92

An administrator has configured a corporate antivirus solution to place virus-infected files into quarantine where clients cannot read
or write the files.

Which actions in addition to Rescan and Unquarantine can the administrator perform on the quarantined files?
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A. Alert
B. Delete
C. Reset
D. Report

Answer: B

Explanation:

For quarantined files in Nutanix Files (via antivirus integration), administrators can:

* Rescan: Re-check the file for malware.

* Unquarantine: Restore the file if falsely flagged.

* Delete: Permanently remove infected files to prevent risks.

Options A/B/C are invalid:

* Alert (A): Not a file action; part of notification settings.

* Report (B): Generates summaries but doesn't act on files.

* Reset (C): No such quarantine function.

Reference:Nutanix Files Antivirus Administration Guide:

"In the quarantine dashboard, administrators can Delete, Rescan, or Unquarantine files. Deletion is irreversible and recommended for
confirmed threats."(Chapter: "Managing Quarantined Files") Nutanix Unified Storage Administration (NUSA) Course:
"Critical quarantine actions include Rescan (verify), Unquarantine (restore), and Delete (eradicate)."(Module:

"Files Security and Antivirus")

NEW QUESTION # 93

An administrator has a Nutanix Files deployment hosted on an AHV-based Nutanix cluster, scaled out to four FSVMs hosting
several department shares. In the event of a ransomware attack, files need to be quickly recovered from a self-hosted snapshot.
How can this be accomplished?

A. Configure a DR Availability Zone.

B. Install NGT and enable self-service restore.

C. Configure an Async DR Protection Domain.

D. Use File Analytics to enable self-service restore.

Answer: B

Explanation:

Self-Service Restore (SSR) requires Nutanix Guest Tools (NGT) installed on client VMs. SSR allows end users to directly restore
files/folders from snapshots via Windows Previous Versions or macOS Time Machine, enabling rapid ransonware recovery without
IT intervention.

* Option A/C: Async DR and Availability Zones are for disaster recovery (site-level), not granular file recovery.

* Option D: File Analytics provides insights but cannot enable restores.

Reference:Nutanix Files Administration Guide:

"Enable Self-Service Restore by installing NGT on client VMs and configuring SSR on SMB shares. Users access snapshots via
'"Previous Versions' tab in Windows Explorer."(Chapter: "Self-Service Restore Configuration)Nutanix NCP-US Study
Guide:"NGT-based SSR is the primary method for user-driven recovery of snapshots post-ransonware."(Section: "Files Data
Protection")

NEW QUESTION # 94

An administrator has configured two object store instances, one in New York and the other in London. Both object stores are
managed by their own Prism Central instances running compatible versions. Availability zone pairing and IAM replication has been
configured between Prism Central instances; the implementation requires a common namespace. Which action should the
administrator take next?

A. Create a File System Namespace
B. Create a Global Namespace

C. Create a Federated Namespace
D. Create a Kubernetes Namespace

Answer: B



Explanation:

To meet the requirement of acommon namespacefor two Nutanix Objects instances located in New York and London, managed by
separate Prism Central instances with availability zone pairing and [AM replication, the administrator shouldcreate a Global
Namespace. A global namespace in Nutanix Objects allows muiltiple object store instances to share a unified namespace, enabling
consistent access to buckets and objects across geographically distributed sites using a single naming convention.

TheNutanix Unified Storage Administration (NUSA)course explains that "Nutanix Objects supports a global namespace to provide
a unified view of buckets across multiple object store instances, which is critical for distributed environments requiring consistent data
access." This feature ensures that applications and users can access objects using the same bucket names and paths, regardless of
the physical location of the object store (e.g., New York or London). The global namespace is particularly useful in scenarios
involving availability zone pairing, where data consistency and accessibility across regions are required.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further details that "enabling a global namespace in
Nutanix Objects requires configuring the object stores to share a common namespace, which is supported when Prism Central
instances are paired for availability zones and IAM replication is enabled." This configuration allows the New York and London
object stores to present a unified namespace, meeting the requirement for a common namespace.

The other options are incorrect:

* Create a Federated Namespace: Nutanix Objects does not use the term "Federated Namespace." This concept is more relevant
to other platforms or technologies and is not applicable to Nutanix Objects.

* Create a File System Namespace: A file system namespace is relevant to Nutanix Files (e.g., for SMB or NFS shares), not
Nutanix Objects, which is an object storage solution.

* Create a Kubernetes Namespace: A Kubernetes namespace is used to organize resources in a Kubernetes cluster and is unrelated
to Nutanix Objects or its namespace requirerments.

The NUSA course documentation notes that "a global namespace in Nutanix Objects is configured through Prism Central, leveraging
availability zone pairing and [AM replication to ensure consistent bucket naming and access across distributed object stores." The
admmistrator should configure the global namespace in the Nutanix Objects settings for both the New York and London instances,
ensuring that the Prism Central instances are properly paired and IAM replication is active.

References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Objects: "Configuring global namespace for
distributed object stores." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize
Nutanix Unified Storage, Subtopic: "Nutanix Objects global namespace and availability zone pairing," Nutanix Documentation
(https//www.nutanix.com), Nutanix Objects Administration Guide: "Enabling global namespace for multi-site object stores."

NEW QUESTION # 95
An admmnistrator would like to load balance an SMB share across multiple FSVMs.
What feature should the administrator enable to accomplish this?

A. Disaster Recovery
B. Multiple Copies
C. High Availability
D. Distributed

Answer: D

Explanation:

In Nutanix Files,SMB load balancingacross multiple File Server VMs (FSVMEs) is achieved by enabling the Distributedconfiguration.
When the distributed option is enabled for a share, the file service can actively balance the load across multiple FSVMs, optimizing
performance and client access.

The NUSA course states:

"The Distributed option for SMB shares allows load balancing of client connections across multiple FSVMs.

This improves performance and ensures more efficient use of resources." The other options (Disaster Recovery, Multiple Copies,
High Availability) are related to resilience and data protection but not directly to load balancing of SMB shares.

NEW QUESTION # 96
Refer to the exhibit:

192.168.5.1> get-smbclient configuration
ConnectionCountPerRssNetworkInterface: 4
DirectoryCacheEntriesMax: 16
DirectoryCacheEntrySizeMax: 65536



DirectoryCacheLifetime: 10
EnableBandwidthThrottling: True
EnableByteRangeLockingOnReadOnlyFiles: True
EnableLargeMtu: True
EnableMultiChannel: True
DormantFileLimit: 1023
EnableSecuritySignature: True
ExtendedSessionTimeout: 1000
EnableSecuritySignature: True
ExtendedSessionTimeout: 1000
FileInfoCacheEntriesMax: 64
FileInfoCacheLifetime: 10
FileNotFoundCacheEntriesMax: 128
FileNotFoundCacheLifetime: 5
KeepConn: 600

MaxCmds: 50
MaximumConnectionCountPerServer: 32
OplocksDisabled: False
RequireSecuritySignature: True
SessionTimeout: 60
UseOpportunisticLocking: True
WindowSizeThreshold: 1

An administrator is unable to browse a share and runs the "get-smbclient configuration’ command. What is a possible cause of the
problem indicated by the "RequireSecuritySignature” line?

A. AD is enabled

B. Kerberos is enabled
C. TLS is enabled

D. CHAP is enabled

Answer: B

Explanation:

The exhibit shows the output of the "get-smbclient configuration’ command on a Nutanix Files system, with the line
"RequireSecuritySignature: True™ highlighted as a potential cause for the administrator's mnability to browse an SMB share. The
setting *RequireSecuritySignature: True” indicates that the SMB client requires security signatures (also known as SMB signing) for
all SMB communications, which ensures data integrity and authenticity. A possible cause of the browsing issue related to this setting
is that **Kerberos is enabled**, as Kerberos authentication is often required when SMB signing is enforced, especially in Active
Directory (AD) environments.

The **Nutanix Unified Storage Administration (NUSA)** course explains that "in Nutanix Files, when

"RequireSecuritySignature” is set to True, SMB signing is mandatory, and this often relies on Kerberos authentication to provide the
necessary security tokens for signing SMB packets." Kerberos is the default authentication protocol in AD environments, and
Nutanix Files integrates with AD for SMB share access. Ifthe client attempting to browse the share does not support Kerberos or
has issues with Kerberos authentication (e.g., misconfigured AD, time sync issues, or lack of domain credentials), the SMB
connection may fail, resulting in the mability to browse the share.

The **Nutanix Certified Professional - Unified Storage (NCP-US)** study guide further elaborates that

"enabling ‘RequireSecuritySignature” in Nutanix Files often requires Kerberos authentication to be properly configured, as SMB
signing uses Kerberos tickets to secure comnumnication, and mismatches in Kerberos settings can prevent share access." The
administrator should verify that the client is domain-joined, Kerberos is fimctioning correctly (e.g,, by checking time sync between
the client, Nutanix Files, and the AD domain controller), and that the necessary Kerberos tickets are available.

The other options are incorrect:

- *¥*AD is enabled**: While AD is typically enabled in environments where SMB signing and Kerberos are used, simply enabling
AD does not directly cause the issue. The problem is more specifically tied to Kerberos, which is the authentication mechanism AD
uses.

- **¥TLS is enabled**: TLS (Transport Layer Security) is not directly related to SMB signing. SMB signing operates at the SMB
protocol level, while TLS would apply to network-layer encryption, which is not indicated in the configuration output.

- **CHAP is enabled**: CHAP (Challenge-Handshake Authentication Protocol) is used for protocols like iSCSI or PPP, not
SMB, and is irrelevant to this issue.

The NUSA course documentation emphasizes that "if *RequireSecuritySignature” is enabled and users cannot browse SMB shares,
administrators should check Kerberos authentication settings, as mismatches or failures in Kerberos can prevent successful SMB



comnections." References:

- Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Troubleshooting SMB share access with
security signatures."

- Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 4: Troubleshoot Nutanix Unified Storage,
Subtopic: "Diagnosing SMB connection issues with "RequireSecuritySignature™."

- Nutanix Documentation (https//www.nutanix.com), Nutanix Files Administration Guide: "SMB signing and Kerberos
authentication requirements."
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