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PECB ISO-IEC-27002-Foundation Exam Syllabus Topics:

Topic Details

¢ Explain the findamental concepts of information security, cybersecurity, and privacy based on ISO

e [EC 27002: This domain covers the core principles and definitions that underpin information security,
including the concepts of confidentiality, integrity, and availability. It focuses on how ISO

e [EC 27002 frames cybersecurity and privacy as foundational elements of an organization's overall security
posture.

Topic 1
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o Interpret the ISO

o [EC 27002 organizational, people, physical, and technological controls in the specific context of an
organization: This domain covers the four control categories defined in ISO

Topic 2 o [EC 27002 organizational, people, physical, and technological and how each applies to real-world

organizational environments. It requires understanding how to read, interpret, and contextualize these

controls based on an organization's specific needs, risks, and operating conditions.

Discuss the relationship between ISO

IEC 27001, ISO

IEC 27002, and other standards and regulatory frameworks: This domain examines how ISO

IEC 27002 functions as a code of practice that supports the requirements set out in ISO

IEC 27001, and how both standards interact with other relevant frameworks. It also addresses how
organizations align these standards with applicable laws, regulations, and industry-specific requirements.

Topic 3

PECB ISO/IEC 27002 Foundation Exam Sample Questions (Q15-Q20):

NEW QUESTION # 15
Which control of ISO/IEC 27002 ains to ensure the correct and secure operation of information processing facilities?

e A. Control 7.2 Physical entry
¢ B. Control 5.35 Independent review of information security
e C. Control 5.37 Documented operating procedures

Answer: C

Explanation:

Control 5.37, Documented operating procedures, aims to ensure the correct and secure operation of information processing
facilities. Operating procedures translate security and operational requirements into repeatable instructions for administrators,
operators, support teams, and users. They can cover system startup and shutdown, backup, restoration, logging, error handling,
media handling, job scheduling, mantenance, incident escalation, access administration, and secure processing steps. Without
documented procedures, operations become mnconsistent and dependent on individual memory or mformal practice, increasing the
likelihood of mistakes, outages, unauthorized changes, or insecure handling. Control 7.2, Physical entry, protects secure physical
areas by controlling access to facilities, but it does not define operational procedures.

Control 5.35, Independent review of information security, assesses whether the information security approach remains suitable,
adequate, and effective, but it does not provide the day-to-day operating instructions. ISO

/IEC 27002 places documented procedures in the organizational control group because reliable operation requires governance,
clarity, and repeatability. Therefore, option B is the verified answer. References

/Chapters: ISO/IEC 27002:2022, Control 5.37 Documented operating procedures; Control 7.2 Physical entry; Control 5.35
Independent review of information security.

NEW QUESTION # 16
Which statement below describes the principle of confidentiality?

e A. Property of being accessible and usable upon demand by an authorized entity
¢ B. Property of accuracy and completeness
e (. Property that information is not made available or disclosed to unauthorized individuals, entities, or processes

Answer: C

Explanation:

Confidentiality means that information is protected from unauthorized disclosure or availability. The correct statement is option A
because it expresses the essential confidentiality concept: information must not be made available or disclosed to unauthorized
individuals, entities, or processes. ISO/IEC 27002 supports confidentiality through controls such as information classification,
labelling, access control, identity management, authentication, cryptography, data masking, information transfer rules, and data
leakage prevention. The purpose is to ensure that only approved users, systems, or processes can view or receive information
according to business need and authorization. Option B describes integrity, because accuracy and completeness relate to whether
information remains correct and unaltered. Option C describes availability, because accessibility and usability on demand relate to
authorized access when needed. In ISO/IEC 27002, many controls are mapped to confidentiality, integrity, and availability through



control attributes. A confidentiality breach can occur through excessive internal access, accidental disclosure, lost media, weak
access permissions, exposed credentials, or insecure transfer. References/Chapters: ISO/IEC 27002:2022, Clause 4 control
attributes; Control 5.12 Classification of information; Control 5.15 Access control; Control

8.24 Use of cryptography.

NEW QUESTION # 17
Which information security principle is compromised by accidental changes in information?

e A Integrity
e B. Availability
¢ C. Confidentiality

Answer: A

Explanation:

Accidental changes compromise integrity. Integrity is the property that information remains accurate, complete, and protected against
unauthorized or improper modification. Even when a change is accidental rather than malicious, the effect is the same froman
integrity perspective: the information may no longer be trustworthy. ISO/IEC 27002 supports integrity through many controls,
including access control, change management, configuration management, backup, logging, secure coding, malware protection,
segregation of duties, and separation of development, test, and production environments. Availability would be affected if information
or systens were not accessible or usable when required. Confidentiality would be affected if mnformation were disclosed or made
available to unauthorized parties. The question specifically mentions accidental changes, not unavailability or disclosure, so integrity is
the correct principle. This distinction is central to information security because different principles require different controls. For
example, preventing accidental changes may require access restrictions, validation, change approval, version control, monitoring, and
recovery procedures. References/Chapters: ISO/IEC 27002:2022, Clause 4 control attributes; Control

8.32 Change management; Control 8.9 Configuration management; Control 8.13 Information backup.

NEW QUESTION # 18
What is the main purpose of Control 5.12 Classification of information of ISO/IEC 27002?

¢ A To ensure authorized access and prevent unauthorized access to information

¢ B. To ensure identification and understanding of protection needs of information based on its importance

e C. To facilitate the commumication of classification of information and support autormation of information processing and
management

Answer: B

Explanation:

The main purpose of Control 5.12, Classification of mformation, is to ensure that protection needs are identified and understood
based on the importance of information. Classification gives information a defined sensitivity or value level, such as public, internal,
confidential, or restricted, depending on the organization's scheme. This classification then drives handling rules, access restrictions,
labelling, retention, transfer methods, storage requirements, encryption decisions, and disposal practices. Option B describes the
purpose of Control 5.13, Labelling of information, which communicates classification and can support automated information
handling, Option C describes the general purpose of access control, especially Control 5.15 and related access rights controls.
Classification is foundational because the organization cannot apply proportionate protection unless it understands the value,
sensitivity, criticality, legal status, and business impact of the mformation. ISO/IEC 27002 expects classification to consider
confidentiality, integrity, availability, and relevant interested-party requirements. Therefore, option A is the verified answer because it
precisely matches the purpose of classifying information. References/Chapters: ISO/IEC 27002:2022, Control

5.12 Classification of mformation; Control 5.13 Labelling of information; Control 5.15 Access control.

NEW QUESTION # 19
‘What should the organization's management define and approve to ensure appropriate direction and support for information
security?

e A. Arisk management program
e B. An nformation policy
e (. The list of assets that should be protected



Answer: B

Explanation:

Management should define and approve an information security policy to provide direction and support for information security. In
ISO/IEC 27002:2022, Control 5.1 requires policies for information security to be defined, approved by management, published,
commumnicated to relevant personnel and interested parties, and reviewed at planned intervals or when significant changes occur. The
policy establishes management intent, expectations, responsibilities, and the basis for more detailed topic-specific policies. Option B,
a risk management program, is important, but it is not the specific item required by this control to provide overall direction and
support. Option C, a list of assets, is also important because asset inventories support control implementation, but it does not replace
the policy framework. The policy is the governing statement that aligns information security with business objectives, legal
requirements, and risk treatment. It gives authority to procedures, standards, and operational controls. Therefore, the correct answer
is option A, understood as the organization's information security policy. References/Chapters: ISO/IEC 27002:2022, Control 5.1
Policies for information security; Control 5.2 Information security roles and responsibilities; Control 5.9 Inventory of information and
other associated assets.

NEW QUESTION # 20
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