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¢ Management and Operations: This section of the exam measures the skills of Security Operations
Professionals and covers the use of centralized management tools to maintain and monitor firewall
environments. It focuses on Strata Cloud Manager, folders, snippets, automations, variables, and logging
FEY 2 1 services. Candidates are also tested on using Command Center, Activity Insights, Policy Optimizer, Log
Viewer, and incident-handling tools to analyze security data and improve the organization overall security
posture. The goal is to validate competence in managing day-to-day firewall operations and responding to
alerts effectively.

¢ Troubleshooting: This section of the exam measures the skills of Technical Support Analysts and covers the
identification and resolution of configuration and operational issues. It includes troubleshooting

FEy 22 misconfigurations, runtime errors, commit and push issues, device health concerns, and resource usage

problens. This domain ensures candidates can analyze failures across management systens and on-device

functions, enabling them to maintain a stable and reliable security infrastructure.

¢ Policy Creation and Application: This section of the exam measures the abilities of Firewall Administrators
and focuses on creating and applying different types of policies essential to secure and manage traffic. The
domain includes security policies incorporating App-1D, User-ID, and Content-1D, as well as NAT,
hEY 73 decryption, application override, and policy-based forwarding policies. It also covers SD-WAN routing
and SLA policies that influence how traffic flows across distributed environments. The section ensures
professionals can design and implement policy structures that support secure, efficient network operations.

¢ Object Configuration Creation and Application: This section of the exam measures the skills of Network
Security Analysts and covers the creation, configuration, and application of objects used across security
environments. It focuses on building and applying various security profiles, decryption profiles, custom
NEwy 74 objects, external dynamic fists, and log forwarding profiles. Candidates are expected to understand how
data security, IoT security, DoS protection, and SD-WAN profiles integrate into firewall operations. The
objective of this domain is to ensure analysts can configure the foundational elements required to protect
and optimize network security using Strata Cloud Manager.
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H #154
What two authentication methods on the Palo Alto Networks firewalls support authentication and authorization for role-based
access control? (Choose two.)

e A. Kerberos
e B.SAML

o C. TACACS+
e D.LDAP

Ef#: B. C
i

Reference:

The admnistrative accounts are defined on an external SAML, TACACS+, or RADIUS server. The server performs both
authentication and authorization. For authorization, you define Vendor-Specific Attributes (VSAs) on the TACACS+ or RADIUS
server, or SAML attributes on the SAML server. PAN-OS maps the attributes to admmnistrator roles, access domains, user groups,
and virtual systenns that you define on the firewall.

B #155

Which order of steps is the correct way to create a static route?

e A. 1) Enter the IP address for the specific next hop2) Add an IPv4 or IPv6 route by name3) Enter the route and netmask4)
Specify the outgoing interface for packets to use to go to the next hop

¢ B. 1) Enter the route and netmask?2) Specify the outgoing interface for packets to use to go to the next hop3) Enter the IP
address for the specific next hop4) Add an IPv4 or IPv6 route by name

e C. 1) Enter the IP address for the specific next hop2) Enter the route and netmask3) Add an [Pv4 or IPv6 route by name4)
Specify the outgoing interface for packets to use to go to the next hop

e D. 1) Enter the route and netmask2) Enter the [P address for the specific next hop3) Specify the outgoing interface for
packets to use to go to the next hop4) Add an IPv4 or IPv6 route by name

IEf#: D

AR :

Enter the route and netmask

Enter the IP address for the specific next hop

Specify the outgoing interface for packets to use to go to the next hop Add an IPv4 or IPv6 route by name Comprehensive This is
the correct order of steps to create a static route in a virtual router on the firewall. The first step is to enter the route and netmask for
the destination network, such as 192.168.2.2/24 for an IPv4 address or 2001:db8:123:1::1/64 for an IPv6 address. The second
step is to enter the [P address for the specific next hop, such as 192.168.56.1 or 2001:db8:49e:1::1. The third step is to specify the
outgoing interface for packets to use to go to the next hop, such as ethernet1/1. The fourth step is to add an IPv4 or IPv6 route by
name, such as routel 1. Reference:

Configure a Static Route - Palo Alto Networks

M #156
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In the example security policy shown, which two websites fcked? (Choose two.)

A. YouTube
B. LinkedIn
C. Amazon
D. Facebook

IE%: B\ D

H #157
‘Which dynamic update type includes updated anti-spyware signatures?

A. GlobalProtect Data File
B. Applications and Threats
C. PAN-DB

D. Antivirus

IEf#: B

M #158
Based on the graphic, what is the purpose of the SSL/TLS Service profile configuration option?

e A It defines the firewall's global SSI/TLS timeout values.

¢ B. It defines the CA certificate used to verify the client's browser.

e C. It defines the SSUTLS encryption strength used to protect the management interface.
e D. It defines the certificate to send to the client's browser from the management interface.

iIFfE: D

fEEL -
Reference: https:/knowledgebase.paloaltonetworks.comVK CS ArticleDetail?id=k A10g000000CIFGCAOQ
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