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Cisco Conducting Threat Hunting and Defending using Cisco Technologies
for CyberOps Sample Questions (Q370-Q375):
NEW QUESTION # 370 
In threat modeling, what does the "DREAD" model stand for?

A. Defense, Resilience, Evasion, Attack, Denial
B. Data loss, Resource exhaustion, Access control, Denial of service, Disclosure
C. Detect, Response, Eliminate, Analyze, Deterrent
D. Damage potential, Reproducibility, Exploitability, Affected users, Discoverability

Answer: D

NEW QUESTION # 371 
What is the difference between threat hunting and incident response?

A. Threat hunting is automated, while incident response is manual
B. Threat hunting focuses on identifying and mitigating threats, while incident response focuses on containment and recovery
C. Threat hunting is only performed by external security vendors, while incident response is handled internally
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D. Threat hunting is proactive, while incident response is reactive

Answer: B

NEW QUESTION # 372 
What is the significance of attribution in cybersecurity investigations?

A. Attribution is a legal requirement
B. Attribution is not important in cybersecurity investigations
C. Attribution helps in understanding the motives and capabilities of threat actors
D. Attribution helps in determining the cost of a cyber incident

Answer: C

NEW QUESTION # 373 
Which of the following is a common technique used in threat hunting to track lateral movement of attackers within a network?

A. Port scanning
B. DNS tunneling
C. Privilege escalation
D. Log analysis

Answer: D

NEW QUESTION # 374 
Which of the following is an example of a threat modeling technique?

A. Attack surface analysis
B. Vulnerability scanning
C. Patch management
D. Intrusion detection

Answer: A

NEW QUESTION # 375
......
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