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Cisco Securing Networks with Cisco Firepower Sample Questions (Q125-
Q130):

NEW QUESTION # 125
What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment?

e A. VPN connections must be re-established when a new master unit is elected.

e B. Smart License is required to maintain VPN connections simultaneously across all cluster units.
e C. VPN connections can be re-established only if the failed master unit recovers.

e D. Only established VPN connections are maintained when a new master unit is elected.

Answer: A

Explanation:

Section: Configuration

Explanation/Reference: https//www.cisco.conyc/en/us/td/docs/security/firepower/fxos/clustering/ftd-cluster-
solution.htmi#concept g32 yml y2b
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NEW QUESTION # 126
An administrator is adding a new URL-based category feed to the Cisco FMC for use within the policies. The intelligence source
does not use STIX. but instead uses a .txt file format. Which action ensures that regular updates are provided?

A. Add a TAXII feed source and input the URL for the feed.

B. Add a URL source and select the flat file type within Cisco FMC.

C. Upload the .txt file and configure automatic updates using the embedded URL.
D. Convert the .txt file to STIX and upload it to the Cisco FMC.

Answer: A

NEW QUESTION # 127
‘Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A. capture

B. capture WORD

C. capture-traffic

D. configure coredump packet-engine enable

Answer: C

Explanation:

Section: Management and Troubleshooting

Explanation/Reference: https//www.cisco.convc/en/us/td/docs/security/firepower/command _ref/
b _Command Reference for Firepower Threat Defense/ac 1.html

NEW QUESTION # 128
What is a valid Cisco AMP file disposition?

A. non-malicious
B. known-good
C. malware

D. pristine

Answer: C

Explanation:

Section: Integration

Explanation/Reference: https//www.cisco.convc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config-guide-
vo0/Reference a wrapper Chapter topic_here.html

NEW QUESTION # 129
A network administrator wants to configure a default policy to block malicious sites based on the requested URL lookup. Which
feature meets the requirement?

A. malware policies

B. DNS policies

C. URL filtering policies
D. file policies

Answer: C

Explanation:

URL filtering allows control over website access based on the URL's category and reputation, which includes blocking malicious or
risky sites by inspecting the requested URL.

This feature can use category and reputation-based filtering to automatically block URLSs classified as malicious or high risk, fulfilling



the requirement for a default blocking policy.

URL filtering works by inspecting HTTP/HTTPS traffic and matching URLs against Cisco's URL database or manually configured
URL Iists.

https//www.cisco.comy/c/en/us/td/docs/security/secure-firewall/management-center/device- config/720/management-center-device-
config-72/access-url-filtering. html
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